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Abstract

This work seeks to identify and problematize the
problem of quasi-tacit consent in data processing
in Brazil. Thus, the biggest problem is to
establish the extent to which the law and the State
should be effective, bringing financial
responsibilities and burdens to providers, to the
detriment of the citizen's freedom and privacy.
That is, this article aims to study whether there is
any limit — and what it is — to the computer
technique that imposes itself at the cost of
freedom and the violation of the users' right to
privacy, even at the end of the treatment.
Currently, discussions were taking place on
which regulatory framework would be most
appropriate. In Brazil, will be seen how the
Personal Data Protection Act (LGPD) can be
improved. We conclude that, far beyond the need
for express consent, the provider must comply
with a series of basic principles and rules
regardless of what has been consented. With the
use of the theoretical-deductive method, logic,
customs, common sense and factual-logical
moderation, conclusions were reached with due
transparency, legitimate purpose and
proportionality.
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Resumo

Este trabalho busca identificar e problematizar
0 problema do consentimento quase-tacito no
tratamento de dados no Brasil. Assim, o maior
problema é estabelecer até que ponto deve o
direito e o Estado ser eficaz, trazendo
responsabilidades e encargos financeiros aos
provedores, em detrimento da liberdade e
privacidade do cidadao. Isto é, o presente artigo
objetiva estudar se existe algum limite — e qual é
ele — a técnica informética que se impde a custo
da liberdade e da violacdo do direito a
intimidade dos usuérios, inclusive no término do
tratamento. Atualmente, tratava-se discussdes
de qual o marco regulatério mais adequado. No
Brasil, observaremos como a Lei de Prote¢éo de
Dados Pessoais (LGPD) pode ser melhorada.
Concluimos que, muito além da necessidade do
consentimento expresso, deve o provedor estar
de acordo com uma série de principios e regras
basicas independente do que foi consentido.
Com o uso do método tedrico-dedutivo, da
I6gica, costumes, bom senso e a moderacgdo
fatico-16gica, foram alcancadas conclusfes com
a devida transparéncia, finalidade legitima e
proporcionalidade.
Palavras-chave: Provedores. Internet.
Liberdade. Tratamento de Dados.

The internet is the human technology with the greatest impact on current social

and legal relations. Its constant interconnection of global communication makes it, at
once, simultaneously and anywhere in the world, a mechanism for disseminating

information and the main intermediary for interaction between individuals. And with it,
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it brings a series of legal conflicts. Due to the lack of state protection and the globalized
scenario, the protection of human beings and their fundamental human rights becomes
imperative. Thus, the topic to be addressed arises. We will therefore study the problem of
quasi-tacit consent in data processing in Brazil.

To what extent should we ensure privacy and individual freedoms in the interest
of legal security? Techniques employed by states, companies, or other users define who
we are and how we act, especially at an unconscious level. The problem is so universal
that, in the debates currently taking place in the United States and Europe on the subject,
doubts abound about which regulatory model is most appropriate in preserving the
internet as an open platform, while avoiding rigid and excessively interventionist
regulations. The topic could not be more current and in need of a legal response, and this
work will seek to establish an adequate guideline for the legal system.

In this Digital Age, the instrument of power is information. Individual freedom
and state sovereignty are now measured by the ability to access this information, often in
the form of personal data. It should therefore be remembered that Law is the sum of
behavior and language, and today these two elements are more flexible and dynamic than
ever, demonstrating that a rigid norm will not have effective applicability.

Why would it be worthwhile to give up a large part of our freedom of expression
and privacy in favor of a certain legal security or apparent social well-being? This is
where our problem lies: why, whether it is worthwhile, whether we have the choice to
refuse, and what we can do if we want changes in the area of data processing.

In the first chapter, we will address the need for a Digital Law, in contrast to the
liberal notions that only the market — in this case, the digital market — could self-regulate.
In the second chapter, we will address the current situation regarding data processing in
Brazil, with the Marco Civil da Internet (MCI) and especially with the Lei de Protecdo de
Dados Pessoais (LGPD). And, finally, in the third chapter, we will observe that consent
is practically almost tacit today in Brazil.

This work aims to be a theoretical reference and to be useful for problematizing
and solving practical problems. For the construction of this article, the deductive
theoretical method is adopted, supported by the institutes and foundations of privacy,
intimacy and freedom to be applied to Digital Law. The doubts, problematized during the

work, are elucidated with the support of scholars, specialists in the digital area and official
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data from regions.

2 DISCUSSION

Much is said about the internet and the lack of security in protecting users'
personal data, but little has been done to actively curb violations. One of the main
problems in regulating the internet is its global reach; after all, it is not possible to observe
the network in a restricted way. However, state bodies limit themselves to establishing
guidelines for the ethical and functional development of network use. Without the real
enforceability of rules and tools to combat data misuse, effective control of internet use
is prevented.

Another problem is the technical knowledge that this legal area requires. Jurists,
whether they are parties or magistrates, need to adapt to the language and methodologies.
In a landmark case! at the Superior Court of Justice (STJ), concerning compensation for
spam that advocated for the offeror's liability for abuse of rights without prejudice to

sanctions for abusive advertising (Martins, 2010, pp. 29-40), the court did not understand

1 "Moral Damages. Spam. This is an action for specific performance combined with a request for
compensation for moral damages in which the plaintiff alleges receiving emails (spam with women in
bikinis) from a restaurant that has a striptease show and, even after requesting twice that his email address
be removed from the defendant's (appellee's) email list, they continued to be sent. Among internet users,
spam or spammers are commercial electronic messages with unsolicited advertising from a product or
service provider. The judgment granted the request and granted preliminary injunction ordering the
restaurant to refrain from sending the commercial advertising under penalty of a daily fine, condemning it
to pay, as moral damages, the amount of R$ 5,000, corrected by the IPC from the date of the judgment,
plus interest for late payment, counted from the harmful event. However, the Court of Justice upheld the
establishment's appeal and reversed the judgment, considering that the mere sending of unsolicited emails,
even if endowed with connotations of..." The commercial activity did not constitute misleading or abusive
advertising to trigger the Consumer Protection Code (LGL\1990\40), and there would be no grounds for
compensation for moral damages, as no violation of privacy, private life, honor, or image was demonstrated.
According to the dissenting opinion of the reporting judge, sending advertising messages without the
consumer's express authorization constitutes a harmful activity that can, among other consequences, cause
a collapse of the internet system itself, given the large amount of information transmitted on the network,
and spam would have a high cost for society. He observed that there is no specific legislation for cases of
abuse, although there are bills pending in Congress. Therefore, the Consumer Protection Code
(LGL\1990\0) applies by analogy. After several reflections on the subject, he recognized the occurrence
of the damage and the restaurant's obligation to remove the plaintiff from its advertising mailing list, as
well as the invasion of the plaintiff's privacy, thus reinstating the original judgment. For the winning
argument... "Inaugurated by Minister Honildo de Mello Castro, there is no duty to indemnify, because there
are means for the sender to block unwanted spam, combined with the tools provided by internet email
services and specific software, thus upholding the decision of the lower court. In view of the foregoing, the
Panel, by majority vote, did not admit the appeal.” (STJ - REsp 844.736 DF 2006/ 0094695-7, Rapporteur:
Minister Luis Felipe Salomdo, T4 - Fourth Panel, Judgment Date: 10/27/2009, Publication Date: DJe
09/02/2009).
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this interpretation, and the President of the judging panel, Minister Fernando Gongalves,
said that "'l know nothing about computers and | don't want to know" (Migalhas, 2009),
showing us the seriousness of the problem.

Every time something new arises in society, will it be necessary to create a new
branch of law to regulate it? Some legal scholars argue that the internet is a new means
for committing old crimes, counting on its possible effectiveness for a very short period
of time. These types of relative crimes do exist. However, the pre-existing legal system
cannot deal with pure crimes. Secondly, due to the extent of the network and, mainly, the
millions of illicit acts to be protected, unlike these other cases, and due to an insufficiency
of society and the private sector, there is a need for this new Digital Law.

Therefore, the legal norms that deal with the internet should not be casuistic but
rather have an open character to guarantee their permanence and longevity, since aspects
with too many specificities will become obsolete in a very short time.

Leonardi speaks of Lawrence Lessig's general model of regulation, which is
subdivided into four modalities of regulation: law, social norms, the market, and
architecture. Analyzing these modalities of regulation, we have that: a) law is not always
the most efficient way to satisfy the victim of cybercrime; b) social norms regulate only
behavior on the network and do not have established rules; c) the market also regulates
behavior on the network, but it does so through the charging of services provided; d) the
modification of the original internet architecture to achieve the protection of a specific
right (Leonardi, 2005, p. 170). These four regulatory modalities interact with each other,
theoretically making the law immutable even through the hyperdynamics of the network.
However, the case of illicit acts committed through digital means already duly protected
by other laws is not the focus of this work, but rather the creation of a Digital Law aimed
at resolving jurisdictional problems.

The law, therefore, must be an instrument capable of guaranteeing the
fundamental rights established in the Federal Constitution, reflecting its values. These
cybernetic relations should be guided by the dignity of the human person, transparency,
good faith, balance, privacy, security, the protection of economic interests and consumer
rights, so that trust is established between the entities in the digital environment.
According to Patricia Peck Pinheiro (2009, p. 35), Digital Law is not something new, but

rather a product derived from current legislation, like any other extraordinary law:
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We should not, therefore, think that Digital Law is entirely new. On the contrary,
it finds its basis in most of the principles of current law, in addition to taking
advantage of most of the legislation in force. The change lies in the posture of
those who interpret and apply it. (...) Law must start from the premise that we
already live in a globalized society. Its great challenge is to have perfect adaptation
in different cultures, making it necessary, therefore, to create flexibility of
reasoning, never the shackles of a codified legislation that can quickly become
obsolete. (our translation)

Finally, it is worth noting that, in this Digital Age, the instrument of power is
information. Individual freedom and state sovereignty are now measured by the ability to
access information. It should therefore be remembered that Law is the sum of behavior
and language, and today these two elements are more flexible and dynamic than ever,
demonstrating that a rigid law will not achieve effective applicability (Zanatta, 2010, p.
12).

In our context of Digital Law and the internet, what would be the option regarding
having to trust private companies or government organizations with our personal data?
Would the solution be to hand over less data? But what if it is necessary for better control
and better public policies? When is there a limit to justified power? Not only of companies
and states, but even of one individual over another with the justification of a greater
benefit. Reality shows that anyone who understands a little about computer science can
break into databases and commit numerous crimes using a computer or with its assistance.
The individual ends up orphaned in the face of the formidable computer system that
controls their existence, encompassing a network of companies and institutions, including
the State itself.

A possible and reasonable response from legal professionals would be to try to
resist the system by developing democratic control of databases, especially those imposed
by the State. For example, to fulfill this role in comparative law, there are the so-called
Control Commissions. Or any internal control of oversight and/or accountability. In any
case, the paradox of the State controlling itself would be at stake, with the dangers of
power manipulations and exchanges of favors in these state systems. Even if there were
external control, say by a private body, there is always the danger of this corruption, but

it may be more efficient, depending on the case.
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In Brazil, Law 12.965/2014, known as the Marco Civil da Internet (MCI), is not a
general law for the protection of personal data. It doesn't address all dimensions of this
topic, such as international data transfer, data leaks, anonymized data, etc. In fact, it is the
General Data Protection Law (LGPD), Law No. 13.709/2018, that regulates the
processing of personal data. This legislation is based on several values, such as respect
for: privacy, informational self-determination, freedom of expression, information,
communication and opinion, the inviolability of intimacy, honor and image, economic
and technological development and innovation, free initiative, free competition and
consumer protection, and the human rights of freedom and dignity of individuals. Its text
determines that all personal data (information related to an identified or identifiable
natural person, such as name, age, marital status, documents) can only be collected with
the user's consent. And for the processing of personal data without the consent of the data
subject, the law provides specific hypotheses in article 11, item Il. In article... Article 18
of the LGPD (Brazilian General Data Protection Law) outlines the rights of personal data
subjects to: confirmation of the existence of data processing, access to their data,
correction of incomplete, inaccurate, or outdated data, anonymization, blocking or
deletion of data processed in violation of the LGPD, portability of data to another service
or product provider, deletion of processed personal data, information on public and
private entities with which the controller has shared data, information on the possibility
of not providing consent and the consequences of refusal, revocation of consent, and
review by a natural person of automated decisions. Finally, the administrative sanctions
for non-compliance with the LGPD are outlined in Article 52 and include: warning, with
an indication of a deadline for adopting corrective measures; a simple fine of up to 2% of
the net revenue of the private legal entity, group, or conglomerate in Brazil in its last fiscal
year, limited, in total, to R$ 50,000,000.00 per infraction; and a daily fine. Publicizing
the infraction after it has been duly investigated and its occurrence confirmed; blocking
the personal data involved in the infraction until it is rectified; and deleting the personal
data involved in the infraction.

However, what interests us here is not an analysis of the practice and jurisprudence
of these laws and their impacts in Brazil, but rather the deeper, intrinsic, and inherent
problems of data processing. The first issue is the vicious cycle of data violations by

states, companies, or individuals with some computational expertise:
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Figure 1
Vicious cycle of personal data privacy violations.
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Source: Adapted from Tepedino, G., Frazéo, A., Oliva, M. D. (2019).

Some attribute this self-reinforcing cycle to capitalism, while other optimistic
liberals — almost a pleonasm — attribute it to human nature abstracted by the market. In
any case, there is a congruence of the "good" and the "bad." In this case, the good side of
personal data brings benefits such as faster and more personalized services, along with
the drawbacks of the problems arising from the processing of this data. How could a
company like Facebook or Google have such large amounts of personal data and not want
to use it for some economic gain (after the high investment in purchasing and maintaining
servers to store this data)? It makes no sense in its economic nature (that if there is a
means to use it for its benefit, this means must necessarily be used), treating this data as
a commodity. The concern solely with efficiency can even justify its mistakes — such as
data breaches — treating them as inevitable and "normal™ because they would be

worthwhile given the "benefits."”
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It is interesting to note that this data defines and represents us; it is how companies
and states observe us quantitatively and qualitatively, while simultaneously regulating
and dictating who we will be (Cheney-Lippold, 2017, pp. 7-19) with their increasingly
detailed pattern-based predictions. This occurs even though this data will never
correspond to an objective description of the world, always being partial and biased. For
example, one study noted that a hospital's artificial intelligence was "racist” in
consistently giving lower risk classifications to Black people simply because of their skin
color; therefore, they were less likely to be referred to programs that provide more
specialized care when they were as sick as other people. Thus, Black people had to be
sicker (when, in fact, they are more prone to diseases such as diabetes, anemia, kidney
failure, and high blood pressure) than white people to be referred for specialized care
(Obermeyer et al., 2019, pp. 447-453). It reaches the point of Cambridge Analytica, where
data can even buy or influence public opinion during a political election (Confessore,
2018). Another example is that of credit companies, state-owned or private, which
allocate more credit to the richest and negligible minimum credit to the poorest, leading
to greater inequalities. After all, how can the poor have any chance of economic
advancement with this additional "step"? Liberals argue that these difficulties are normal
and natural, but coincidentally there are always "more and more steps” for the less
fortunate; all these steps are added up and they span several generations. Thus, the State
cannot wait for this "natural” escalation and an equality of opportunity that takes centuries
without minimal interference. And this also applies to data, where the Law cannot expect
States and companies to use this data in whatever way suits them, expecting that social
desires will be "naturally abstracted by the market," translating into the supply-demand
trend for companies that, for example, handle data better; That's because there are very
few major companies and not much competition to "escape,” as we will see.

What do we mean by all these criticisms? That personal and sensitive data should
disappear? No. Personal and sensitive data, even if there were an absolute ban by all
states, would never cease to exist. They are a primary source for algorithms and providers
to operate minimally. They are necessary for the functioning of the network; it's
impossible to be against these or any technology, but only to have an opinion on and/or
restrict their use and form of utilization, in this case, their processing. On the internet, it

seems to us that the best way is to act, after identifying problems, using the minimum
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amount of data possible. But as already mentioned, it is difficult to reverse this trend.
Why would companies or states extract less data if there is no harm to them in doing so
or nothing that prevents them, since there is no way to have detailed and technical
oversight within the company itself? In this sense, the specific role of the Data Protection
Officer (DPO), an employee of the company itself who must report it when it mishandles
data, seems to be a major challenge. We also observed the accountability difficulties that
the National Data Protection Agency (ANPD) in Brazil will face. Unfortunately, the
solution is to have more control, greater oversight. Somehow, the people and/or the State
need a tool that specifically and fully informs them of everything that exists about them,
including how and where their data is stored. But this tool doesn't exist. And even if it
did, it would bring other problems, such as its misuse by cybercriminals to identify the
information of a specific target and use it for their own benefit. And there is no other real
alternative — not the illusory one of completely abandoning the internet, for example — to
deal in a minimally effective way with data mishandling. We have reached the point
where, due to the configurations of the digital environment, the user, or no one except a
few employees of a provider, knows what is done with their data. The Uber app, for
example, has a history of regularly abusing its users' location data. As a kind of
"godsight,"” a tool that provides a view of specific data in real time from location histories,
without the users' permission (Colombo, Ferreira and Cella, p. 9).

It is worth remembering that there is endemic insecurity in digital media since the
user has very little control over these elements, as they are outside their control. Thus, the
large informational asymmetry between large technology companies — knowledgeable
about the technologies they use — and the consumer, in addition to the natural economic
inequality, causes their lack of resources, increasing their vulnerability (Teixeira, 2007,
p. 132). Thus, their hyper-vulnerability is related to the high level of technical knowledge
that almost no consumer possesses, and if misuse occurs due to a lack of understanding —
almost natural — of this electronic medium, the consumer should not be held exclusively
responsible under these conditions, or at least, it should be taken into consideration.

All these considerations are relevant when we examine the fundamental right to
the protection of personal data, databases, and big data, the development of data
protection laws, data protection principles, and this protection within the Brazilian legal

system. Databases allow for the extraction of maximum possible profit and, regardless of
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the distinction between data and information, they possess immense power. Within the
Brazilian legal framework, the recognition of data protection as an autonomous and
fundamental right does not derive from explicit and literal wording, but from
consideration of the risks that automated processing poses to the protection of personality.
Brazil must recognize that these guarantees are at risk with the current processing of
personal data, especially because, as Danilo Doneda (2014) rightly states, there is no
consideration of the objective risks amplified by the computerized processing of personal
information, precisely because it does not encompass the complexity of the information
phenomenon. There is a chasm that separates the protection of privacy from the protection
of personal information itself, allowing for a dangerous interpretation that could exempt
the applier and the provider-judge from considering cases in which a person's privacy is
violated through the abusive use of their information. Only by recognizing the close link
that rights related to privacy and data communication now share would the necessary step
be taken towards the integration of personality in its fullest sense (Doneda, 2014).

Can any type of processing be done as long as it is within legal obligations and is
duly consented to and informed? Data processing already brings several practical legal
problems. Doctrine and jurisprudence try to keep up, as does the legislator. The Brazilian
Civil Rights Framework for the Internet and the LGPD (Brazilian General Data Protection
Law) establish excellent ways to deal with this processing, and we dare say that they
protect it in a very satisfactory way, leaving little room for atypical cases. We will not
address these practical legal problems here. Our question is, assuming that all legal
compliance is made, is everything still allowed in data processing, and to what extent is
consent "no longer law"? What is the limit of such informed and clarified consent, so
present in the Terms of Service that we see recurrently on the internet?

Let us mention the immense difficulties in implementing and adopting the legal
measures established by law. It is already difficult for companies and states to fully
comply with them. There are also great difficulties in monitoring and effectively
reporting. It is also difficult for the user to be aware of the mistreatment and, even more
S0, to have proof that their data has been mishandled, such as knowing which website or
application leaked their email information to a third party that sends spam (among the
various ones that shared the same data). Another difficulty is the internationalization of

this data. Remembering that a large part of the population has already had their data
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improperly handled and probably leaked in some episode of vulnerability, in addition to
these people rarely having sufficient technical knowledge to identify this vulnerability,
let alone make a joint decision that abstracts a collective will to, for example, choose
another network just because of that (or have the economic means and technical
knowledge to create another better platform). This is all without even getting into the
issue of children and adolescents. Despite all this and many other difficulties, let's assume
that the company fulfills its legal duties and complies with the requirements for
processing through informed and clarified consent.

In this case, what are the limits of this consent? Can the user consent to everything
when clicking "l agree" and the data is only about them? The law presents several
considerations and obligations, but after clear and accepted consent from the user, there
seem to be no further obligations (except for proper handling, meaning only necessary
data should be processed, the storage period should be short, and access to data should be
limited). Legal doctrine and law, as they rightly should, place immense concern on the
proper execution of consent, as there must be user autonomy and protection, such as the
company not exceeding what was agreed upon with the user. However, there seems to be
no concern about the limits of consent. For example, if consent is given in the extensive
technical terms that allow data sharing with business partners, should this sharing then be
carried out without further consideration? Regardless of what companies and states put
in the Terms of their websites and applications, is everything there lawful, valid, and
permissible as long as the user accepts (tacitly)? We will discuss two possibilities for
refusal.

The possibility of refusal is quite possible and "simple,” but practically irrelevant
because it is extremely rare for a user to stop using a network, provider, or application
due to disagreement with its terms. And if they rarely do so, there's no point in talking
about the "libertarian freedom" of choice. It can happen during processing: the user can
request to know what data the company has about them and can ask for this data to be
deleted, disconnecting from that particular provider. This disconnection is theoretically
possible, but the user will hardly know with any certainty that their data has been deleted.
It's impossible for the user to know this, especially since the company itself will provide
the report proving the data deletion. In any case, it's a possibility. And derived from this

same problem, we have the Right to be Forgotten, more intended for public figures,
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although private individuals can request it, in which the individual wants certain facts of
their life —which are not of public interest — to be erased or, at least, untraceable by search
engines like Google. In any case, even the slightest request for a complete report on the
data that a certain company has is difficult to obtain.

Thus, "disconnecting” during use already has its difficulties, but what about
refusal before use, refusal when disagreeing with the Terms of Use? The user will simply
not be able to use that service. It is an almost always complete package in which one
either refuses and does not use the service or accepts it and tacitly agrees to all terms.
Very rarely are options for agreement given, and even when this possibility exists, there
are very few "optional” points among so many other terms. These terms are extremely
similar to Adhesion Contracts, referred to as take-it-or-leave-it, in which the adherent can
only accept the contract as it is or reject it, without the possibility of modifying it.
According to art. Article 51 of the Consumer Protection Code (CDC) prohibits abusive
contractual provisions, such as: clauses that prevent, exempt, or mitigate the supplier's
liability for defects of any kind in products and services or imply a waiver or disposal of
rights; clauses that deprive the consumer of the option of reimbursement of the amount
already paid, in the cases provided for in this code; clauses that transfer responsibilities
to third parties; clauses that establish obligations considered unfair, abusive, that place
the consumer at an excessive disadvantage, or are incompatible with good faith or equity;
clauses that leave the supplier the option of concluding or not concluding the contract,
although obligating the consumer; clauses that allow the supplier, directly or indirectly,
to unilaterally vary the price; and, finally, clauses that authorize the supplier to
unilaterally cancel the contract, without granting the same right to the consumer.
Furthermore, there are cases of abuse when the content of the contract is only disclosed
after it has already been accepted, or when it is only allowed to be downloaded after the
consumer has already become a contracting party (Marques, 2004, p. 272).

According to Maria Helena Diniz, an electronic contract “is a type of business
conducted remotely or between absent parties, taking place via the internet through an
electronic instrument, in which the consensus of the contracting parties is recorded”
(Diniz, 2006, p. 755). Although we will not delve into their classifications (such as click-
wrap agreements and browse-wrap agreements and shrink-wrap agreements), they are all

marked by all the advantages (simplification of the contracting process and economic
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efficiency) and disadvantages (imbalance between the parties and consequent
vulnerability of consumers), characteristics of this type of contract. Electronic contracts
are different from adhesion contracts because they produce even greater imbalances
between the contracting parties, placing consumers in a more vulnerable position.
According to Professor Dr. Cintia de Lima, this inequality stems from: the technical
complexity of the systems that carry out transactions via the network, about which users
usually have limited knowledge, while suppliers are professionals with specialized
knowledge; the provision of incomplete information to the consumer about the product
or service being transacted; and limitations imposed on user privacy to allow them to
transact with suppliers, often requiring users to provide a large amount of personal data
to the latter (Lima, 2009, p. 347). In other words, electronic contracts efficiently and cost-
effectively provide consumers with products and services, but at the same time there is a
reduction in access to clear information, an increase in the complexity of transactions —
leading to consumer misinformation — and a consequent decrease in their privacy and
security.

Around the world, and not just in Brazil, there still seems to be no understanding,
jurisprudence, or even doctrinal guidance on what could be considered "abusive clauses”
in electronic contracts, and when there is, the criticism is more generic without showing
in concrete cases how companies and states can abuse the power arising from this type of
contract.

Even if contractual clauses are interpreted favorably to the consumer (Article 47,
CDC) or there is recognition of the consumer’s vulnerability (Article 4, item I, Law No.
9,008/1995), the facts listed above do not disappear. It is true that the sanction of the
Consumer Protection Code was created to curb abusive clauses, even if the nullity of a
clause does not extinguish the contract, except in the case of great harm to both parties,
in which the adhering party does not need to wait for the judgment to cease complying
with it. Even so, in most cases on the internet, the consumer "needs” — an artificially
created social need — to acquire the product or service in question, and they lack technical
knowledge, leaving them vulnerable and disadvantaged.

Let's consider this: how can one participate in any other social network besides
Facebook, Instagram, or WhatsApp? If an individual chooses not to use them, they will

isolate themselves almost completely, as most people will remain on them. This is very
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clear on Facebook and Instagram, or any other future network that may go viral: there
aren't that many options if we consider that it's more advantageous to be on networks
where most people are. Communication apps and websites are easier to switch between,
such as WhatsApp or Telegram, and even then, it's difficult to leave them because another
interested party would have to have the same alternative, and even if they did, most people
would remain on these main ones. There are other types of services, such as email
addresses and messaging services like Hotmail (Microsoft), Yahoo, and Gmail (Google),
or cloud services like OneDrive, Google Drive, and iCloud. But even in these cases, it's
difficult to choose others and trust other alternatives. Another problem is the issue of
"necessity.” It's true that nobody needs to be online; it's possible to live without
communicating with anyone, even in person, let alone virtually. But in factual reality, the
one we have to work with, there has long been a need for communication, especially
virtual communication, and as we will demonstrate, there is also a need to show and give
importance to the image/symbolization (and less to the word). Given the social need for
virtual communication (isn't that why most people have cell phones and use social
networks and communicate through apps?), there is indeed a collective need that can be
abused by entities that hold power over the means of these communications.

From a liberal perspective, the market would act against data breaches or attacks
on its vulnerabilities, but the truth is that, except for some stock market crashes, these
companies collectively lose few consumers. The market should react by creating
companies to compete with them, as happened in the case of Facebook in its time,
surpassing Orkut in Brazil, or as WhatsApp did when it surpassed MSN (which was
complementary and competitive to SMS messaging from mobile operators). But these
processes are extremely slow, leaving data at the mercy of the "bad" provider until another
one goes viral, and when there is a change in the most used social network or email or
cloud provider, very few others, usually a maximum of five in the same category for each
country, will be created and take over, leaving the problem still: the unnecessarily abusive
clauses of these few. In other words, even if there is overtaking, which happens rarely
and is slow (usually three to fifteen years nowadays for a well-established network to be
surpassed by another), there will still be very few powerful companies; the companies
change, but not the facts of their superiority, beyond the States, in the eyes of the user.
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Therefore, even in the most liberal ideal, which does not occur perfectly and is
extremely slow, the problem is not solved. It demands such technical knowledge and
initial investment that the supply of services is not as large as it seems for the "market to
mitigate abuse.” The main problem is that these services require very large collective
subscriptions, generating certain monopolies that are difficult to overcome, and even
when they are, the same problems and mismanagement of data remain.

So what is the solution? The idea of the banal "bad" businessman is outdated. The
present author praises human creativity and private initiative, with all its benefits. It is
ridiculous to think of any other solution that would suggest excluding "companies” or any
creative initiative from people, as if a supposed antithesis to them were "socialism™ or
"communism." Also, the problem here is not profit itself. It is quite true that, objectively,
companies only exploit personal data, often more than they should, because they want to
profit from it. But the problem is not profit itself; it is only a representation, a means like
any other, "the currency of the moment," which could be treated as a representation of
particular desires, a measurement of human economic activities, a measure of human
ambition when put into practice (through creation or specialization), by having access to
the means possible for this (here the problems of equal opportunities would come in, for
example). It is to the credit of these companies that they create well-personalized services,
tailored to social and market demands. These companies have merit, at some level, for
having won over the public. That is not the issue either. What we propose, therefore, given
the insufficiency and even lack of corporate will to act differently from wanting to
monetarily exploit everything at their disposal as much as possible, is some way not to
stop this, but to control it when it comes to personal data. To control in order to protect
the user. We will see which ideas support this.

The first idea is the already discussed need for state protection as a whole. Any
restrictive measure in this sense would come through external control, which could be
carried out through administrative, judicial, or legislative means. The second idea is that
consent must be express, clear, and informed. The options are extremely limited, always
through virtually identical Electronic Contracts (of adhesion), allowing almost anything
to be done — such as sharing with any business partner — with this data, in addition to the
“social need” to interact through these networks, often even for work and employability

purposes. So we have a problem here, because, in fact, these are not true choices. The
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user who wants to continue chatting with their friends, interacting like any human being,
does not have the option to leave; the user who needs these platforms to interact with
colleagues even at work or to expose themselves for employment purposes, also does not
have much room to escape. So, is consent that is express, clear, and informed truly free?
We believe not.

This acceptance of the contract by the adherent can occur tacitly or expressly. To
accept tacitly is to act in accordance with what is required in the contract, without there
being a written document; and to accept expressly is to manifest agreement in a written
document. For the reasons already listed, the user doesn't even read most electronic
contracts, and even if they did, they wouldn't have many options to escape, much less to
choose other services where the clauses aren't equally abusive (they don't even have the
technical knowledge to understand those terms, let alone choose). So, in the vast majority
of cases, does the user, not reading or disagreeing due to "spontaneous pressure” from the
market and society, really have a choice? What is the real use of this consent? The truth
is that there is almost no use, except for the law. Now, if abuses and abusive clauses can
occur in the user's "almost tacit agreement,” why not require, for example, that providers
(of backbone, access, hosting, content, information, or email) not share this data in
absolutely any way with third parties? Why not create a specific category, for example,
of "personalized content provider" whose sole purpose is to disclose your personal data
to categories of companies and services you desire? What is the real use for the user of
having their information "shared with business partners"? We don't see any real use in
this, especially one that justifies the harm. This "personalization of services and ads"
definitely doesn't pay off; this choice should be the rule (and, if it were up to the consumer,
they would choose to be the exception that opts for the personalization of services and
ads). With inhibitory measures like this, companies would have less interest in collecting
more data than they need to "personalize™ and memorize customer service, leading to less
damage from eventual and inevitable data breaches.

Legally, consent legitimizes the contract, it's true, ensuring the rights and duties
for those contracting parties, in addition to properly informing them, and this is indeed
beneficial, good, and "useful.” But it is only useful in very few cases since most
applications already come with these generic contracts. The big problem we see is the

great focus given to consent being "express, clear and informed," which solves almost no
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practical problem; it only initiates a process or litigation by demonstrating that there was
a certain relationship (and its absence does not necessarily imply the non-existence of a
consumer relationship). These are legal discussions and digressions without much utility
and that do not solve the practical problems arising from the great power of the few
existing companies and their unbridled autonomy to do almost anything with data,
especially if it is agreed upon by the user. If most users don't even read the Terms, how
can they be informed? They are only aware that they are uninformed.

Liberally, if users don't matter, it's because it's an abstraction of collective will,
meaning that, therefore, there's nothing to worry about. Anything that doesn't have a clear,
objective, and organized cohesion of the population doesn't deserve concern, nor state
influence. But, of course, it's absurd for the State to do nothing in these situations. While
acknowledging the necessary differences in scale, there are rights that a person cannot
relinquish even if they wished to; many of these are personality rights. For example, in
most of the world, a person is prohibited from having an abortion, committing suicide,
selling their blood or non-vital organs. The withdrawal of personal information/data may
also be prohibited, as in cases of public notoriety where the information is considered to
be of public interest. And it is in this same sense of protecting the individual, even if they
do not perceive the consequences of almost tacitly providing their data to companies, that
the State has a responsibility to protect them. Any notion that defends leaving them at the
mercy of "corporate goodwill" is imprudent, unsympathetic, and extremely irresponsible.
There are enormous social consequences arising from a supposed permission for the
aforementioned prohibitions, and the State does not allow them for this reason. Nor could
the law allow the massively devastating consequences of the arbitrary use of personal

data, through the tacit consent we have today in electronic contracts.
3 CONCLUSION

As we have seen, the options for providers are extremely limited, always through
virtually identical Electronic Contracts (adhesion contracts), allowing almost anything to
be done with this data. Since the user doesn't even read most electronic contracts, and
even if they did, they wouldn't have many options to escape, they don't have a real choice.

One solution would be for these providers not to share this data in any way with third
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parties, since this sharing without the user's consent does not justify the harm. Legally,
consent legitimizes the contract, it is true, ensuring the rights and duties for those
contracting parties, in addition to properly informing them. But this solves almost no
practical problem; it only initiates a process or litigation by demonstrating that there was
some relationship with the contract that informs them, in fact, that they are aware that
they are misinformed.

The law cannot allow the massively devastating consequence of the arbitrary use
of personal data, through the tacit consent that we have today in electronic contracts. As
we have seen, the consent of the interested party is now very commonplace, with almost
every application and website having a generic Terms of Service Agreement, and almost
every user accepting it without reading it, so that in case of eventual litigation, they can
go to court to guarantee their rights. Therefore, the first concern seems to be more
important: the protection of the relevance of data storage, because it is here that
companies and states abuse the interpretive and subjective margin of what constitutes
relevance. And the law and the people cannot allow them to process and use their data

with practically no tangible limits.
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