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Abstract 

This paper discusses the performances needed to 

improve accountability mechanisms in public 

management in relation to the current 

institutionalization of data processing systems, 

especially the National Data Protection 

Authority (ANPD), in light of the needs for 

transparency, control, and accountability in 

public administration. The text highlights the 

importance of strengthening accountability 

mechanisms to ensure the efficiency, 

transparency, and responsibility of public 

managers, especially in the context of personal 

data protection. With the advancement of the 

General Personal Data Protection Law (LGPD), 

the ANPD plays a central role in regulating and 

monitoring the use of data, which requires public 

bodies to manage these data more rigorously and 

ethically, within a scenario in which the 

processing of personal data becomes 

increasingly relevant. The method adopted was 

bibliographical and legislative research, and the 

theoretical-deductive method of approach. 

 

Keywords: Accountability. Public Policy. Data 

Processing. LGPD. ANPD. 

 Resumo 

No presente trabalho, discute-se quais devem 

ser os desempenhos de aperfeiçoamento 

mecanismos de accountability na gestão pública 

em relação à atual institucionalização de 

sistemas de tratamento de dados, especialmente 

a Autoridade Nacional de Proteção de Dados 

(ANPD), à luz das necessidades de 

transparência, controle e responsabilização na 

administração pública. O texto destaca a 

importância de fortalecer os mecanismos de 

accountability para garantir a eficiência, 

transparência e responsabilidade dos gestores 

públicos, principalmente no contexto da 

proteção de dados pessoais. Com o avanço da 

Lei Geral de Proteção de Dados Pessoais 

(LGPD), a ANPD desempenha papel central na 

regulamentação e fiscalização do uso de dados, 

o que exige dos órgãos públicos uma gestão 

mais rigorosa e ética desses dados, dentro de um 

cenário em que o tratamento de dados pessoais 

se torna cada vez mais relevante. Foi adotado, 

como método de procedimento, a pesquisa 

bibliográfica e legislativa e, como método de 

abordagem, o teórico-dedutivo. 

 

Palavras-chave: Accountability. Políticas 

Públicas. Tratamento de Dados. LGPD. ANPD. 

 

 

1 INTRODUCTION 

 

Through the paradigm that confronts the modern state, in times of postmodernity, 

with citizens lacking greater state effectiveness, the quality of government actions largely 

depends on the controls and incentives derived from the institutional design of public 

policies (Przeworski, 1996). The introduction of accountability through the logic of 
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"privatization" of private concepts and principles – due to an unconscious preference for 

their clearer factual effectiveness for the population – appears as a promise to replace the 

current slow and bureaucratic machine with another in which society participates in 

defining goals and performance indicators and oversees this State, with the 

implementation of public policies based on results (Ceneviva, 2008). And this is where 

transparency and its importance come in. Thus, the effectiveness, efficiency, 

accountability, and performance of public management will be addressed here. 

Therefore, the concern of this work is to create accountability systems that 

Brazilian applications and the ANPD (National Data Protection Authority) can adhere to 

for a better understanding and protection of the rights of Brazilians. Moreover, measures 

will be proposed precisely so that the country can serve as an example. 

Accountability is an English term, without an exact translation into Portuguese, 

which deals with the obligation of members of an administrative or representative body 

to be accountable to their constituents, representing the ethical and legal commitment to 

answer for a delegated responsibility. Naves (2012, p. 34) says that: “if citizens are the 

source of the authority of rulers, they have the right to be informed of the decisions of 

this power, so these decisions must be public and the procedures that lead to these 

decisions must be specified in legal rules that are also available”. Hence the importance 

of disclosing the results of operational audits to citizens and the press, as they attest to the 

performance of public policies so that it can be evaluated (Ceneviva, 2008). 

In this work, we will use the notion of horizontal accountability, which, in this 

specific case, occurs through the mutual oversight and control existing between 

Comptroller Generals and oversight agencies, since it presupposes an action between 

equals or autonomous entities, always concerned with the transparency of public 

management actions in relation to the agents who can oversee and punish them. Thus, 

this accountability requires that state bodies with the power and capacity to carry out 

actions, such as routine monitoring, as well as the ANPD (National Data Protection 

Authority), in relation to illegal actions or omissions carried out by other state bodies or 

agents. It is worth remembering that the ANPD also has a focus, perhaps even a major 

one, on private relations. However, even in this case, there is accountability, now vertical, 

in which the State must give an account to the citizen, to whom the State must justify 

every time it infringes upon or evaluates a right of theirs, always providing means for the 
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citizen to have the capacity and knowledge to be compensated in case of state misconduct. 

Thus, this study discusses what the performance improvements should be for 

accountability mechanisms in public management in relation to the current 

institutionalization of data processing systems, especially personal data. More 

specifically, it seeks to understand the relationships between strengthening the 

government's function and evaluation capacity and promoting increasing levels of 

personal data processing. The final considerations concluded that this issue is extremely 

important and potentially effective in protecting citizens. The methodology adopted was 

bibliographic and legislative research, and the approach was theoretical-deductive. 

 

2 DISCUSSION 

 

Accountability, as a general concept applicable to any entity, has several 

definitions developed by some international organizations. For the International 

Federation of Accountants (IFAC) (2001), accountability is the process by which public 

sector entities and individuals are held accountable for decisions and actions (such as the 

management of public resources) in addition to performance and results. The 

International Organization of Supreme Audit Institutions (INTOSAI) (1998) considers 

accountability to be the obligation imposed on public agents and entities to respond “in a 

fiscal, managerial and programmatic way regarding the resources that have been 

conferred upon them and those who have entrusted them with such resources”. And, also, 

the Organization for Economic Co-operation and Development (OECD) (2008) says that 

accountability is “holding someone accountable, used as a synonym for the duty to render 

accounts, with the aim of improving the possibility for the most vulnerable people in 

society to express their needs”. 

Thus, it is noted that accountability is linked to the idea that the manager has a 

commitment to demonstrate the result obtained in relation to the resources received, to 

those who offered them. Accountability is the solution to combating corruption, playing 

an essential role in reducing this scourge. In the current view of accountability of public 

resources, the GAO (2005, p.31) establishes its importance in the governance process of 

a country, to show whether public resources are being managed adequately and legally, 
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whether government programs are achieving the expected results, and whether 

government programs are being managed efficiently, economically, and effectively. 

Article 1, sole paragraph of the Federal Constitution of Brazil, establishes that the 

public administrator is representing the interests of the entire society, since all power 

emanates from the people and will be exercised in their name, and must always be guided 

by the faithful compliance with the legal order; And in another specific point, in Articles 

34 and 35, there is accountability as a constitutional principle and, therefore, a legal norm 

of mandatory observance for all federative entities: 

 

Article 34. The Union shall not intervene in the States or the Federal District, 

except to: (...) VII - ensure the observance of the following constitutional 

principles: (...) d) rendering of accounts of the direct and indirect public 

administration. 

Article 35. The State shall not intervene in its Municipalities, nor shall the Union 

in the Municipalities located in Federal Territory, except when: (...) II - the 

required accounts are not rendered, in accordance with the law; (our translation) 

 

Regarding Brazilian applications, there are current problems to be fixed, 

according to InternetLab (2018). What would be the need for an exact or approximate 

location for a retirement calculation application, for example? Accessing cell phone 

accounts, accessing the camera, the internet? Even accessing the flashlight through 

SEFAZ NF. All rights that the application, and therefore Brazil, grants itself over the user, 

must be done in an informed and consensual manner. That is, it must go through two 

evaluation processes so that transparency prevails in the case of applications in Brazil, 

and that the ANPD, for example, would have to evaluate and regulate. 

The first step is to assess the real need and always opt to abuse consumer rights as 

little as possible, even for the benefit of the federation itself, because the fewer rights 

affected, the less chance of error or having to pay compensation and reparations. The 

second step is always to inform the user in the best possible way, ideally even informing 

them of the reason why they need that permission to use that tool on their cell phone. 

Concomitant with this second step, after informing, the consent part must be as clear as 

possible. 

As for the essential elements of the State, essential because they are indispensable 

for the existence of the State, there is a great diversity of opinions. Most authors indicate 
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three elements, although they disagree on what they are. Generally speaking, the existence 

of two material elements is usually mentioned: territory and people, with varying opinions 

regarding the third element (formal and identified with power). Dalmo Dallari (2011), in 

turn, aware of the varied positions held by different authors regarding the essential 

elements of the State, comments on sovereignty, territory, people, and purpose. 

The interesting aspect is that of Citizenship, which is about collective awareness 

that will participate "well." Citizenship is when a person possesses civil and political 

rights, participating in the State. Constant participation in all acts, even when outside the 

territory. Each individual who is part of the people also participates in the nature of a 

subject, from which two situations arise for individuals: a) as objects of the State's power, 

they are in a relationship of subordination and are, therefore, subjects of duties (subject). 

b) as members of the State, individuals are, with respect to it and to other individuals, in 

a relationship of coordination, being, in this case, subjects of rights. It is the political right 

conferred on the individual so that they can participate in the political life of the country 

in which they reside and can be: natural (resulting from birth) or legal (through 

naturalization). And here we can see elements in which the State must provide satisfaction 

to the citizen. 

Both the concept and the word Democracy originated in Greece (Athens). It is 

understood as the power exercised by the people. Democracy, in a formal sense, can be 

defined as a form of government (ancient) where the people govern themselves. It consists 

of: 

• all power emanates from the people, being exercised in their name and in their 

interest; 

• the functions of command are temporary and elective; 

• public order is based on a written constitution, respecting the principle of the 

separation of powers of the State; 

• a system of plurality of political parties is admitted, with the guarantee of free 

criticism; 

• the fundamental rights of man are recognized and declared in a constitutional act, 

with the State providing the means to make them effective; 
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• the principle of equality is realized in the legal sphere, aiming to reconcile human 

inequalities, especially those of an economic nature; 

• the supremacy of the law is ensured as an expression of popular sovereignty; and 

• the acts of rulers are permanently subject to the principles of responsibility and 

general consensus as a condition of validity. 

It originated in England (1689), but its main landmark was the French Revolution 

(1789), the replacement of the divine right of kings with popular sovereignty. The 

expression of the representative regime is the constitutional system in which the people 

govern themselves through their elected representatives, opposing despotism (no control 

over the rulers) and direct government (citizens govern themselves). The practical 

impossibility of using the processes of direct and semi-direct democracy made the 

recourse to Representative Democracy inevitable. In representative democracy, the 

people grant a mandate (political mandate) to some citizens to, as representatives, express 

the popular will and make decisions on their behalf, as if the people themselves were 

governing, the political mandate. 

In relation to direct democracy, there is no purely direct country. The people 

exercise governmental powers themselves, making laws, administering, and judging. Ex.: 

In Ancient Greece and in the Canton of Glanus and the semi-canton of Appenzell 

Innerrhoden, in Switzerland, there is a practice of direct democracy, with the people 

meeting to make decisions outdoors. For the existence of a direct democracy, man needed 

to occupy himself solely with public affairs, always keeping alive the interest in 

citizenship and the cause of democracy. In fact, the State, to exercise direct democracy, 

must be very small in terms of the number of citizens and territorial extent - a criticism 

made by Dallari (2011). 

Often, the institutions of direct democracy are transformed into a mere 

complement to the gears of representative democracy. This is the case in most American 

states. For example, the California Constitution provides legal forms of popular initiatives 

through the institutions of representative democracy, in order to allow their voting. 

Perhaps alongside Plebiscite, Referendum, Popular Initiative, Popular Veto, and 

Recall (the latter two do not exist on a national scale in Brazil), we should include 

Accountability, where the people would directly scrutinize all public policies that do not 
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require secrecy. This principle will be essential when the State investigates public and 

private data protection. 

With the approval of the Civil Rights Framework for the Internet (Marco Civil), 

the need for a court order was included in the legal system. The MCI introduced a specific 

rule regarding the need for a court order for the State to obtain any type of private 

information and for the user to have offensive content removed. In this, it is noted that 

cybercrime can be considered a permanent crime because the legal good will most often 

be some intangible asset of the person, harming their freedom and often also their privacy. 

And in many cases, two phases are also observed, since the crime is consolidated at one 

moment through the hacker's action, and at a later permanent moment there is the action 

of permanent and illicit activity through the virtual environment until the eventual 

discovery of the invasion or until the hacker has extracted all information or benefits from 

their victim. 

But what is the legal relevance of the incidence of cybercrime as a permanent 

crime? Search and seizure without this court order is possible in permanent flagrante 

delicto due to the legal concern of stopping it immediately, resulting in a more rapid 

response. In this case, one cannot speak of the illegality of the evidence obtained because 

the consummation of the crime is always in progress. The digital flagrant would thus take 

place when the suspect's location is discovered through investigation by identifying the 

location where the crime was perpetrated, it being sufficient to show that the content or 

the criminal action is still available and ongoing, in some way, on the internet. Therefore, 

it would protect its victims at the expense of certain legal guarantees of the accused. Now, 

this is the same logic as cybercrimes; the consummation of the illegality of hacking or 

disseminating inappropriate content is also in continuous progress. 

In 2003, a "verification method" was proposed to determine which right, the 

suspect's privacy and the State's right to investigate, has greater weight in each case. This 

refers to a decision issued by the Superior Court of Justice (STJ) in an Ordinary Appeal 

in a Writ of Mandamus1, filed to challenge the judgment that authorized the breach of 

                                                           
1 SUMMARY. ORDINARY APPEAL. PUBLIC PROSECUTOR'S OFFICE. BANK SECRECY. 

RELATIVE RIGHT. SUSPICION OF FINANCIAL CRIME. 1. Suspicion of a financial crime, based on 

evidence of manifest harm, authorizes the obtaining of preliminary information about the bank transactions 

of a natural or legal person, determined by a judicial authority, with the aim of instructing an inquiry 

initiated by a competent body. 2. The breach of bank secrecy concludes an administrative investigative 



 8  ACCOUNTABILITY IN DATA PROCESSING IN BRAZIL  

 

Veredas do Direito, v.23, e238171 – 2026 

 

bank secrecy requested by the Public Prosecutor's Office. At the time, this decision was 

controversial. The rapporteur of the judgment, Minister Luiz Fux, understood that the 

breach for the purpose of investigating suspected financial crimes does not violate the 

privacy of the petitioner, because bank secrecy is not an absolute right. In other words, 

the STJ panel ruled in favor of the right to information overriding the right to privacy, 

ordering the breach of the bank secrecy of the author of the writ. The public interest 

involved and the legality of the means of obtaining the information are essential for 

resolving the dispute. Regarding the public interest, the summary itself regulates the 

importance of monitoring suspected financial crimes. For the rapporteur, Minister Luiz 

Fux, this value is sufficient in itself to justify the breach of bank secrecy. Therefore, the 

legitimacy and public necessity of the State using its right to verify information to the 

detriment of the privacy of some of its citizens is investigated. For this, conformity, 

suitability, necessity, exigibility and proportionality in the strict sense are considered. 

In short, there is a logical propensity to consider the principle of freedom of 

information in preference to the right to privacy of the individual suspected of fraud. This 

inclination occurs because the advantages of suppressing the right to privacy are greater 

than if the opposite happened, as advocated by Alexy's principle of balancing (2009, p. 

91). 

Therefore, each public body should provide means by which citizens can verify 

both access to their personal data and the motivation behind the administrative act carried 

out by the public agent who accessed it, thus implementing the principle of publicity as a 

general precept and secrecy as an exception, according to item I of article 3 of the Access 

to Information Law (Law No. 12.527/2011). Therefore, if a citizen disagrees with the 

motivation for access and perceives distortions regarding its purposes, they may contest 

it through an administrative process or legal action, such as an Action for Damages 

against the Public Administration, for example. In the case of proof of illicit acts, the 

suspect should be prosecuted; in the case of innocence, the State must "account" to this 

                                                           
procedure of an inquisitorial nature, different from the nature of a trial, which negates the allegation of 

violation of the Principles of Due Process of Law, Contradictory Proceedings, and Full Defense. 3. Bank 

secrecy is not an absolute right, as it is subject to a series of exceptions provided for by law or imposed by 

the need to defend or safeguard more relevant social interests (See §§ 3 and 4 of Article 1 and Article 7 of 

Complementary Law 105/2001). 4. Ordinary appeal dismissed. (STJ-SC, RMS 15146 SC 2002/0087609-

7, Rel. Min. Luiz Fux, Judgment Date: 03/18/2003, Publication Date: DJ 04/07/2003, JusBrasil, 2003) 



9              Felipe Otávio Moraes Alves 

 

 

Veredas do Direito, v.23, e238171 – 2026 

Veredas do Direito, v.23 n.2, e23xxx – 2026 

citizen, presenting documents on how their data was extracted and analyzed. This 

accountability is the responsibility of the State and companies with their user-consumers. 

Currently, providers violate this user right by using their data – such as location, image 

patterns, etc. – without prior authorization; and the State, in investigating these crimes, 

fails to offer mechanisms to address excesses committed by that very State. And this leads 

to the next chapter. 

To combat piracy, the US has some interesting laws on the subject: the Law 

Enforcement Communications Assistance Act, which reinforces the need for internet and 

telephone providers to have a policy of wiretapping – without judicial authorization – 

whenever necessary; the Foreign Surveillance Act, which allows wiretapping of major 

powers without authorization and allows the court to accept requests from congressmen; 

the Lone Wolf Act, where any person under US surveillance has all their digital data 

monitored; the Targetless Wiretap Act, which deals with the continuous monitoring of 

any person who is a risk or who has already been monitored; and the Retrieval of Relevant 

Objects Act, which is the US right to collect any personal object from any person who 

proves to be a risk to the State in the digital environment. Specific acts regarding the 

online data privacy of children (under 13 years and 364 days), CIPA (Children's Internet 

Protection Act), which requires all pornographic websites to use age verification, 

prohibits public pornography, requires schools to monitor internet use by minors, and 

requires that content with obscene and pornographic material be filtered (less restrictive 

for adults); Digital Millennium Copyright Act, which criminalizes the dissemination of 

technologies that circumvent copyright; Online Copyright Infringement Liability 

Limitation Act, which deals with limiting the provider's liability; Collections of 

Information Anti-Piracy Act (CIAA), which makes the use of informational content from 

databases illegal and thus protects non-original facts not protected by copyright law; And 

the U.C.C., in its Article 2B of the Mass Market Licensing Provision, imposes contractual 

provisions regarding information, even if they grant product owners much broader 

information than copyright law. 

And there are three other proposals in the U.S. Senate Congress since 2010 that 

could bring about major changes: SOPA and PIPA, which ensure that the Department of 

Justice and the Departments responsible for Copyright can go to court to have violations 

taken down by blocking content from abroad, suspending the payment of royalties or 
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funds, completely suspending advertising, and holding providers accountable; and 

SISPA, which seeks to combat cybercrimes, including acts committed abroad (it would 

challenge the right to anonymity and the issue of jurisdictional competence), by creating 

a World Surveillance Agency and a Cyber Intelligence Platform with well-defined 

punishments, including for companies and governments (disclosing classified data). 

All of this justifies wiretaps and privacy violations without the citizen – from any 

country – ever being aware. Rule 41 (2016) of the Special Procedures grants the FBI 

powers to intercept any suspicious computer without reporting to the judiciary; that is, 

they have "given themselves" permission to invade any computer in the world. 

 

3 CONCLUSION 

 

It is through the intelligent articulation of public policies, with due transparency, 

that the best results can be achieved, especially when it comes to cultural evolution that 

should permeate state organizations and citizenship itself, with a view to the ethical and 

efficient use of public resources. Thus, with regard to data processing, Brazil must take 

efficient measures for its care. 

In the social sphere, improvements in accountability mechanisms in public 

management, especially with regard to the processing of personal data, have the potential 

to strengthen citizens' trust in public institutions, promoting greater transparency, control 

and responsibility in the use of collected information. This, in turn, ensures the protection 

of individuals' privacy and compliance with current legislation, such as the LGPD 

(Brazilian General Data Protection Law). For academia, the findings of this study offer a 

deeper understanding of the ANPD's (National Data Protection Authority) performance, 

providing a robust theoretical basis that can be explored in future research on the impact 

of accountability in public management, the effectiveness of data regulation and the 

evolution of oversight systems. Furthermore, the article opens up space for new 

interdisciplinary debates on the integration between fundamental rights, technology, and 

public management, offering a starting point for the development of more effective public 

policies and a critical reflection on contemporary challenges in data protection. 

And although this research has provided important insights into improving 

accountability mechanisms in public management, it has some limitations, such as the 
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study focusing mainly on a theoretical-normative analysis, without the inclusion of 

empirical studies that could more concretely demonstrate the effectiveness of 

accountability practices in public bodies. In addition, the research covered a limited time 

frame, which may have restricted the analysis of more recent developments in data 

management practices and the performance of the ANPD (National Data Protection 

Authority). As recommendations for future work, it is suggested that empirical studies be 

conducted to investigate the practical application of the LGPD (Brazilian General Data 

Protection Law) and the performance of the ANPD (National Data Protection Authority) 

in different spheres of public administration, as well as to evaluate the impacts of these 

practices on public perception of transparency and data protection, with comparative 

analysis between different countries and legal systems to understand the best global 

practices of accountability and data protection, contributing to a more comprehensive 

understanding of the challenges and solutions in this field. 
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