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Abstract 

Today, the internet mediates countless criminal 

conducts, in the civil and criminal spheres. Thus, 

the civil liability of internet service providers for 

third party content is the target of the main and 

current doctrinal clashes. Because of the Marco 

Civil da Internet, the main problem of civil 

liability of these service providers is the need for 

judicial notification about the illegal content as a 

condition of their liability. The present work will 

seek to understand this lack of responsibility for 

the removal of harmful content after notification 

and will consider what the other options of the 

legal system were or are. For this, we will 

understand the classifications of these providers 

and the civil liability of each type. The final 

considerations sought to conclude that the 

“notice-and-takedown” method has a potential 

effectiveness in order to protect the user, if 

provided due care regarding the problems listed. 

Bibliographic, legislative and jurisprudential 

research was adopted as a method of procedure 

and, as a method of approach, the theoretical-

deductive. 

 

Keywords: Internet. Marco Civil. Internet 

Service Providers. Control. 

 Resumo 

Hodiernamente, a internet intermedia 

incontáveis condutas criminosas, nos âmbitos 

civil e penal. Assim, a responsabilidade civil dos 

provedores de serviços de internet por conteúdo 

de terceiros é alvo dos principais e atuais 

embates doutrinários. Por causa do Marco Civil 

da Internet, o principal problema da 

responsabilidade civil destes prestadores de 

serviços é a necessidade de notificação judicial 

acerca do conteúdo ilícito como condição da sua 

responsabilização. O presente trabalho buscará 

entender esta desresponsabilização pela 

remoção do conteúdo danoso após notificação e 

considerará quais eram ou são as outras opções 

do ordenamento jurídico. Para isto, 

entenderemos as classificações destes 

provedores e a responsabilidade civil de cada 

tipo. As considerações finais perquiriram 

concluir que o método de “notice-and-

takedown” tem uma potencial eficácia a fim de 

proteger o usuário, desde que tomados os 

devidos cuidados quanto aos problemas 

elencados do mesmo. Foi adotado, como método 

de procedimento, a pesquisa bibliográfica, 

legislativa e jurisprudencial e, como método de 

abordagem, o teórico-dedutivo. 
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1 INTRODUCTION 

 

Users with malicious intent can hide behind privacy rights and the slowness of the 

judiciary to continue to infringe on the rights of various citizens. Technological 

advancements can and are being used to invade people's intimate and private space, while 

also serving as a legal obstacle for cybercriminals. Should the State provide measures that 

somewhat restrict the privacy of many – in this case, through the goodwill and evaluation 

of providers – for the common good? Such an analysis must be carried out individually 

for each case, as we will see regarding the civil liability of each type of content provider. 

As noted in the debates currently taking place in the United States and Europe on 

the subject, there are doubts as to which regulatory model is most appropriate to preserve 

the Internet as an open platform, without interference from governments or companies, 

while avoiding rigid and excessively interventionist regulations. 

National legislation still lacks better reforms to provide adequate oversight of this 

means of communication. Although “Notice-and-Takedown” does not encourage prior 

and general control by companies, on the contrary, it helps to make it unnecessary, this 

“God-like view” is often applied and certain behaviors are also misinterpreted, even 

leading to a potentially widespread threat to freedom of expression. 

Much is said about the internet and the lack of security in protecting users, but 

little has been done to actively curb violations. According to Leonardi (2009, p. 40), the 

main currents that envision the most effective forms of internet regulation are: a) self-

regulation, through rules and principles established by the participants of cyberspace 

themselves; b) creation of a “cyberspace law”, separate from conventional law, supported 

by international treaties and conventions; c) application of traditional legal institutions, 

using analogy to deal with the internet; d) mixed approach, using the legal system in 

conjunction with the architecture of this network itself. Among the various theories for 

creating internet legislation and regulations, which, due to the consequences of the 

network's unique characteristics, have not proven very effective, there is the exception of 

the mixed approach theory of network regulations through its architecture in conjunction 

with digital law norms. 

In principle, all these terms are correlated to the right to be protected here: 

Computer Crime, Computer Crimes, Cybercrime, Virtual Crimes, Cyber Crimes, Internet 
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Crimes, Computer Crimes, Cyberbullying, Electronic Crimes, Digital Crime, e-crime, 

etc. The generic expression Cybercrime refers to a series of crimes that can be committed 

using digital means. We can include in it: plagiarism; piracy; threats; defamation; slander; 

libel; racism; discrimination; prejudice; pedophilia; illegal pornography; virtual attacks; 

viruses; scams; false identity; phishing (when private or confidential information, such as 

CPF or access password, is hacked); misuse of password; Leakage of confidential 

information; data theft; unfair competition; unauthorized use of trademarks on the 

internet; fraud; blackmail; forgery; embezzlement; swindling; invasion of privacy, in 

general; among many other ways of using the digital medium illicitly. 

Thus, this work will seek to understand this lack of responsibility for removing 

harmful content after notification and will consider what other options the legal system 

had or has. To this end, we will understand the classifications of these providers and the 

civil liability of each type. Furthermore, the legal institute of "Notice-and-takedown," 

adopted by the Brazilian Internet Bill of Rights, will be addressed in this work. After all, 

there should be responsibility on the part of the service provider for the publication of 

content protected by copyright or that which violates some other right of others, once 

notified by the legitimate author or the victim of the situation, if it does not remove it 

immediately. Thus, we will observe this institute in international legal systems and in the 

Brazilian legal system. 

For the construction of the study, the theoretical-deductive method is adopted. The 

questions addressed in this work are clarified with the support of legal scholars and 

experts in the criminal and digital fields, with comparisons made to doctrine, 

jurisprudence, and legislation, including international law. The theoretical framework, 

concerning the civil liability of service providers, is that of Leonardi Marcel. 

 

2 DISCUSSION 

 

One of the main problems in regulating the internet is its global reach; after all, it 

is not possible to observe the network in a restricted way. However, state bodies limit 

themselves to establishing guidelines for the ethical and functional development of 

internet use. Another problem is the technical knowledge that this legal area requires. 

Jurists, whether they are the parties or the magistrates, need to adapt to the language and 
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methodologies. In a case (Brazil, 2009) in the STJ (Superior Court of Justice), regarding 

compensation for spam that advocated the responsibility of the offeror for abuse of rights 

without prejudice to the sanctions for abusive advertising, the court did not understand 

this interpretation, and the President of the judging panel, Minister Fernando Gonçalves, 

said that "I know nothing about computers and I don't want to know" (Migalhas, 2009), 

showing us the seriousness of the problem. 

Every time something new arises in society, will it be necessary to create a new 

branch of law to regulate it? Some legal scholars argue that the internet is a new means 

for carrying out old crimes, relying on its potential effectiveness for a very short period 

of time. First, these types of related crimes do exist. However, the pre-existing legal 

system cannot deal with pure crimes. And secondly, due to the extent of the network and, 

mainly, the millions of illicit acts to be protected, unlike these other cases, and due to an 

insufficiency of society and the private sector, there is a need for this new Digital Law. 

Thus, it was not simply an internal adaptation of the market at the time, but rather a law 

on the public organization of economic activity at the national level, just as laws in the 

field of Digital Law are, such as the MCI. 

Therefore, the legal norms that deal with the internet should not be casuistic, but 

rather have an open character to guarantee their permanence and longevity, since aspects 

with too many specificities will become obsolete in a very short time (Consalter, 2008). 

The law must be an instrument capable of guaranteeing the fundamental rights established 

in the Federal Constitution, reflecting its values. These cybernetic relationships should be 

guided by the dignity of the human person, transparency, good faith, balance, privacy, 

security, the protection of economic interests and consumer rights, so that trust is 

established between the entities in the digital environment. 

For Patrícia Peck Pinheiro (2009, p. 35), Digital Law is not something new, but 

rather a product derived from current legislation, like any extraneous law: 

 

We should not think, therefore, that Digital Law is entirely new. On the contrary, 

it finds its support in most of the principles of current law, in addition to taking 

advantage of most of the legislation in force. The change lies in the posture of 

those who interpret and apply it. (...) Law must start from the premise that we 

already live in a globalized society. Its great challenge is to have perfect adaptation 

in different cultures, therefore requiring flexibility of reasoning, never the 

shackles of a codified legislation that can quickly become obsolete. 
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It is a consolidated understanding that the market must be protected, always 

respecting the right to equal competitive conditions. Thus, regulation is an imperative 

need arising from the recognition that the law itself and society have created entities that 

unbalance human relations of capital accumulation, techniques, and competitive 

advantages, therefore requiring regulation. And not, as many think, as a consequence of 

a deficiency in the private and competitive environment, since it is insufficient by its 

nature. Aranha (2014, pp. 21-22) explains that: 

 

The premise of the Regulatory State is state intervention as a guarantee of 

preserving the essential material provisions for the enjoyment of fundamental 

rights, whether they are public or private services, to which the insignia of 

regulation applies, or other types of activities, such as the exercise of police power, 

promotional activities, and traditional positive provisions of a concrete and 

normative nature. (our translation) 

 

The so-called deregulation, eventually proposed in a given sector of relevant 

activities, does not mean the extinction of regulation, but only the subtraction of a 

dimension of state regulation, responsible for directing the market or imposing 

compensations for the benefits guaranteed by the State itself. Thus, the argument behind 

deregulation can never be that the sector would function better without state intervention 

(Aranha, 2014, p. 88), although this discourse is always present in political and economic 

discourses in this kind of theoretical discussion. 

The basis for deregulation results from a consideration of the social gains arising 

from the attitude of reducing state regulation aimed at social compensation or market 

guidance. After all, a sector of relevant activities is a product of legal regulation. The 

withdrawal of the State from this regulation is only justified if it is proven that state 

inactivity in directing this regulated sector, such as the Internet, towards social 

compensation and market efficiency would result "in greater effectiveness of the 

fundamental rights involved" (Aranha, 2014, p. 88). The example of the Internet is 

striking, as already demonstrated, in highlighting the inadequacy of the market as a living, 

intelligent, and efficient entity, instead of understanding it as a product of regulatory 

action, that is, of political-legal action capable of shaping it for the general benefit of all 

fundamental rights. If it were not for active governmental action, even if still small, the 

market would have "buried" the Internet (Aranha, 2014, p. 88). 
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Among the categories of state action through its normative regulation, we have 

(Aranha, 2014, p. 85): promotion (already duly provided by the private sector), regulation 

(only exists through norms, or at least, legally effective principles), monitoring and 

oversight (for due legal security and the realization of fundamental rights, there must be 

private and, mainly, state monitoring and oversight), mediation and normative 

management of conflicts (some conflicts are resolved naturally; others, only through state 

protection), planning and ordering of the economy and economic activity (generally, only 

the private sector is capable of ordering it); among other normative and administrative 

activities useful and necessary for the monitoring and protection of economic activities 

and, mainly, of the citizen-users involved in virtual activity. 

Thus, regulation is the conjunctural reconfiguration of the socioeconomic 

environment aimed at building the functioning of the market system, in this case the 

digital market, being guided by rules and principles inscribed and mirrored in 

fundamental rights. In this sense, the conceptualization of regulation and the guidelines 

of Regulatory Law can be applied to the justification and perpetuation of the Digital Law 

to be developed, promoting through this "new law" the regulations necessary for 

maintaining social well-being on the internet. 

In this work, we will always encounter a difficulty in discovering the cost-benefit 

of a certain restriction, for example, whether it is worthwhile to transfer the responsibility 

for investigation (through notification) and punishment (through content removal) to the 

private sector. In any case, the future of emerging technology policy will be increasingly 

influenced by the interaction of three interrelated trends: innovation arbitrage (innovators 

can and, with increasing regularity, do move to jurisdictions that provide a more 

hospitable and less regulatory legal environment for entrepreneurial activity, as in the 

case of global internet providers that have their servers in countries with greater 

legislative flexibility), technological civil disobedience (represents the refusal of 

innovators or consumers to obey specific technology laws or regulations because they 

consider them offensive, confusing, and time-consuming, as in the case of piracy of books 

and scientific articles – such as Sci-Hub – or film productions – through torrent 

downloads), and spontaneous private deregulation (elimination of traditional laws and 

regulations due to a combination of rapid technological changes, as in the British 
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legislative changes that have already experienced both notice-and-takedown and notice-

and-stay-down). 

For liberals, legal remedies are often inadequate to solve virtual security problems. 

They view favorably the many informal institutions that enforce network security 

standards on the internet through joint cooperation. However, these are neither efficient 

nor sufficient in the almost anarchic network. On the contrary, there are numerous 

problems arising precisely from the lack of greater coercion and joint coordination. We 

emphasize the possibility that, hypothetically, with more state power on the network, 

things would worsen, or that the problems we will mention are few compared to the many, 

almost countless, and often imperceptible benefits. Even so, we will raise the possibility 

of greater state assistance in the protection of the internet (generally, this type of solution 

brings greater delays and, therefore, greater costs and harm). For example, some argue 

that individuals and private organizations should be allowed to defend themselves 

through special measures to expel or track system infiltrators. But, in fact, they already 

have all this autonomy. Companies can block any IPs they want, as can individuals or 

states. Legal solutions, for them, are less effective because the costs and time of going to 

court can be high. In other words, the liberal ideal would be that private actors do not 

need to resort to the courts to enforce security standards for faster treatment and 

punishment. For example, if security warnings do not work, ISPs (Internet Service 

Providers) can "punish" negligent or intentionally insecure networks by canceling or 

terminating network connection agreements. For them, these efforts prove that not every 

complex social problem requires a complicated legal regime or a heavy regulatory 

response, and that security and protection can be achieved without further layering of 

laws and regulations. 

To understand this network and its particularities, we must pay attention to the 

various types of providers, which are the service providers on the internet. They are the 

ones who provide the user with internet access, grant other providers the necessary 

platform, guarantee the storage of messages and information, etc. Provider types differ 

according to the types of services provided, including: backbone, access, hosting, content, 

information, and email providers. Once the provider has fulfilled its duties, in cases where 

damage occurs, each case must be examined specifically to decide whether or not there 
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is a duty to compensate, objectively or subjectively. In any case, Article 19 of Law No. 

12.965/2014, the Brazilian Internet Bill of Rights (2014), must be taken into account: 

 

Article 19. In order to ensure freedom of expression and prevent censorship, the 

internet application provider may only be held civilly liable for damages arising 

from content generated by third parties if, after a specific court order, it fails to 

take steps to make the content identified as infringing unavailable, within the 

scope and technical limits of its service and within the specified timeframe, except 

as otherwise provided by law. (our translation) 

 

The backbone provider, or "backbone," represents the highest level of hierarchy 

in a computer network. It is to this provider that other service providers are primarily 

connected. Formed by multiple high-speed fiber optic cables, it is the provider that offers 

the cable infrastructure and access points so that other providers can carry out their 

activities and offer their services to users. The backbone provider provides services to the 

access provider and the hosting provider, which, in turn, act as intermediaries, and may 

resell this connectivity or their service to the end recipient/consumer. It will only be held 

liable if there are defects in the provision of its services or equipment, responding for 

damages caused to the service provider that uses its infrastructure, as per article 931 of 

the Civil Code (Sávio, 2013, p. 54). In Brazil, the companies providing this service are: 

BrasilTelecom, Telecom Italia, Telefônica, Embratel, Global Crossing, and the National 

Education and Research Network (RNP). 

The internet service provider (ISP) is the legal entity that provides services 

enabling its consumers/users to access the internet. The ISP is free to set the price of its 

service, and the relationship between the ISP and the user is unequivocally a consumer 

relationship, as it involves remuneration for the provider/supplier through an adhesion 

contract, whether direct or indirect. Logically, this relationship is subject to the rules and 

principles set forth in Articles 12 and 20 of the Consumer Protection Code, and if any 

damage occurs due to poor service provision by ISPs, they are objectively liable for their 

own actions, although each case must be analyzed individually. Generally, claims for 

compensation for serious connectivity problems are filed against ISPs, not backbone 

providers. Regarding civil liability for the acts of third parties, it is important to highlight 

that jurisprudence has taken the position of not recognizing the duty of the access provider 

to repair damages caused by the acts of third parties. However, there will be subjective 
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liability, based on article 19 of the Brazilian Internet Civil Framework and article 186 of 

the Civil Code, when access providers fail to interrupt the provision of services used by 

a user who commits illegal acts, provided that they have been previously informed and 

that there is no doubt about the illegality of the conduct (Sávio, 2013, p. 55). Based on 

2015 data (Boechat, 2015), the main providers are: Algar Telecom (approximately 

444,000 subscribers); Oi (approximately 6.5 million accesses, 25.5% of the market); Sky 

(approximately 216,000 accesses); Live TIM (approximately 206,300 subscriptions); 

Vivo (approximately 4 million subscriptions); NET Virtua (the largest provider in Brazil, 

with 32% of all internet subscribers in the country); and GVT, among others. 

The hosting provider is the one that offers data storage services on its own remote 

access servers, enabling third parties to access this data, according to the contractually 

established conditions. Thus, it provides two types of service: the storage of files – data 

– on a remote access server and access to these stored files. Generally, content or 

information providers are also hosting providers at some level, so that there is the proper 

information dynamic. And for the hosting provider, the same theory of responsibility 

towards its consumer-user applies. For example: Google Drive and Dropbox. 

Content or information providers act as intermediaries between the content editor 

of a website and the user who accesses the publications displayed on it. It is, therefore, 

the legal or natural person who provides the material to be disseminated on the network, 

by offering products or services to the public made available to the consumer. This 

provider is responsible for creating the information disseminated through the internet. It 

is important to emphasize that the content provider may or may not be the information 

provider itself, depending on whether or not it is the author of the information made 

available (Leonardi, 2012, p. 283). This definition is crucial when assessing the civil 

liability applicable in each case. If the content provider intervenes in the communication, 

initiating it, reviewing it beforehand, choosing or modifying the content, or selecting the 

recipient, it will be objectively liable to the consumer-user for the damages caused, as per 

Article 21 of the Brazilian Civil Rights Framework for the Internet (2014): 

 

Article 21. The internet application provider that makes available content 

generated by third parties will be secondarily liable for the violation of privacy 

resulting from the unauthorized disclosure of images, videos, or other materials 

containing scenes of nudity or sexual acts of a private nature when, after receiving 
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notification from the participant or their legal representative, it fails to diligently 

remove such content within the scope and technical limits of its service. (our 

translation) 

 

However, these two providers are distinct. The information provider is responsible 

for all advertising and announcements on the internet; it is the author. The content 

provider is the one that analyzes the advertising and disseminates it on the network; it is 

the one that makes the information available. There is no need for further distinctions, as 

the legal incidence is the same. Regarding the civil liability of content and information 

providers, it must be considered whether the damage is due to their own actions or the 

actions of third parties. When the content belongs to the provider, objective liability 

applies, under the Civil Code and the Consumer Protection Code, as well as the specific 

legislation for the particularities of each harmful act. If the unlawful act is committed by 

a third party and if the provider has exercised some type of prior editorial control, it is 

understood to be jointly liable; however, when it does not have control over the published 

content, it is subjectively liable, with the actual author being responsible for the unlawful 

act. The content provider is exempt from liability when there is no prior editorial control, 

being liable only in cases of omission (not blocking access or failing to remove offensive 

content within a reasonable and legal time) when the unlawful act is communicated or 

known (Sávio, 2013, p. 55). For example: Facebook and YouTube. 

The email provider already allows the exchange of messages between its users, 

reserving for them a kind of "mailbox" on the server. This server's function is to store 

received messages, whose receipt will be duly communicated to the user, in addition to 

sending emails originated by the user and allowing access to these emails (Leonardi, 

2012, p. 287). Civil liability will almost always be objective, according to articles 12 and 

20 of the Consumer Protection Code (CDC), when it concerns the provider's own actions. 

Regarding liability for the acts of third parties, the prevailing jurisprudence has held that 

the provider will be jointly liable with the author of the damage if it could have been 

avoided, for example, by failing to inform about the dangers arising from an intrusion, by 

not keeping its equipment and protection programs updated, or by not tracking down the 

author of the harmful act and punishing them along with the service provider, if 

punishment is legitimate (Sávio, 2013, p. 56). For example: Hotmail and Gmail. 
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The classification of e-commerce providers is not standard. They are generally 

included in the content or hosting classifications, but their increasing regulation and 

importance warrant individualization. This includes e-commerce businesses, which are 

online retailers with websites for selling their own goods or services where the buying 

and selling of goods and services occurs in a direct relationship between supplier and 

consumer, and intermediary providers, who act by providing the platform and sales 

system developed for the negotiation of products and services by third parties 

(functioning as marketplaces) (MARTINS, 2013, p. 8). In addition to these, other forms 

of e-commerce may exist (such as participatory economy platforms), not excluding the 

possibility of other combinations between provider types. Liability falls on the provider 

if the damage originates from the provider itself; if the damage is caused by a third party, 

the rule is that no liability will fall on them (except if they have not removed the content 

or product after a court decision). However, this category encompasses a series of 

problems which we will list as they become useful. Examples: OLX, Mercado Livre, and 

Magalu. 

And finally, we have search providers, those whose activity is to search the web 

for specific information required by users, providing the existing results. If a user intends 

to access a website or information, but does not know its domain or a specific website for 

that subject, they search, providing words, phrases, or other materials. Thus, their activity 

does not create data nor is it primarily a vehicle for disseminating third-party information, 

but rather, it is a catalog of content made available by other providers. This classification, 

like that of search providers, is also not common, and its incidence of civil liability is the 

same, being liable for damages caused by the content resulting from their searches, when 

they had knowledge of it. Remember that there is no liability for this provider and the 

email provider in the event of illegal content generated by third parties, due to the unique 

characteristics of their activity and the confidentiality of communications, respectively, 

which would exempt them from liability even if they ignored the notification from the 

offended party (but they cannot ignore a court order). Examples: Google, Yahoo and 

Bing. 

Thus, the liability of an internet provider will vary according to the type of service 

provided (backbone, access, content, information, hosting, email, e-commerce and 

search) and the event itself to be analyzed and to verify which providers are responsible, 
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as well as the contractual clauses established with the consumer and the rules that protect 

them. Remember that there are few cases in which a service provider will be completely 

of only one type. Generally, the provider will encompass several types in terms of the 

services it provides or can offer. 

One school of thought advocates for "notice and takedown," originating from the 

American legal system, in which the provider, as soon as notified by the violator, must 

immediately remove the content; the other school of thought adheres to the principle of 

adversarial proceedings, in which the provider, as soon as notified by the violator, 

communicates with the person responsible for the content, seeking a kind of extrajudicial 

agreement. And to this day there is no consensus on which system is best, and this 

influences how plagiarism will be combated in these media, for example. The prevailing 

view is that the provider is not objectively liable, but must remove morally offensive 

content with the disadvantage of identifying the plagiarism. In this sense, in Brazil, the 

Supreme Federal Court (STF) takes the position that the provider must actively remove 

the content immediately upon judicial notification, as is already the case. 

However, the current wording of Article 20 of the Brazilian Internet Bill of Rights 

excessively limits the greatest virtue of Notice-and-takedown, which allows service 

providers to become aware of the existence of illegal material on their servers and remove 

it without the need for a specific judicial measure for the same purpose. It is true that the 

MCI does not prohibit this action by providers, but why would they do it if they are not 

obliged to, and these actions cost money and are practically not punished by the market? 

This judicialization of these issues, which were already resolved through other more agile 

and non-legal instruments, hinders the protection of users' rights. It is worth remembering 

that this approach is not only valid for cases of intellectual property defense, but also for 

cases in which there is an infringement of fundamental and personality rights. 

This method avoids an unfair monitoring obligation and high investment; it would 

discourage excessive control of the network by a few companies and states; it would also 

avoid a long delay in removing negative content; it would guarantee the maintenance of 

the technical condition of mere neutral conduit for providers; and it would encourage the 

economic development of the internet. In other words, to benefit from this "safe harbor," 

providers are not obliged to filter their network in search of malicious activities. In the 

context of large companies, this filtering might even be possible, but it would generate 
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several limitations and censorship for their users; However, one of the worst 

consequences of this supposed obligation would be the great discouragement for small 

businesses or providers, as it would represent yet another cost, discouraging new 

investments in this market and further increasing the monopoly of the few companies that 

currently hold a large share of the internet market. In addition to Notice-and-takedown 

and Notice-and-stay-down systems, there are other alternative systems such as the 

Chilean Notice-and-Judicial-Takedown, the Canadian Notice-and-Notice, and the French 

Notice-and-Disconnection, each with its own advantages and disadvantages. 

Additionally, a very interesting case to highlight is the fight against piracy in 

Germany and France. German legislation empowers private entities, such as film 

copyright holders and their own law firms with specialized IT teams, to monitor torrent 

download sites for content that violates their copyrights. If they identify such an 

infringement, they notify the user to pay a certain "corrective" fine for the crime or face 

legal action. France, on the other hand, has an agency that monitors peer-to-peer (P2P) 

networks and notifies users who break the law via email. If the user persists in the crime, 

a judge assesses the case and may impose a fine and/or suspend the user's internet access. 

All these cases are, at the very least, peculiar. Their respective states understood the need 

for deterrence through surveillance, including outsourcing it. To what extent can these 

private entities access users' personal data and information, and how do they guarantee 

the security of this data? Furthermore, these private entities can identify IP addresses 

within the cookies of these websites' servers in other countries, through a kind of 

"hacking." So, why not simply request the removal of these pages, or why don't they take 

them down themselves if they have already "hacked" them in some way? It seems to us 

that this method is preferable due to the greater profit they can obtain from these fines. 

The case of France better illustrates the issue of state oversight. How do states (and 

outsourced private entities – and here lies another series of problems) manage to monitor 

the network? Generally, states around the world, especially in the US, make agreements 

with access providers, who are often obligated1 to open their platforms so that these state 

and private entities can access all the content of all users in the country. All this without 

                                                           
1 They require existing providers to comply and provide a sort of pre-agreement to this condition even 

before a provider begins its operations in the country. 
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the consent of the cyber user, under the justification of their well-being (by protecting a 

certain studio, it obtains the necessary resources to continue its activities, which is for the 

collective good). 

 

3 CONCLUSION 

 

The liability of internet application or service providers is a matter of regulation, 

and each jurisdiction has its own way of dealing with the issue. Initially, the law adopted 

the position that providers would be liable if they did not take due care or precaution, 

requiring them to reasonably monitor content and effectively identify offending users. 

Encouraging generic surveillance and, therefore, punishments by design are complicated. 

Finally, Brazil specifically adopted the notice-and-takedown principle, already adopted 

in the United States since 1996 and in Europe since 2002, for holding providers on the 

network liable in the event of illegal content generated by third parties, with the exception 

of the rule for email and search providers, who would be exempt from liability even if 

they ignored notification from the offended party (but could not ignore a court order). 

The Superior Court of Justice (STJ) itself began to adopt it due to the supposed 

protection of freedom of expression and concern for the unimpeded development of new 

technology, fearing that strict liability would make the activities of providers monetarily 

unviable. While access providers are freely liable for content generated by third parties, 

application providers can only be sued if, after being judicially notified, they fail to make 

content unavailable (except when it involves nudity or sexual content, in which case 

extrajudicial notification is sufficient). 

In any case, the incidence of provider liability is still quite controversial, with 

divergent positions in doctrine and national (and international) courts. In this context, a 

new classification of providers with their distinct liabilities was necessary. Among them, 

it was suggested that only providers with editing power should be held liable for content 

generated by third parties, in order to exempt backbone, access, hosting, search, and email 

providers from the obligation to compensate users who may be harmed by third-party 

information; Content and e-commerce providers would always be held objectively liable 

due to the inherent risk of their activities, but each case would still need to be carefully 

considered. 
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The results obtained in this research offer relevant contributions to both society 

and academia by deepening the understanding of the lack of accountability for the 

removal of harmful content after notification, especially in the context of the notice-and-

takedown method. For society, the analysis carried out can provide a basis for reflections 

on how the legal system can balance the protection of individual rights, such as honor and 

privacy, with freedom of expression in the digital age. The research can also serve as a 

guide for holding digital platforms accountable, offering a critical view of the limits and 

gaps in the current system, aiming at the construction of more effective public policies to 

combat abuses on the internet. In the academic field, the study enriches the debate on civil 

liability and internet regulation, comparing national and international approaches and 

proposing new forms of analysis on the legal mechanisms for dealing with harmful 

content. Based on the findings of this research, future studies may investigate the 

effectiveness of "notice-and-takedown" in different jurisdictions and the need for 

normative evolution to ensure more balanced and fair protection of individuals' rights, 

without compromising the digital environment as a space for freedom of expression. 

This research, while providing an in-depth analysis of the exemption from liability 

for the removal of harmful content after notification and a comparison with other options 

in the legal system, presents some limitations that deserve to be highlighted. Firstly, the 

study focused on a theoretical and comparative analysis, without conducting an empirical 

investigation into the practical application of the "notice-and-takedown" method and its 

real-world implications in courts and society. Furthermore, the research did not address 

in detail the technical and operational aspects involved in the implementation of this 

practice by digital platforms, which could provide a more complete view of the challenges 

faced by content providers. For future work, it is recommended to conduct empirical 

studies investigating concrete cases of content removal and analyzing the effectiveness 

of the civil liability system in different jurisdictional spheres. It would also be interesting 

to explore the implications of comparative law, analyzing how different countries address 

the issue of exemption from liability and whether there are innovative solutions that could 

be adopted in Brazil. Furthermore, future research could delve deeper into the discussion 

about the need for clearer and more specific regulation of digital platforms, balancing the 

protection of individual rights with freedom of expression. 
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