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Abstract

A Inteligéncia Aurtificial (IA) tem promovido
transformacdes na educacdo por meio de
estratégias de aprendizagem personalizadas e
mediadas por tecnologias digitais. Entretanto,
sua incorporagdo ao contexto educacional impde
desafios éticos, pedagdgicos e juridicos
relacionados & autoria, aos direitos autorais, a
integridade académica e ao uso responsavel da
informacdo, evidenciando a necessidade de
diretrizes institucionais. No Instituto Federal do
Pard (IFPA) — Campus Marabd Industrial,
verificou-se que 97,9% dos estudantes utilizam o
ChatGPT, associado a inexisténcia de
orientac@es institucionais para o uso ético, critico
e responsavel da Inteligéncia Artificial
Generativa (IAG). Diante desse cenario, esta
pesquisa teve como objetivo analisar o nivel de
conhecimento dos estudantes sobre a IAG e
propor um guia educativo com orientages
praticas para seu uso ético, visando a prote¢do
dos direitos autorais e ao fortalecimento da
integridade académica. Trata-se de um estudo de
caso, de abordagem quantitativa descritiva,
fundamentado em pesquisa bibliogréfica e
documental e na aplicacdo de questionario
estruturado a 140 estudantes do ensino médio
integrado. Os resultados evidenciaram elevado
uso do ChatGPT, associado ao reduzido
conhecimento  sobre  IAG,  propriedade
intelectual e direitos autorais, bem como a
auséncia de orientagles institucionais. Como
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Resumo

Artificial Intelligence (Al) has promoted
substantial transformations in educational
processes, particularly in the development of
personalized, adaptive, and digitally mediated
learning strategies. However, the increasing
integration of these technologies into
educational contexts raises ethical, pedagogical,
and legal challenges, especially concerning
authorship, academic integrity, and the
responsible use of information. This scenario
highlights the need for the development of
institutional ~ guidelines and  educational
initiatives aimed at fostering their conscious and
critical use. This issue becomes even more
relevant given the widespread use of ChatGPT
among students at the Federal Institute of Para
(IFPA), identified in 97.9% of the research
participants, in contrast to the lack of
pedagogical guidance focused on the ethical,
critical, and responsible use of Generative
Artificial Intelligence (GAI) technologies within
the institution's educational environment. In this
context, the present study aims to propose an
educational  guide containing  practical
guidelines for the ethical use of GAI, with a focus
on preserving copyright and promoting
academic integrity. To achieve this objective, a
descriptive case study with a quantitative
approach was conducted, based on bibliographic
and documentary research, as well as the
application of a structured questionnaire
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produto tecnol6gico, foi elaborado um guia composed of closed-ended dichotomous items to
educativo destinado a subsidiar politicas 140 integrated high school students. The results
institucionais e acdes educativas voltadas ao uso obtained  contributed to  strengthening
ético, critico e responsavel da IAG, contribuindo pedagogical practices oriented toward the
para a promocao da integridade académica e da critical, ethical, and responsible use of
protecdo dos direitos autorais no ambiente Generative Artificial Intelligence, promoting
educacional. greater awareness  regarding  copyright,

academic originality, and the ethical production
Keywords: Inteligéncia Artificial Generativa. of knowledge.

Etica. Direitos Autorais.
Palavras-chave: Generative Artificial
Intelligence; Ethics; Copyright.

1 INTRODUCTION

Generative Artificial Intelligence (GAI) has experienced a rapid growth curve,
transforming technology through its ability to create content analogously to human
capabilities. Despite the benefits that GAI offers in areas such as healthcare, education,
and industry, it also introduces delicate ethical challenges (Surbakti, 2025). In this
perspective, it is worth highlighting that language models trained on massive and
insufficiently curated volumes of internet data absorb and amplify historical, racist, and
sexist biases, as well as cultural hegemonies contained within training texts (Bender et
al., 2021).

In contrast to this perspective, other GAl models have the potential to drastically
reduce the cost of producing fake news and ultra-realistic deepfakes, impacting the
erosion of public trust in information sources and democratic institutions (Park; Nan,
2026); the ability to empirically demonstrate how attacks on generative language models
can force the extraction of private and sensitive data inadvertently memorized during
training (Carlini et al., 2021); the assessment of the impact of LLMs on the labor market,
showing that approximately 80% of the U.S. workforce will have at least 10% of their
tasks affected by GAI, raising concerns regarding worker displacement and income
inequality (Eloundou et al., 2023); the discussion of the opacity inherent to complex deep
learning and generative Al models, addressing difficulties related to auditing,
explainability, and accountability required by legislation such as the EU Al Act (Herrera,
2024); the analysis of how mass personalization driven by generative Al subtly affects

consumer behavior, political opinions, and individual decision-making, raising ethical
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dilemmas about the manipulation of human autonomy (Taeihagh, 2025); the systematic
analysis of copyright infringement across the entire generative Al supply chain (Lee et
al., 2024); and real-world applications of Generative Al in the domain of cybersecurity
(Sai et al., 2024) are some notable examples of how GAI applications walk a fine line
regarding the ethical use of GAI in society and industry.

Artificial Intelligence has been impacting the educational environment by
expanding the possibilities for personalized learning, automating pedagogical activities,
and redefining the teacher’s role as a mediator in the knowledge construction process
(Zawacki-Richter et al., 2019; Selwyn, 2022). While it fosters student autonomy and the
development of metacognitive skills, its use also raises challenges related to the reliability
of generated content, authorship, academic integrity, algorithmic transparency, and
personal data protection, highlighting the need for ethical, legal, and pedagogical
frameworks to guide its responsible use (Floridi et al., 2018; Bender et al., 2021,
UNESCO, 2023).

In Brazil, although specific legislation on Generative Artificial Intelligence (GAI)
does not yet exist, its use is supported by Laws No. 9,610/1998, No. 9,279/1996, No.
12,965/2014, and No. 13,709/2018 (LGPD - General Data Protection Law), as well as
CNE/CEB Opinion No. 2/2022 and CNE/CEB Resolution No. 1/2022, which establish
competencies related to ethics, authorship, data protection, and the critical use of digital
technologies in educational contexts.

In the Amazonian context, the advancement of the institutionalization of Artificial
Intelligence can be observed, evidenced by the creation of the Bachelor's Degree in
Artificial Intelligence at the Federal University of Para (UFPA), through Resolutions No.
5,940/2025-CONSEPE and No. 5,941/2025-CONSEPE. However, these regulatory
frameworks do not include specific guidelines for the ethical use of GAI in academic
activities—especially regarding authorship, copyright, intellectual property, and
academic integrity—highlighting the need for educational tools and institutional policies
to guide its responsible use.

This gap was also identified at the Federal Institute of Para (IFPA) — Maraba
Industrial Campus, where the analysis of Course Pedagogical Projects and a diagnostic
assessment conducted with students revealed the absence of institutional guidelines for

the ethical use of GAI, despite the widespread use of these tools among learners.
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Conversely, documentary analysis revealed that institutions such as the Federal
University of Minas Gerais (UFMG), the Pontifical Catholic University of Minas Gerais
(PUC/MG), the Federal University of Bahia (UFBA), the State University of Campinas
(UNICAMP), as well as the National Council for Scientific and Technological
Development (CNPq) and the Brazilian Artificial Intelligence Plan (PBIA), already
provide guides dedicated to the ethical use of GAI, addressing topics such as academic
integrity, authorship, transparency, copyright, and user responsibilities. Nevertheless, it
was found that these documents are predominantly normative and lack systematic
guidance on, for example, prompt engineering, thereby limiting the development of
competencies for efficient interaction with GAI systems.

Given this scenario—characterized by the growing adoption of Generative
Artificial Intelligence, the insufficiency of institutional guidelines, and the lack of
operational guidance—this research aims to investigate the extent to which Integrated
High School students at a federal educational institution in the municipality of Maraba,
Pard state, understand aspects related to GAI, copyright, and academic integrity, in order

to support the development of an institutional educational guide.
2 METHODOLOGY

The research was approved by the CEP/CONEP System (National Research Ethics
Commission) through Substantive Opinion No. 7,952,923, regarding the project
Educational Guide on Generative Artificial Intelligence with Practical Guidelines for the
Ethical Use of GAI, with the entire submission, evaluation, and approval process duly
registered on Plataforma Brasil.

The research is characterized as a descriptive, quantitative case study conducted in
person at the Federal Institute of Para (IFPA) — Maraba Industrial Campus during the 2025
academic year. The study aimed to analyze students' level of knowledge, perceptions, and
practices regarding the use of Generative Artificial Intelligence (GAI) in the educational
context, with an emphasis on ethics, academic integrity, copyright, and intellectual
property.

Prior to data collection, contacts were established with the institution's

administration and faculty to establish the schedule and validate the questionnaire regarding
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relevance, clarity, and suitability for the target audience. The instrument was developed in
accordance with scientific, ethical, and pedagogical criteria, using clear language
compatible with the participants' profile and adhering to Law No. 13,709/2018 (General
Data Protection Law — LGPD), thereby ensuring confidentiality, privacy, and the protection
of personal data.

All potential participants were informed in advance regarding the research
objectives, voluntary nature of participation, anonymity, data confidentiality, and the right
to withdraw at any time, in compliance with Resolutions No. 466/2012 and No. 510/2016
of the National Health Council, formalized through the signing of the Free and Informed
Consent Form (ICF/TCLE) by the legal guardians of underage students or by of-age
participants themselves.

Data collection employed Simple Random Sampling Without Replacement
(SRSWOR) drawn from the population of students enrolled in the technical courses
integrated into high school at IFPA — Maraba Industrial Campus (N = 520 students). The
selection of participants was performed via a random draw through pseudo-random number
generation using Python software — own code.

To define the statistical precision parameters, the sample size calculation for finite
populations was adopted assuming maximum heterogeneity (p =0.5and q=1-p=0.5) and
a 95% confidence level (Z = 1.96), according to the classical formulation for finite
populations (COCHRAN, 1977). Based on the sample effectively obtained of n = 140
respondents, the resulting maximum margin of error was calculated at e = + 7.09%,

according to the finite population sampling equation:

n=(N*Z?*p*(1-p))/(e?*(N-1)+Z?*p*(1-p)) (1)

or, expressing the error as a function of n:

o= [(z2p () () (n*(V-1)) @

The obtained value of 7.09% expresses the statistical precision associated with the

sample size achieved during fieldwork. It should be noted that this margin quantifies the
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precision of the estimates under the assumptions of random selection and complete
response, and does not, by itself, guarantee the representativeness of the sample in relation
to the characteristics of the population.

Data were organized and analyzed using descriptive statistics, employing absolute
and relative frequencies to characterize the sample and the investigated variables—a
procedure consistent with the objectives and descriptive quantitative nature of the research,
in accordance with Bussab and Morettin (2023). No association or hypothesis tests were
applied. Accordingly, the relationships presented between variables in the following section
were obtained by logical deduction from the marginal frequencies of each item and should
be read as lower bounds, and not as the result of contingency-table analysis between

individual responses.
3 RESULTS AND DISCUSSIONS

To measure the participants' degree of familiarity with fundamental concepts related
to the investigated topic, a questionnaire containing closed-ended dichotomous (yes/no)
questions was administered.

Figure 01 illustrates the distribution of students' responses regarding their
knowledge of Intellectual Property and Copyright, as well as their level of knowledge and
usage of the ChatGPT tool. This allows for an assessment of the participants' degree of
familiarity with legal concepts related to the protection of intellectual creations and

technologies based on Generative Artificial Intelligence.
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Figure 1 — Knowledge about Generative Al, Intellectual Property, and Copyright

INTELLECTUAL PROPERTY

ARTIFICIAL INTELLIGENCE AND COPYRIGHT CHATGPT
Knows what Artificial Knows what Intellectual Knows what ChatGPT is
Intelligence is Property is
o < QG.LO > 0
N /
m Yes 100.0% (140) = Yes 3.4% (5) m Yes 100.0% (140)
0 No 0.0% (0) 1 No 96.6% (135) 1 No 0.0% (0)
Knows what Generative Has heard about the Uses ChatGPT
Artificial Intelligence is Copyright Law
< 97!% > 0 »
" Y.
m Yes 2.9% (4) m Yes 100.0% (140) m Yes 97.9% (137)
1 No 97.1% (136) 1 No 0.0% (0) m No 2.1% (3)

Source: The authors.

The data reveal a scenario marked by strong adherence to the use of artificial
intelligence tools, particularly ChatGPT, accompanied by significant conceptual and
educational gaps. It is observed that 100% of the students declare that they know what
Artificial Intelligence (Al) is and that they have heard about copyright legislation, while
100% state they know ChatGPT and 97.9% report effectively using the tool. In contrast,
only 2.9% declare knowing what Generative Artificial Intelligence (GAI) is, and merely
3.4% declare having notions of intellectual property, revealing a significant mismatch
between reported use and self-attributed familiarity with the concepts that underlie it.

The joint reading of the marginal frequencies highlights a dissociation between
reported technological use and self-attributed conceptual familiarity. Given that 137
students report using the tool (97.9%) and only 4 state they know what GAI is, at least
133 students necessarily make use of the technology without declaring familiarity with
its nature. This value constitutes a lower bound derived logically from the totals of each
item, and not the result of a cross-tabulation between individual responses. The same
dissociation is manifested in the relationship between declared general knowledge of Al
(100%) and declared specific knowledge of GAIl (2.9%), suggesting that the label
“artificial intelligence” is more familiar to the students than the concept that specifies it.

Regarding the relationship between reported ChatGPT use and declared

knowledge of intellectual property, the data point to a situation of vulnerability: given
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that 137 students report using the tool and only 5 declare knowing what intellectual
property is, at least 132 students necessarily use Al resources without declaring any
conceptual foundation regarding the rights associated with content production and use.
This condition entails potential risks, such as involuntary plagiarism, improper use of
protected materials, and copyright infringements. Additionally, the contrast between
having heard about copyright legislation (100%) and declaring notions of intellectual
property (3.4%) reveals a relevant inconsistency in the students’ self-reports, suggesting
that familiarity with the existence of the law does not correspond to familiarity with its
object.

More broadly, the data suggest structural patterns that deserve attention: a
predominantly instrumental use of technology, in which students report operating
ChatGPT without declaring familiarity with the concept that defines it; a low level of self-
attributed conceptual familiarity with GAI (2.9%); and a potential situation of ethical and
legal vulnerability, resulting from the combination of high reported use (97.9%) and low
declared knowledge of intellectual property (3.4%). It should be emphasized that the
instrument measures self-perception, and not knowledge effectively verified by an
objective test. Therefore, the divergence between the 100% who declare knowing about
Al and the 2.9% who declare knowing about GAI cannot, on the basis of these data alone,
be interpreted as an overestimation by the students of their own knowledge. Testing this
hypothesis would require an objective measure of knowledge applied together with the
self-report, a procedure indicated here as an avenue for future studies.

In summary, the set of results can be read through three interdependent layers: an
operational layer, characterized by the massive reported use of Al; a cognitive layer,
marked by a low level of self-attributed conceptual familiarity; and an ethical-legal layer,
for which the students report no institutional support. It should be noted that three items
in this block presented null variance (100% affirmative responses for knowledge of Al,
knowledge of ChatGPT, and having heard about copyright legislation), a pattern
compatible with acquiescence bias in dichotomous self-report instruments, which
recommends caution in interpreting these percentages. With this caveat, the data indicate
a mismatch between the pace of technological diffusion and the institutional capacity to

foster critical digital literacy, ethical training, and regulatory understanding.
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The findings of this research converge with international evidence presented by
the Organisation for Economic Co-operation and Development (OECD, 2026), whose
Digital Education Outlook report emphasizes that although GAI can provide significant
performance gains in academic activities, such advances do not necessarily translate into
the consolidation of effective learning. The comparative analysis reveals that the
empirical findings not only confirm trends identified in global studies, but also reinforce
the need for contextualized educational interventions that link the use of GAI to the
development of critical, ethical, and authorial competencies.

Figure 02 presents the distribution of students' responses regarding their
knowledge and use of ChatGPT as a support tool for linguistic revision, specifically for

enhancing grammatical correctness, textual cohesion, and academic writing quality.

Figure 2 — Knowledge and use of ChatGPT as a support tool.

KNOWLEDGE AND USE OF CHATGPT AS A SUPPORT TOOL

Did not know the resource existed 71 (50.7%)

Had already used it 37 (26.4%)

Had heard about it, but does not use it 22 (15.7%)

Does not know how to use it well 7 (5.0%)

Has no interest in using it ] 3 (2.1%)

0% 10% 20% 30% 40% 50% 60%
Share of respondents

Source: The authors.

The data indicate the segmentation of the students into five mutually exclusive
response categories: 71 students (50.7%) did not know that the resource existed; 37
(26.4%) had already used it; 22 (15.7%) had heard about it but do not use it; 7 (5.0%)
declare that they do not know how to use it well; and 3 (2.1%) declare no interest in the
tool. As this is a single-answer item, the categories do not overlap and together total the
140 responses. Grouping them by the criterion of prior awareness of the resource, 50.7%
were unaware of its existence and 49.3% (69 students) knew of it in some form, among
whom 37 had already used it. This distribution allows for the inference that the primary
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limiting factor for tool adoption is not active resistance, but rather the lack of awareness
regarding its existence and features.

This finding is corroborated by recent studies by the OECD (2026), which indicate
that the diffusion of digital technologies in educational settings does not occur
homogeneously, being strongly conditioned by factors related to information access and
digital literacy. It is observed that only 2.1% of the students declared no interest in using
the tool, whereas more than half were entirely unaware of its availability, reinforcing the
interpretation that the core issue lies not in technological rejection, but in the educational
and informational gaps concerning the pedagogical applications of GAL.

Regarding the relationship between awareness and use, the data reveal a pattern
of technological underutilization. Among the 69 students who knew of the resource in
some form, 37 (26.4% of the sample) stated they had already used it, while the remaining
32 (22.9% of the sample) knew of it without effective use, whether because they had only
heard about it (22 students), because they declare not knowing how to use it well (7
students), or because they declare no interest in it (3 students). Thus, 46.4% of those who
knew of the resource do not effectively use it, demonstrating that awareness of the tool
does not translate automatically into practical use.

Such dissociation between knowledge and practice represents a recurring
phenomenon in educational technology adoption, wherein conceptual grasp does not
automatically translate into applied competence (Kasneci et al., 2023). The literature
suggests that this gap can be explained by the presence of intermediary barriers, such as
lack of operational know-how, uncertainty regarding output reliability, and the absence
of structured pedagogical mediation (Zawacki-Richter et al., 2019).

Another relevant aspect concerns declared operational proficiency. As the item
admits only one answer, the 7 students (5.0%) who state that they do not know how to
use the resource well constitute a category distinct from the 37 who declare having
already used it. They are, therefore, students who know of the tool but do not report
effective use, and not a subgroup of low-proficiency users among those who do use it.
Consequently, the instrument does not allow for an assessment of the proficiency of those
who effectively use the resource, which constitutes a limitation of the item and an avenue
for future investigation. Adding the disjoint categories of those who were unaware of the

tool (50.7%) and those who declare not knowing how to use it properly (5.0%), it is
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verified that 55.7% of the students exhibit some form of functional limitation of access,
which suggests that the challenge is not confined to technological access, but also
involves the development of digital literacy competencies and qualified Al usage
(UNESCO, 2023).

Finally, the analysis of the relationship between interest and knowledge
demonstrates that rejection does not constitute a significant factor, as the percentage of
uninterested students (2.1%) is substantially lower than that of those unaware of the
resource (50.7%), thereby refuting the hypothesis of student resistance as the main barrier
to adoption. This finding aligns with international studies indicating that, when properly
exposed and guided, students tend to exhibit high acceptance of Al-based technologies
(OECD, 2026).

Figure 03 presents the distribution of students' responses regarding their level of
confidence in identifying scenarios where the use of GAI tools may result in copyright
infringements, highlighting their ability to recognize potential ethical and legal risks

associated with using these technologies in academic contexts.

Figure 3 — Students' perceptions regarding GAI use and copyright.

STUDENTS' PERCEPTIONS REGARDING GAI USE AND COPYRIGHT

Unable to distinguish
stingul 131 (93.6%)

Does not recognise when the use of Al
involves copyright infringement

Knowledge without concern
nowledge without cor ll6(4-3%)

Understands the issue, but sees no problem
in using potentially protected content

Limited knowledge
8 3 (2.1%)
Has some notion, but is not confident
to judge specific situations

0% 20% 40% 60% 80% 100%
Share of respondents

Source: The authors.
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The data demonstrate a highly concentrated distribution: 93.6% of the students
(131 participants) report an inability to distinguish copyright infringement scenarios;
4.3% (6 students) present declarative knowledge detached from ethical concern; and
merely 2.1% (3 students) report a limited level of comprehension accompanied by some
degree of regulatory sensitivity. It is evident that 97.9% of the participants report not
holding consolidated ethical-operational competence—either due to absolute
unfamiliarity or critical deficiency—a scenario that aligns with the contemporary debate
surrounding the challenges of integrating digital technologies into education, where the
expansion of access has not been proportionally matched by the development of critical
and normative competencies (OECD, 2026; Floridi et al., 2018).

From a structural perspective, a polarization is observed between a substantial
majority who report being unable to make adequate judgments and a residual minority
with incipient levels of ethical awareness, corroborating studies that emphasize the
imperative of integrating technical competence and ethical training within the digital
domain (Floridi et al., 2018). The three profiles described below correspond directly to
the response categories of the item, and not to a cross-tabulation between distinct
variables. The first, designated as low operational proficiency (93.6%), is characterized
by the reported absence of conceptual knowledge and applied competence, which hinders
the identification of infringements, consistent with the notion of a critical digital literacy
deficit (Buckingham, 2015). The second, classified as ethical dissociation (4.3%), reflects
a rupture between knowing and acting, wherein students declare recognizing improper
practices yet do not perceive them as problematic; this pattern can be understood in light
of literature indicating that intensive digital technology use may foster the relaxation of
ethical standards (Bennett; Abusalem, 2024). The third group, corresponding to 2.1% of
the participants, reports insufficient knowledge, characterized by partial understanding
coupled with an inability in practical application.

The study’s own data allow this reading to be qualified. Since 97.9% of the
participants report using ChatGPT (Figure 01) and 93.6% report being unable to identify
situations of copyright infringement (Figure 03), and given that these are marginal
frequencies of two distinct items applied to the same 140 respondents, it necessarily
follows that at least 128 students—that is, 91.4% of the sample—combine reported use

of the tool with reported inability to recognize infringements. This scenario of widespread
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use coupled with regulatory unawareness poses a systemic risk of unintentional
infringements and converges with the international literature, which indicates that GAI
use among students is frequently detached from an understanding of its limitations and
legal implications (OECD, 2026). This context can be interpreted as a form of legal-
digital illiteracy, in which the inability to identify violations transcends technical aspects
and reflects a structural educational void regarding intellectual property and the
responsible use of information (Lessig, 2006).

Additionally, the presence of students who exhibit knowledge without ethical
concern suggests the normalization of potentially unlawful practices and the informal
redefining of acceptability thresholds within the academic environment. This
phenomenon has been broadly discussed in recent literature, pointing toward an
increasing dissociation between ethical principles and actual practices in the use of
emerging technologies (OECD, 2026). The fact that only 2.1% of the students report any
degree of confidence is incompatible with the contemporary context of pervasive Al
exposure, indicating that technological access has not been accompanied by adequate
educational processes (Buckingham, 2015).

In summary, the data reveal a structural misalignment among technological use,
conceptual understanding, and ethical responsibility, manifested across three
interdependent levels: (i) cognitive, characterized by unawareness of what constitutes an
infringement; (ii) operational, revealed by the inability to apply concepts to real-world
scenarios; and (iii) normative, marked by the absence of ethical judgment even when
knowledge is present. It is concluded that the investigated scenario is not confined to a
mere knowledge gap, but reveals the absence of pedagogical mediation between
technology and ethics, reinforcing the need for educational policies and pedagogical
practices aimed at comprehensive education capable of bridging technical competence,
ethical awareness, and social responsibility in the use of GAI.

Figure 04 presents the distribution of students' responses regarding the receipt of
institutional guidance related to the ethical, responsible, and legal use of Generative
Artificial Intelligence (GAI) tools, enabling an evaluation of the extent of dissemination
of formal information and guidelines on this topic within the investigated educational

context.
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Figure 4 — Level of institutional guidance for the ethical use of GAI.

LEVEL OF INSTITUTIONAL GUIDANCE FOR THE ETHICAL USE OF GAI

Did not receive guidance 140 (100.0%)

Received guidance |0 (0.0%)

0% 20% 40% 60% 80% 100%

Share of respendents

Source: The authors.

The results reveal an absence of reported institutional guidance: 100% of the
respondents (n = 140) stated that they had not received any form of training, qualification,
or institutional direction on the topic. As this is an item with null variance, the result
should be read with the caution recommended for dichotomous self-report instruments.
Even so, its unanimity aligns with recent international evidence pointing to a global gap
between the rapid incorporation of Al technologies and the capacity of educational
institutions to establish policies, regulations, and educational processes commensurate
with this technological transformation.

In this context, UNESCO (2023) warns that the rapid dissemination of GAI has
outpaced the adaptation of regulatory, pedagogical, and institutional frameworks within
educational systems, emphasizing that a significant portion of educational institutions
worldwide are not yet adequately prepared to address the ethical, legal, and pedagogical
challenges associated with using these tools. An international analysis conducted by Jin
et al. (2025) examined the institutional policies of 40 universities across six global
regions, concluding that despite a growing movement toward GAIl adoption,
comprehensive normative frameworks remain absent and difficulties persist in
establishing clear accountability. According to McDonald et al. (2025), most American
universities with very high research activity encourage the use of GAI, with many
institutions offering detailed guidance for its integration into the classroom, although such
directives can become excessively demanding for faculty members.

The obtained results are consistent with the international scenario but reveal an
even more critical reality: while global studies point to partial deficiencies or evolving

policies, the data from this investigation demonstrate a complete absence of institutional
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guidance. This indicates that students are using GAI tools without any formal pedagogical
mediation, which amplifies risks related to misinformation, technological dependency,
copyright infringement, plagiarism, inappropriate data use, and the erosion of academic
integrity.

Thus, the findings corroborate the international perception of a structural
mismatch between the velocity of GAI diffusion and the ability of educational institutions
to construct mechanisms for regulation, ethical training, and critical digital literacy. This
represents not merely a local educational gap, but an empirical manifestation of a
systemic global challenge already acknowledged by international bodies and
contemporary scientific literature.

The lack of institutional training identified in the research results demonstrates
that the challenges arising from the use of GAIl extend beyond the technological
dimension, reaching legal, ethical, and academic issues that remain poorly understood by
students. The substantial lack of knowledge regarding intellectual property, coupled with
the recurrent use of GAI for full content reproduction and the difficulty in recognizing
potential copyright violations, underscores the need to broaden the discussion beyond the
technical competencies required to operate these tools.

Within this framework, it is essential to deepen the debate on the authorship of
content generated with the aid of artificial intelligence, considering that Brazilian
copyright legislation bases legal protection on human intellectual creation. Such a
perspective demands reflections on the boundaries of non-human authorship, the legal
status of works produced or modified by Al systems, the characterization of derivative
works, and the criteria for identifying the user’s creative contribution—aspects of
increasing relevance amid the expansion of these technologies in educational
environments. In the international normative sphere, the Recommendation on the Ethics
of Artificial Intelligence (UNESCO, 2021) already establishes human responsibility and
accountability as principles that cannot be transferred to automated systems, a premise
that directly informs the discussion on authorship in the educational context.

Concurrently, the progressive adoption of Generative Artificial Intelligence (GAI)
raises critical questions regarding civil liability stemming from tool usage, particularly in
scenarios involving copyright infringement, unauthorized reproduction of protected

works, dissemination of inaccurate information, and practices compromising academic
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integrity. From this perspective, plagiarism is no longer confined to the deliberate copying
of texts; it now encompasses more complex forms of misappropriation mediated by
artificial intelligence systems. This shift has driven the formulation of new institutional
strategies for prevention, awareness, and accountability, as reflected in recommendations
from research funding agencies and academic integrity guidelines, such as documents
issued by the National Council for Scientific and Technological Development (CNPq,
2026) and the National Council of Education (CNE, 2026).

In the realm of intellectual property, national legal doctrine acknowledges that the
protection of intellectual works is contingent upon human creation—an interpretation
derived from a systematic reading of Law No. 9,610/1998, in which Article 11 defines an
author as the natural person who creates a literary, artistic, or scientific work. This
position, widely endorsed by majority doctrine (BARBOSA, 2013), upholds the principle
of the personality of intellectual creation, without prejudice to the extension of protection
to legal entities in the cases provided for in the law itself, pursuant to the sole paragraph
of Article 11, and to the ownership of the collective work by its organizer, under the terms
of Article 17, 8 2, of said legislation. At the international level, the World Intellectual
Property Organization (WIPO, 2020) has been systematizing this same debate, listing
among its central issues the very definition of authorship and inventorship in outputs
generated with the aid of artificial intelligence.

Although these contributions constitute essential frameworks for understanding
the topic, national literature has yet to provide an integrated approach capable of
systematically reconciling the protection of copyright and human authorship with the
demands for transparency, accountability, and the ethical use of Generative Artificial
Intelligence systems. It is precisely within this theoretical-practical gap that the present
research is situated, proposing an educational guide aimed at steering the ethical use of
GAI in educational contexts, thereby contributing to the preservation of intellectual
property, academic integrity, and copyright.

Given this scenario, the findings of this research demonstrate that the
implementation of institutional policies aimed at the ethical use of GAI must not be
restricted to the operational regulation of these technologies. It is equally necessary to
foster an institutional culture of academic integrity, intellectual property, and digital

responsibility capable of guiding students and educators regarding the legal, ethical, and
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pedagogical boundaries of employing Al in knowledge production. In this context, the
proposal of the Educational Guide constitutes an institutional response grounded in
empirical evidence, contributing to mitigating the identified educational gaps and

promoting the responsible use of GAI within the educational environment.

4 PROPOSAL FOR AN EDUCATIONAL GUIDE FOR THE ETHICAL USE OF
GENERATIVE ARTIFICIAL INTELLIGENCE

The following presents the conceptual and methodological framework of the
Educational Guide for the Ethical Use of Generative Artificial Intelligence (GAI),
developed based on the empirical findings of this study, the recommendations of
specialized international bodies—particularly UNESCO, UNICEF, and the OECD—as
well as evidence identified in national scientific literature concerning ethics, academic
integrity, copyright, and the responsible use of artificial intelligence in educational
contexts.

The organization of the guide was designed to address the gaps identified in the
empirical research, providing practical guidelines, conceptual foundations, and
institutional directives aimed at the ethical, critical, responsible, and pedagogically sound
use of Generative Atrtificial Intelligence (GAI). To this end, the material encompasses
objectives, target audience definition, guiding principles, institutional directives,
recommendations for students and faculty, guidelines on authorship, citation, and
plagiarism prevention, an ethical decision-making support framework, as well as
examples of prompts, meta-prompts, and prompt engineering best practices tailored to
the educational context.

The content is organized into seven thematic axes that facilitate a logical learning
progression. Initially, the fundamentals of GAI, its concepts, functioning, capabilities,
and limitations are presented; subsequently, it addresses copyright and intellectual
property, academic integrity and plagiarism prevention, guidelines for the ethical use of
technology, procedures for verifying, validating, and citing Al-generated content, and the
shared responsibilities among students, faculty, and the institution in fostering a culture

of ethics, transparency, and accountability.
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The guide concludes with a message to students, reinforcing the conscious,
critical, responsible, and legally compliant use of GAI as a support tool for teaching and
learning, while preserving authorship, academic integrity, and intellectual autonomy. The
referred  educational  material is available at the following link:
https://marabaindustrial.ifpa.edu.br/biblioteca/.

5 CONCLUSIONS

From an empirical perspective, this research provides a diagnosis regarding the
level of self-attributed knowledge, usage practices, and educational gaps related to GAI
use among students at IFPA — Maraba Industrial Campus. The findings reveal a scenario
of widespread reported ChatGPT adoption (97.9%), coupled with a low level of declared
familiarity with fundamental concepts such as Generative Artificial Intelligence (2.9%)
and Intellectual Property (3.4%), as well as with the risks of copyright infringement
(93.6% declared they lack the ability to identify potential violations). Furthermore, it was
found that 100% of the students reported never having received institutional guidance
regarding the ethical use of GAI. These findings constitute relevant empirical evidence to
support the development of institutional policies, training programs, and pedagogical
strategies aimed at the responsible use of these technologies.

Regarding contributions from a theoretical perspective, the study expands national
literature on Generative Artificial Intelligence within the context of vocational and
technological education by integrating diverse fields of knowledge, including artificial
intelligence, intellectual property, copyright, academic integrity, digital literacy, and Al
ethics. The research also reinforces the understanding that the widespread adoption of
these technologies does not imply conceptual mastery or critical competence for their use,
highlighting a dissociation between technological appropriation and information literacy.
In this manner, it contributes to advancing discussions surrounding the need to develop
critical digital competencies in educational environments.

The research generated empirical evidence indicating the existence of a legal-
institutional gap at IFPA — Maraba Industrial Campus, manifested by the mismatch
between widespread reported use of Generative Artificial Intelligence and the knowledge

required to employ it in compliance with the principles of intellectual property, copyright,
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and academic integrity. Although 97.9% of the students report using ChatGPT, only 2.9%
declare understanding the concept of GAI, 3.4% declare knowledge of intellectual
property, 93.6% report being unable to identify copyright infringements, and 100% stated
they have never received institutional guidance on the ethical and legal use of Artificial
Intelligence.

From a legal standpoint, these results demonstrate that the existence of a
normative framework—comprising Law No. 9,610/1998, Law No. 9,279/1996, Law No.
13,709/2018, Law No. 12,965/2014, CNE/CEB Opinion No. 2/2022, and CNE/CEB
Resolution No. 1/2022—does not guarantee its effectiveness within the educational
context. The absence of institutional policies, educational initiatives, and guiding
instruments hinders the practical implementation of these norms, establishing a
disconnect between statutory provisions and their application in academic settings. This
finding represents one of the primary legal contributions of the study by empirically
demonstrating the necessity of institutional mechanisms that foster the effective
implementation of regulations governing the ethical and legally responsible use of
Generative Artificial Intelligence.

The primary educational contribution consists of the development of an
Educational Guide designed to steer students toward the ethical, responsible, and
pedagogically sound use of Generative Artificial Intelligence, given that 100% of the
students reported never having received institutional guidance on this topic. Furthermore,
the findings substantiate recommendations from global institutions regarding the
implementation of continuous training initiatives, workshops, curricular activities, and
institutional policies dedicated to fostering digital literacy, intellectual authorship, and
academic integrity.

The results of this study must be interpreted in light of certain methodological
limitations. First, the data were collected through self-reported measures by means of
closed-ended dichotomous items, which measure the students’ perception of their own
knowledge and not knowledge verified by an objective test. Such measures are
susceptible to biases inherent to individual perception, such as social desirability,
acquiescence, and varied interpretations of the items. This limitation is particularly
relevant given that four items presented null variance (100% of responses concentrated

in a single alternative), a pattern that recommends caution in reading the corresponding
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percentages. Another limitation pertains to the fact that the study was conducted
exclusively at IFPA — Maraba Industrial Campus, which restricts the generalizability of
the findings to other units of the institution or distinct educational contexts.

Additionally, the research relied solely on a structured questionnaire, without
incorporating direct observation of Generative Artificial Intelligence practices, which
precluded an empirical verification of how students effectively employ these tools during
academic activities.

Another limitation lies in the fact that the Educational Guide, developed as an
applied technological product, has not yet undergone a formal validation process by either
subject-matter experts or the target audience; thus, its educational efficacy remains to be
assessed in future studies. It is worth noting that the study was conducted with a localized
sample composed of students from a single campus, warranting caution when
extrapolating findings to educational contexts with distinct institutional, cultural, or
socioeconomic profiles.

The obtained findings outline several avenues for future research on the ethical
use of Generative Artificial Intelligence in education. The first involves the validation of
the Educational Guide through evaluation by experts in education, artificial intelligence,
intellectual property, and copyright, as well as by students, to assess its clarity,
applicability, usability, and pedagogical effectiveness. Multicenter studies involving
different IFPA campuses and other institutions within the Federal Network of VVocational,
Scientific, and Technological Education are also recommended to compare diverse
institutional settings and enhance external validity.

Another relevant avenue entails comparative analyses between public and private
institutions, enabling the identification of differences in GAI usage policies, digital
literacy levels, and academic integrity promotion strategies.

Further research focusing on educators is also suggested to investigate their
knowledge, perceptions, pedagogical practices, and training needs regarding the
integration of Generative Artificial Intelligence in teaching, learning, and assessment
activities. The findings also underscore the need to evaluate the impacts of implementing
institutional policies regulating Al use, including formal regulations, training programs,

awareness campaigns, and mechanisms to foster academic integrity.
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Finally, longitudinal studies are recommended to track the evolution of students'
knowledge, attitudes, and behaviors over time following the implementation of the
Educational Guide and other institutional interventions. Such investigations will enable
the assessment of the long-term effectiveness of proposed actions in promoting the
ethical, critical, and responsible use of Generative Artificial Intelligence in educational

settings.
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