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Abstract

The Kingdom’s electricity distribution networks
are moving into a crucial phase of modernisation
as the operational strain on low- and medium-
voltage assets increases due to growth in
renewable generation, industrial electrification,
digital ~service expectations and urban
development. Switchgear, ring main units,
feeders, transformers and protection devices are
still key to service continuity, but many outage
minutes are still caused by delayed fault location,
limited asset visibility, manual switching, ageing
insulation, thermal deterioration and fragmented
maintenance information. The review discusses
the role of smart grid automation in LV/MV
switchgear and power distribution systems in
reducing the downtime through the integration of
condition monitoring, intelligent electronic
devices, advanced distribution management
systems, fault location isolation and service
restoration, communications, cybersecurity and
predictive maintenance. A structured narrative
review method is adopted and literature,
standards-oriented guidance and Saudi electricity
sector developments published during 2020 to
2025 are synthesised. The review suggests a
layered automation framework that integrates
field sensing, edge analytics, interoperable
communications, automated switching and
executive reliability dashboards. The paper
argues that reducing downtime is not about
digital switchgear, but about coordinated
governance across asset health, feeder topology,
restoration logic, workforce competence and
cybersecure data operations. Automation should
be focused on high-impact feeders in Saudi
LV/MV  networks, for industrial cities,
healthcare loads, airports, water facilities, metro
systems, and fast-growing residential areas. The
study finds that a phased modernisation roadmap

Resumo

As redes de distribuicdo de energia elétrica do
Reino estdo entrando em uma fase crucial de
modernizacdo, a medida que a pressao
operacional sobre os ativos de baixa e média
tensdo aumenta devido ao crescimento da
geracdo de energia renovavel, a eletrificagdo
industrial, as expectativas em relacdo aos
servigos digitais e ao desenvolvimento urbano.
Aparelhagem de comando, unidades de anel,
alimentadores, transformadores e dispositivos
de protecdo continuam sendo essenciais para a
continuidade do servigco, mas muitos minutos de
interrup¢do ainda s@o causados por atrasos na
localizagdo de falhas, visibilidade limitada dos
ativos, comutacdo manual, isolamento
envelhecido, deterioracéo térmica e
informacgdes de manutencdo fragmentadas. A
revisdo discute o papel da automacéo de redes
inteligentes em painéis de comando de BT/MT e
sistemas de distribui¢do de energia na reducéo
do tempo de inatividade por meio da integracéo
de monitoramento de condicles, dispositivos
eletronicos inteligentes, sistemas avancados de
gerenciamento de distribuicdo, localizacao,
isolamento e restauracdo de falhas,
comunicagdes, seguranga  cibernética e
manutenc&o preditiva. E adotado um método de
revisdo narrativa estruturada, e sdo sintetizados
a literatura, as orientacdes baseadas em normas
e os desenvolvimentos do setor elétrico saudita
publicados entre 2020 e 2025. A revisdo sugere
uma estrutura de automacdo em camadas que
integra sensoriamento de campo, analise de
ponta, comunicagdes interoperaveis, comutacao
automatizada e painéis executivos de
confiabilidade. O artigo argumenta que a
reducéo do tempo de inatividade ndo se resume
a painéis de distribuicdo digitais, mas envolve
uma governanca coordenada entre a
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can improve SAIDI, SAIFI, safety, asset integridade dos ativos, a topologia dos
utilisation and renewable-readiness  while alimentadores, a logica de restauracdo, a
supporting Vision 2030 goals for reliable, competéncia da forca de trabalho e as
efficient and sustainable electricity operacdes de dados com seguranca cibernética.
infrastructure. A automacdo deve se concentrar em

alimentadores de alto impacto nas redes de
Keywords: Smart Grid Automation. LV/MV BT/MT da Arabia Saudita, para cidades

Switchgear. Distribution Automation. FLISR. industriais, cargas do setor de salde,
Predictive ~ Maintenance.  Saudi  Arabia. aeroportos, instalacBes de abastecimento de
Downtime Reduction. Smart Grids. agua, sistemas de metro e areas residenciais em

rapido crescimento. O estudo constata que um
roteiro de modernizacdo em fases pode
melhorar os indices SAIDI e SAIFI, a seguranga,
a utilizacdo dos ativos e a preparagdo para
energias renovaveis, ao mesmo tempo em que
apoia as metas da Visdo 2030 para uma
infraestrutura elétrica confidvel, eficiente e
sustentavel.

Palavras-chave:  Automacdo de  Redes
Inteligentes.  Comutadores de  BT/MT.
Automacao de Distribuicéo. FLISR.
Manutencdo  Preditiva.  Ardbia  Saudita.
Reducdo do Tempo de Inatividade. Redes
Inteligentes.

1 INTRODUCTION

A reliable supply of electricity is a strategic imperative for modern economies, as
the increasing dependence of digital services, industrial automation, mobility systems,
healthcare, cooling loads and water infrastructure on continuous power is becoming
apparent. This need is further mandated in Saudi Arabia by Vision 2030, fast urban
growth, expansion of industrial cities, giga-projects development and national drive to
diversify the electricity generation mix. Renewable energy is identified by the Ministry
of Energy as a strategic programme associated with Saudi Vision 2030, and says that
renewables are expected to constitute around half of the energy mix for electricity
production by 2030 [1]. The Saudi Electricity Company has also reported full smart-meter
coverage, an increasingly automated grid, improvements in distribution automation in
2024 and reliability targets related to SAIDI and SAIFI [2]. These signals indicate a shift
of the distribution network from a passive delivery system to a monitored, automated and
data-driven operating environment. LV/MV switchgear and power distribution systems

are critical to this transition. Medium voltage switchgear isolate faults, protect feeders,
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allow switching and support continuity at substations, industrial facilities and urban
distribution nodes. Low-voltage switchgear is used to power end users, motor control
centres, commercial buildings and critical loads. When these assets fail or require manual
intervention, interruption duration can escalate quickly because operators must identify
the event, estimate its location, despatch field crews, verify safety, perform switching and
restore supply. This results in customer inconvenience, loss of production, safety
exposure and reduced confidence in the quality of electricity service. International
research on smart grids highlights automation, interconnectivity and renewable
integration as defining features of the modern grid, but also points to data, control and
cyber security challenges [3]. The particular problem tackled in this review is the
unavailability of LV/MV systems due to limited real-time visibility and slow restoration
processes. Traditional maintenance relies heavily on periodic inspection, manual
thermography, reactive fault response and local operator knowledge. These practices are
still important, but not enough for a system that has to accommodate variable renewable
generation, distributed energy resources, energy storage, electric-vehicle charging and
more complex load profiles. Distribution automation, fault location, isolation and service
restoration, self-healing control, sensorized switchgear and predictive maintenance can
reduce the time between abnormal condition, decision and restoration. A 2022 review on
fault detection, isolation and restoration highlighted that FDIR functions are critical for
distribution automation and smart grid outage management [4]. Meanwhile, research on
switchgear indicates that thermal monitoring, partial-discharge detection, breaker-drive
analytics and machine learning can detect signs of deterioration before failure [5,6]. This
is very relevant to Saudi Arabia, which has to cope with high peak demand, severe desert
operating conditions, expanding industrial loads and large scale grid modernisation. In its
2024 reporting, SEC showed the expansion of the distribution network, 100% smart
metres, smart grids and digitalisation initiatives, improved customer experience and a
target to keep distribution automation from 2025 onward [2]. The Ministry of Energy also
announced works on the automation of 40% of distribution grids by 2025, and 32% were
already automated at the time of the announcement [7]. These developments show policy
and utility momentum, but must be tied to practical feeder-level reliability outcomes for
technology uptake. Thus, this review reviews smart grid automation as an integrated

strategy to reduce downtime instead of a collection of isolated devices. The focus is on
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LV/MV switchgear, power distribution feeders and secondary substations, where outage
minutes are often determined by fault location, isolation time, switching availability, asset
health and crew despatch. This paper presents a practical automation framework for Saudi
It also talks about how automation layers allow investment for faster restoration and safer

operations.
2 AIM, OBJECTIVES AND CONTRIBUTION OF THE REVIEW

The purpose of this review is to analyse the ability of smart grid automation to
minimise the downtime in LV/MV switchgear and power distribution system in Saudi
Arabia. Firstly, technical causes of LV/MV assets downtime are identified, such as
thermal stress, insulation degradation, partial discharge, breaker mechanism wear,
protection misco-ordination, delayed fault localisation, manual switching constraints. The
second objective is to review automation technologies that address such causes such as
intelligent electronic devices, online condition monitoring, advanced metering
infrastructure, SCADA, ADMS, FLISR, edge analytics, digital relays and secure
communications. The third goal is to link these technologies to reliability indicators such
as interruption frequency, interruption duration, service restoration time, asset
availability, and maintenance efficiency. The fourth objective is to provide a practical
modernisation path for Saudi distribution networks considering the harsh environmental
conditions, industrial growth, digital transformation, localisation and vision 2030
priorities. The review contributes in three ways. First, it collects recent 2020-2025
literature on smart grid restoration, self-healing distribution systems and switchgear
monitoring in a single LV/MV downtime perspective. Second, it contextualises these
technologies to Saudi by connecting automation to official signals of grid modernisation,
renewable integration and reliability targets [1,2,7]. Third, it provides a tiered framework
to help utilities, industrial facility owners and engineering contractors determine where
to invest for modernisation. The purpose of this review is to inform strategy planning, not
to recommend a vendor platform. The key point is that automation will reduce downtime
if condition awareness, feeder topology, protection settings, automated switching and

human decision processes are incorporated in a reliable operating model.
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3 REVIEW METHODOLOGY

This paper uses a structured narrative review methodology, which is appropriate
for a technology and infrastructure topic where the evidence comes from peer-reviewed
studies, standards-oriented literature, utility reports, and policy documents. The approach
consists of five stages: scope definition, source identification, thematic screening,
synthesis and framework development. The scope was limited to literature published from
2020 to 2025, and focused on distribution automation, condition monitoring of LV/MV
switchgear, fault detection, FLISR, self-healing systems, predictive maintenance, smart
grid communications, cybersecurity and Saudi electricity-sector modernisation. Sources
that specifically covered downtime, service restoration, asset health or digital distribution
operations were rated higher. The search strategy included combinations of terms such as
smart grid automation, LV switchgear, MV switchgear, distribution automation, FLISR,
fault location isolation and service restoration, predictive maintenance, condition
monitoring, partial discharge, digital substation, IEC 61850, Saudi Arabia, SAIDI, SAIFI,
and renewable integration. Peer-reviewed articles were included where they dealt with
monitoring techniques, restoration algorithms, automation architectures or impacts on
reliability. Where Saudi-specific context, official targets, network performance indicators
or implementation milestones were available, industry and government sources were also
included. This mixed evidence base is appropriate as smart grid automation is
implemented at the nexus of engineering research, standards, utility operations and
national policy. In the review thematic coding was used. The studies were grouped into
seven themes: drivers of distribution downtime; condition monitoring of switchgear; fault
location and restoration; communications and interoperability; predictive analytics and
maintenance; cybersecurity and operational resilience; and Saudi deployment enablers.
Each theme was evaluated in terms of its relevance to LV/MV networks, potential impact
on downtime, complexity of implementation and suitability to Saudi operating conditions.
Special attention was given to techniques that reduce the outage sequence, from detection
of the event to restoration of supply. The self-healing grid literature demonstrates that the
automated isolation and restoration can significantly reduce the duration of the
interruptions by reducing the need for manual intervention and restoring healthy parts of

the network [8,9]. Limitations of the review. It does not include new field measurements,
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outage records of utility-confidential data, or a cost benefit model based on proprietary
Saudi feeder data. It instead makes a strategic assessment based on publicly available
evidence. The paper is also focused on Saudi Arabia but many of the technical studies are
international, because LV/MV automation technologies are developed globally and then
adapted locally. To overcome this limitation, the synthesis explicitly maps global
automation concepts to the Saudi-specific requirements such as desert heat, dust
exposure, high cooling loads, industrial city reliability, smart-meter availability and
localisation. The developed framework is a practical review output and future case studies
will be able to improve it using real Saudi feeder performance data.

4 SAUDI LV/MV DISTRIBUTION CONTEXT AND DOWNTIME DRIVERS

Saudi distribution networks have a special mix of reliability pressures. Peak
electricity demand is driven by air-conditioning loads, urban growth and industrial
activity. New renewable-energy projects, the potential for distributed PV, battery storage,
electric mobility and industrial electrification will contribute to the operating value of a
flexible distribution system. The SEC reported 100% smart metres, 11.3 million
customers, increasing network investment and distribution-network expansion in its 2024
financial results presentation [2]. At scale, small improvements in fault detection,
switching speed and maintenance planning can result in large benefits for customer
service. Downtime in LV/MV systems progresses in two general paths. The first is an
abrupt fault path, failure of insulation, failure of cable, flashover of equipment, operation
of protection or failure of a feeder contact resulting in an interruption. The second is a
degradation pathway where equipment gradually weakens until failure occurs, due to
abnormal temperature, humidity ingress, loose joints, partial discharge, breaker
operating-time drift or repeated overloading. The first pathway is frequently observed by
conventional operations following customer calls, feeder trips or substation alarms,
whereas the second pathway may not be visible without online monitoring. Recent
research on switchgear monitoring confirms that temperature, humidity, partial-discharge
and mechanical measurements can aid asset-health evaluation and failure prevention
[5,6]. Manual restoration is another significant factor in the duration of interruption. In a

traditional feeder, operators may know that a fault has occurred, but they do not know
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exactly which section is affected. The utility may send crews out to manually switch, test
devices and patrol lines. That adds to the restoration time especially when feeders are
long, weather is bad, traffic is heavy or multiple events are occurring at the same time.
Automation uses data from fault indicators, reclosers, sectionalizers, smart metres and
IEDs to determine the likely faulted section and change the sequence. ADMS or FLISR
applications can then advise or perform switching to isolate the fault and restore healthy
segments. The capability is recognised as a core smart distribution function in studies on
FDIR and FLISR, as it reduces the impact and duration of outages [4,10]. Harsh
environmental conditions compound asset-health challenges. The higher the temperature
the more rapidly will the insulation age, and the greater will be the resistance of the
contact. Switchgear compartments, low voltage panels and outdoor distribution
equipment can be affected by dust, salinity, humidity near coastal zones, vibration and
thermal cycling. These conditions make periodic inspection not enough. Online thermal
monitoring, partial-discharge sensing, gas-pressure alarms for insulated switchgear, trip-
coil monitoring, battery-health monitoring and breaker mechanism diagnostics can be
used to make maintenance risk-based. A 2025 study on MV switchgear used distributed
temperature monitoring and unsupervised learning to detect anomalous thermal patterns,
showing a scalable approach that can be used with resource-constrained field hardware
[6]. The Saudi context also provides strong enablers. Smart-metering data from across the
nation provides improved outage awareness at the customer edge. Faster device
integration is supported by expanded fibre, private LTE, 5G and utility communications.
Local assembly, engineering, testing and maintenance of automation equipment can be
driven by national localisation objectives. As renewables and batteries increase in share,
distribution automation is also becoming more valuable, because operational flexibility
is key in a world with more dynamic power flows. Therefore, we should think of reducing
downtime as a system change on assets, data, communications and people rather than just

a replacement cycle on switchgear panels.
5 DIGITAL SWITCHGEAR AND AUTOMATION TECHNOLOGIES

Sensing is the first step to modernising digital switchgear. The priority

measurements in MV switchgear are temperature of busbar and cable-joint, humidity in
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compartments, partial discharge, break travel characteristics, trip-coil current, motor
current, contact wear indicators and protection-event records. In LV switchboards, the
monitoring is mainly focused on thermal hotspots, load imbalance, breaker status, energy
quality, arc-risk indicators and environmental conditions. These measurements are the
raw evidence for early warning and maintenance planning. Hoffmann et al. reviewed MV
switchgear condition monitoring and showed the capability of novel sensors, coupled
with machine learning, to cover thermal, mechanical and partial-discharge aspects of asset
health [5]. This is important because failures are not normally random events, the
challenge is to collect, interpret and operationalize the precursors. The second technology
layer is the intelligent field control. Protection relays, IEDs, reclosers, sectionalizers,
remote controlled ring main units and automated transfer schemes convert monitoring
into action. In the event of a feeder fault, these devices detect abnormal current or voltage,
exchange status information and support coordinated isolation. Substations are
increasingly implementing standardised data models and high-speed messaging for their
digital protection and control architectures to decrease wiring complexity and enhance
the visibility of events. The recent smart grid protection, automation and control literature
emphasises the trend towards centralised and virtualized protection environments, but
also warns that interoperability and cybersecurity should be dealt with care [11].
Communications is the third layer. Reliable automation requires the right latency,
availability, bandwidth and security. Fibre is the preferred medium for large substations
and control-center backbones. Depending on latency and criticality, field devices and
smart metres can be served by private wireless, LTE, 5G, RF mesh and narrowband IoT.
Communications for FLISR and protection-adjacent functions must be fast and
deterministic enough; but routine condition monitoring can be of lower frequency
transmission. Edge processing means less dependency on remote servers by analysing
data locally and only sending alarms, features or summarised health indices. The 2025
MV switchgear fault-detection study is relevant because it showed that onboard
processing can lower communication overhead and improve responsiveness [6]. Fourth
layer is software platform. SCADA offers control and monitoring in real-time. Outage
management systems coordinate customer outages and workflow of crews. Higher level
DMS functions include network topology, switching plans, state estimation, volt-var

logic and restoration logic. Condition data are converted into maintenance priorities
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by asset performance management systems. Executive dashboards translate technical
data into decisions around reliability, safety and investment. With the integration of these
platforms, an alarm can be transferred from sensor detection to fault localisation,
switching recommendation, crew despatch and maintenance work order without
fragmented manual data transfer. The 5th layer is analytics. Machine learning can classify
thermal anomalies, predict probability of breaker failure, detect trends of partial-
discharge, estimate health of cable and prioritise maintenance. Analytics, however, must
not turn into a black box. Distribution operators require clear rules, explainable indicators,
validated thresholds and clear escalation workflows. The successful implementation of
predictive maintenance in power distribution depends on design decisions, availability of
data, organisational acceptance and feedback from maintenance results [12]. So a Saudi
modernisation programme must specify not just what sensors and models are deployed,
but who validates alarms, how thresholds are updated, how cyber risk is handled, and
how performance gains are measured. Digital switchgear is also safety supportive.
Remote switching reduces field exposure during abnormal conditions. You can reduce
the risk of an arc-flash with faster detection, remote racking, protection setting groups
and better incident evidence. Maintenance teams can leverage asset health data to
schedule outages before emergency failure. For industrial customers, where downtime
disrupts petrochemical, water, manufacturing and logistics operations, these safety and
continuity benefits may justify automation even before full utility-scale FLISR is
available. The best approach is modular. Start with monitoring of high risk assets then
add in communications and SCADA Visibility and then expand to feeder automation and

predictive maintenance.
6 DOWNTIME-REDUCTION MECHANISMS

Smart grid automation reduces downtime by shortening each step of the outage
lifecycle. First, you need to find. Last-gasp events can be detected by smart metres, trips
are recorded by relays, abnormal current is detected by fault indicators and abnormal
thermal or insulation behaviour is detected by switchgear sensors. Operators are now able
to integrate these data sources to gain better insight into both rapid failures and emerging

risks. Proactive detection occurs when condition monitoring triggers maintenance before
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forced outages. Thermal monitoring is particularly useful in LV/MV assets, where loose
contacts and overloaded conductors often exhibit temperature abnormalities before a
catastrophic failure [5,6]. The second step is the fault localisation. In manual systems
crews may need to inspect many feeder sections. The automated systems estimate the
faulted section based on feeder topology, relay records, fault-current direction, line sensor
data and smart metre outage patterns. This decreases the time spent on patrol and
enhances the switching decisions. FDIR research emphasises the impact of distribution
automation on the fault location and selection of restoration actions, particularly when
the network topology and device status are available [4]. Proper location is important
because incorrect isolation could increase the outage area or create unsafe backfeed
conditions. The third step is isolation Remote-controlled switchgear, sectionalizers,
reclosers and automated RMUs can isolate the faulted section without waiting for a crew
to reach each location. This is where LV/MV switchgear modernisation has a direct
impact on the duration of interruption. If the switching devices are not motorised,
monitored or communicable, FLISR will not be effective. Protection coordination must
also be reviewed, as automatic switching changes feeder configuration and may change
fault-current paths. Protection settings, interlocking, grounding procedures and switching
authorities should be coordinated with the automation scheme. The fourth stage is
recovery. FLISR can reconfigure healthy parts of the network by closing normally open
points, shifting load to adjacent feeders and restoring customers outside the faulted zone.
Self-healing reviews highlight the ability to self-heal as a key characteristic of modern
distribution systems which aim to restore service automatically while respecting voltage,
loading and protection constraints [8,9]. The restoration logic in the Saudi networks
should give priority to critical facilities such as hospitals, airports, rail systems,
desalination plants, telecom sites, industrial zones and emergency services. Transformer
loading, thermal limits of the feeders and high cooling demand must also be considered
in load transfer. Step 5: Learn. Each event should update the asset history, model accuracy
and maintenance schedule. If a breaker is tripping slowly or a cable section is constantly
faulting or a switchgear cubicle is throwing recurrent thermal alarms, the system should
flag the asset for inspection or replacement. This closes the loop between operations and
asset management. Automation may restore power more quickly without this loop, but it

will not prevent power from failing again. So, reducing downtime means a culture of
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reliability where every disturbance is a data source for future prevention. Automation can
also help reduce planned downtime. In traditional maintenance, equipment can be isolated
on fixed intervals even when asset condition is acceptable. Condition-based maintenance
lets utilities and industrial owners plan interventions using measured risk. This can reduce
unnecessary outages, and let us focus resources on equipment that is actually degrading.
This is important for Saudi Arabia as network expansion and workforce demand are high.
Maintenance resources should be focused on feeders and assets that have the highest
reliability consequence. Smart-meter data combined with switchgear monitoring and
ADMS records can help with risk scoring at the feeder, substation and asset levels. The
last mechanism is operational resilience. Automated distribution systems can react faster
to multiple events, such as storms, equipment overloads, or variability in renewables.
They also give control centres and crews improved situational awareness. But automation
increases dependence on communications, data quality and cybersecurity. A cyber
incident, configuration error or communication failure can compromise reliability if
resilience is not built into the architecture. Studies on SDN-based and IEC 61850
communication show that digital substations require intrusion detection, segmentation,
testing and mitigation strategies to protect automation functions [13]. So cybersecure

engineering must be part of downtime reduction, not just electrical engineering.
7 BARRIERS AND ENABLERS FOR SAUDI IMPLEMENTATION

The first challenge is legacy infrastructure. Assets in LV/MV networks are
frequently installed at different times, from different manufacturers and with different
levels of automation readiness. Some of the switchgear can be retrofitted with sensors
and motor operators, but other assets may need to be replaced. A practical strategy should
categorise equipment into retrofit, replace, and monitor-only. Retrofit is applicable in
cases where the mechanical condition is good and the communication integration is
possible. Insulation risk, safety limitations or the lack of remote operation block reliable
automation and justify replacement. A monitor-only deployment might be suitable for
low-criticality assets where early warning is helpful but automated switching is not yet
warranted. The second barrier is interoperability. Distribution automation covers

protection relays, smart metres, SCADA, ADMS, geographic information systems,
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outage management systems, maintenance platforms and control-center dashboards. If
these systems are using inconsistent identifiers, time stamps or network models,
automation logic may lead to unreliable decisions. So modernisation requires a common
asset registry, accurate feeder topology, synchronised time, standardised event naming
and data governance. Interoperability is more than a technical issue; it is a management
discipline that determines if data can support restoration decisions. Interoperability and
information exchange are repeatedly identified as core challenges in smart grid
automation literature [3,11]. The third one is cybersecurity. Automated switchgear
expands the digital attack surface due to the ability of field devices to affect physical
power flows. Unauthorised switching, false data injection, denial of service, malware in
engineering workstations and compromised remote access are cyber risks. Automation
programmes must include network segmentation, identity management, secure firmware,
logging, anomaly detection, incident response, and periodic penetration testing.
Cybersecurity should be part of the procurement specifications, not something that is
added on afterwards. Automation that is cyber-resilient is a requirement for national
infrastructure for critical Saudi loads. The fourth barrier is the transformation of the
workforce. Engineers, technicians and operators need to learn about digital relays,
communications troubleshooting, data analytics, cybersecurity procedures, and rules for
remote switching. Training should include classroom learning, simulation, vendor labs,
and field commissioning. Operators also need trusted decision-support tools, not
overloaded with unprioritized alarms. Change management is important because
automation can change the responsibilities among control centres, maintenance teams,
protection engineers and field crews. A clear operating model defines who can approve
automated switching, when manual confirmation is needed and how exceptions are
handled. The fifth barrier is the investment prioritisation. It may not be economical to
fully automate every feeder immediately. A value-based approach should focus on
feeders with dense customer populations, critical loads, recurring faults, long restoration
times, poor accessibility, high renewable energy penetration, or large industrial impacts.
The SEC’s reported progress on automation of distribution and reliability targets provides
a basis for phased modernisation [2]. And the announcements from the Ministry of
Energy about the distribution automation also show that the automation is a national

direction, and not a stand-alone pilot [7]. Key enablers are smart metres, national digital
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infrastructure, utility scale investment, renewable integration, localisation and strong
policy alignment. Smart metres improve low-voltage visibility and outage verification.
Upgrades to the control centre enable larger scale ADMS functions. Local manufacturing
and engineering capability can reduce the cost of deployment and improve the
sustainability of maintenance. Automated voltage control, load transfer and distributed
energy coordination are increasingly valuable as renewable expansion increases. Finally,
Vision 2030 provides a unifying narrative of modernisation that links reliability with
economic diversification, industrial competitiveness and quality of life. Saudi roadmap
should be gradual. Phase one should build data foundations: asset registry, topology
validation, smart-meter outage integration and priority feeder selection. Phase two should
install sensorized switchgear, remote-controlled devices and communications on high-
impact feeders. Phase three is to implement ADMS, FLISR and predictive maintenance
in selected areas. DER management, energy storage, EV charging and advanced analytics
need to be integrated in phase four. Phase five should cement continuous improvement
as a permanent feature through performance dashboards, cyber drills, reliability audits

and localisation metrics.
8 DISCUSSION

Based on the evidence reviewed, the strongest effect of downtime reduction
appears to be when automation links physical assets to operational decision making.
Sensors will generate data, but not necessarily shorter outages, without restoration logic.
Remote switch installation may improve restoration, but not prevent failure without asset-
health analytics. ADMS may give unreliable recommendations in the absence of accurate
topology and communications. Thus, the strongest model is composed and integrated.
Field sensors monitor the condition of assets and feeders; IEDs and switches enable
action; communications transport trusted data; ADMS and FLISR coordinate restoration;
predictive analytics direct maintenance; and governance ensures cybersecurity,
workforce adoption and measurable outcomes. Automation’s strategic value to Saudi
Arabia outweighs reliability indices. Distribution automation can help integrate
renewables by giving operators more visibility and control as variable generation and

storage increase. It promotes industrial competitiveness through interruption risk
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reduction in the manufacturing, petrochemical, logistics and water sectors. It enhances
safety by reducing emergency field changes and exposing hidden degradation. It supports
customer experience because smart metres and outage systems can confirm outages and
restoration quicker. It also supports localisation, with digital switchgear, panels, sensors,
communications cabinets, integration services and maintenance capabilities being able to
be developed through local supply chains. But smart grid automation should not be
oversold. Not all faults can be automatically fixed. Field intervention may be required for
underground cable faults, transformer failures, equipment damage, safety interlocks and
complex network conditions. Automation can reduce the area affected and improve
diagnosis. But physical repair is still necessary. The design objective should be realistic:
fewer customers interrupted, quicker restoration of healthy sections, better information to
the crew, fewer repeat failures and safer switching. Measure reliability metrics before and
after automation using feeder-level baselines, not just aggregate network averages.
Another concern is the data quality. Automated decisions require precise time
synchronisation, validated measurements and updated network models, while smart
metres, sensors and IEDs generate large quantities of data. Restoration logic can fail if a
normally open point is recorded incorrectly or if a field status is stale. Governance should

include model audits commissioning tests and post-event review.
9 CONCLUSION

Smart grid automation is a promising approach to reduce the downtime of the low
voltage/medium voltage switchgear and power distribution systems in an electricity
sector witnessing rapid growth and strategic modernisation such as in Saudi Arabia. The
review indicates that downtime is caused by asset deterioration, delayed fault location,
manual isolation, limited switching flexibility, fragmented data and reactive maintenance.
Automation addresses these drivers with sensorized switchgear, intelligent field devices,
secure communications, ADMS, FLISR, predictive maintenance, and integrated
reliability dashboards. The principal finding is that downtime reduction is a system
outcome and not a device outcome. Digital switchgear provides the foundation for
visibility and control, but only delivers benefits when data quality, feeder topology,

protection coordination, switching logic, cyber governance and workforce processes are
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aligned. For Saudi Arabia, priority should be given to high-impact feeders that serve
critical infrastructure, industrial cities, dense residential zones and strategic development
corridors. You can start with asset-health monitoring and remote switching, then roll in
FLISR, predictive maintenance and DER-aware automation. Good governance will make

sure that automation is reliable, measurable and secure.

Figure 1 - Smart grid automation architecture for reducing downtime in LV/MV switchgear and power
distribution systems.

Smart Grid Automation Architecture
for LV/MV Downtime Reduction

Digital switchgear Secure communications:
sensors: temperature, IEC 61850, LTE/5G, fiber
PD, breaker timing and edge gateways

Automation Engine: ADMS,
SCADA, FLISR and Asset
Analytics

Control center: outage
management, crew
dispatch and decision
dashboards

Field devices: reclosers,
RMUs, sectionalizers and
protection IEDs

Saudi LV/MV feeders: industrial cities,
urban districts and critical loads

Integrated monitoring, automated switching and predictive maintenance convert field data into faster restoration actions.

Veredas do Direito, v.23, e237874— 2026




SMART GRID AUTOMATION FOR REDUCING DOWNTIME IN LV/MV SWITCHGEAR AND POWER DISTRIBUTION SYSTEMS

Figure 2 - Downtime reduction pathway linking detection, location, isolation, restoration and learning
functions.

Downtime Reduction Pathway
for Automated Distribution Systems

Detect Locate Isolate Restore Learn

Sensors identify
abnormal heat,
partial discharge,
trips and feeder
alarms.

ADMS correlates
IED, smart meter
and feeder data to
estimate fault
section.

Protection
coordination and
remote switching

separate the faulty
zone.

— FLISR reconfigures —_—
healthy feeders and
transfers supply to

priority loads.

Analytics updates

maintenance plans,

settings and asset
risk scores.

Reliability outcome: lower SAIDI,

lower SAIFI and faster field
response

Operational outcome: fewer
manual visits and safer switching
decisions

Strategic outcome: readiness for
renewables, EV loads and
industrial growth

The pathway links automation functions to measurable continuity, safety and resilience outcomes.

Table 1 - Review synthesis of automation technologies and downtime-reduction mechanisms

Technology layer

Typical LV/IMV
application

Downtime-reduction
function

Implementation
caution

Condition monitoring

Thermal, humidity,
partial-discharge and
breaker timing sensors

Detects deterioration
before forced outage
and supports
condition-based
maintenance

Requires validated
thresholds, calibration
and asset-history
linkage

IEDs and digital

Relays, reclosers,
sectionalizers and

Enables remote
isolation, switching

Settings coordination
must be reviewed for

protection . and protection-event changing feeder
motorized RMUs visibility topology
S Fiber, private wireless, Transfers alarms and Cybersecurity and
Communications and

edge gateways

LTE/5G, RF mesh and
local processors

supports fast
restoration decisions
with lower latency

availability must match
criticality of function

ADMS and FLISR

Control-center
applications for
network modeling and
restoration

Locates faults, isolates
affected sections and
restores healthy feeder
segments

Network model, device
status and topology data
must be accurate

Predictive maintenance

Asset risk scoring and
maintenance
prioritization

Reduces repeat
failures and avoids
unnecessary planned
outages

Needs feedback from
field inspection and
failure records
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Table 2 - Saudi implementation roadmap for LV/MV downtime reduction

Phase Focus Priority actions Expected reliability value
Validate feeder models,
1. Data foundation Asset and_ topology asset registry, smart-meter Reliable data for automation and
readiness outage data and device post-event analysis
naming

Deploy sensors, motorized
RMUs, fault indicators and
secure communications
Integrate ADMS, outage

systems, SCADA, Reduced restoration time and
protection rules and smaller outage zones
switching plans
Use analytics for thermal
alarms, breaker health and
repeat-fault prioritization
Run cyber drills, reliability

Faster detection and reduced patrol
time on critical feeders

Targeted monitoring

2. High-impact feeders and remote control

3. FLISR deployment Automated restoration

Asset health and risk-
based maintenance

Fewer forced outages and

4. Predictive reliability optimized planned outages

Cybersecure and

5. Continuous localized operating audits, local training apd Sustalnal_ole automation maturity
improvement model vendor-neutral integration | and Saudi capability development
reviews
REFERENCES

[1] MINISTRY OF ENERGY. Renewable Energy Program and Saudi Vision 2030
electricity-mix objectives. Government of Saudi Arabia, 2024.

[2] SAUDI ELECTRICITY COMPANY. FY 2024 results presentation: operational
performance, distribution automation, smart meters and reliability indicators. Riyadh:
SEC, 2025.

[3] POWELL J, MCCAFFERTY-LEROUX A, HILAL W, GADSDEN SA. Smart
grids: a comprehensive survey of challenges, industry applications and future trends.
arXiv preprint arXiv:2401.13105, 2024.

[4] SRIVASTAVA I, et al. Fault detection, isolation and service restoration in electric
distribution systems. Energies. 2022;15(19):7264.

[5] HOFFMANN MW, WILDERMUTH S, GITZEL R, et al. Integration of novel
sensors and machine learning for predictive maintenance in medium voltage switchgear.
Sensors. 2020;20(7):2099.

[6] IADAROLA G, MINGOTTI A, NEGRI V, SPINSANTE S. Fault detection in MV
switchgears through unsupervised learning of temperature conditions. Sensors.
2025;25(15):4818.

[7] MINISTRY OF ENERGY. HRH Minister of Energy inaugurates the 12th Saudi
Arabia Smart Grid Conference. Riyadh: Ministry of Energy, 2024.

[8] AREFIFAR SA, ALAM MS, HAMADI A. A review on self-healing in modern
power distribution systems. Journal of Modern Power Systems and Clean Energy.
2023;11(6):1761-1779.

_ Veredas do Direito, v.23, e237874— 2026




SMART GRID AUTOMATION FOR REDUCING DOWNTIME IN LV/MV SWITCHGEAR AND POWER DISTRIBUTION SYSTEMS

[9] FAN D, REN Y, FENG Q, LIU Y, WANG Z, LIN J. Restoration of smart grids:
current status, challenges, and opportunities. Renewable and Sustainable Energy
Reviews. 2021;143:110909.

[10] LENISTON D, et al. Implementation of a software-defined FLISR solution on a
distribution network. Heliyon. 2022;8:¢10218.

[11] RUBIO S, BOGARRA S, et al. Smart grid protection, automation and control:
challenges and opportunities. Applied Sciences. 2025;15(6):3186.

[12] MORTENSEN LK, et al. Designing digitally enabled proactive maintenance
systems for power distribution: a scoping review. Journal of Industrial Information
Integration. 2024;41:100635.

[13] GIRDHAR M, HONG J, SU W, HERATH A, LIU CC. SDN-based dynamic
cybersecurity framework of IEC 61850 communications in smart grid. arXiv preprint
arXiv:2311.12205, 2023.

[14] OHANU CP, RUFAI A, OLAKULEHIN S, et al. A comprehensive review of
recent developments in smart grid through renewable energy resources integration.
Heliyon. 2024;10:e25705.

[15] ALAM M, MUTTAQI KM, SUTANTO D. A review of smart grid communication
technologies and applications. IEEE Access. 2021;9:115535-115565.

[16] KHAN S, PAUL D, MOMTAHAN P, ALOQAILY M. Artificial intelligence
framework for smart grid predictive maintenance. IEEE Transactions on Industrial
Informatics. 2022;18(10):7035-7046.

[17] ALI SS, CHOI BJ. State-of-the-art artificial intelligence techniques for distributed
smart grids: a review. Electronics. 2020;9(6):1030.

[18] JIANG H, ZHANG J, GAO W, WU Z. Fault diagnosis for power distribution
systems using data-driven methods: a review. Electric Power Systems Research.
2021;199:107373.

[19] DILEEP G. A survey on smart grid technologies and applications. Renewable
Energy. 2020;146:2589-2625.

[20] KHALID M. Smart grids and renewable energy systems: perspectives and grid-
integration challenges. Energy Strategy Reviews. 2024;51:101276.

[21] ZHANG X, SHAHIDEHPOUR M, ALABDULWAHAB A, ABUSORRAH A.
Optimal expansion planning of distribution systems with renewable resources and smart
grid functions. IEEE Systems Journal. 2020;14(3):4287-4298.

[22] GHANIA SM, ALGHAMDI AS, ALMUTAIRI A. Reliability study of renewable
energy resources and storage systems for electric networks. Engineering, Technology
and Applied Science Research. 2022;12(4):8921-8928.

[23] AFZAL AB, MOHAMMED N, AHMED S, KONSTANTINOU C. Advanced
resilience planning for distribution systems under climatic hazards: a Saudi grid case
study. arXiv preprint arXiv:2409.20219, 2024.

Veredas do Direito, v.23, e237874— 2026




Inayathulla Shareef

[24] MOUSAVI OA, CHERKAOUI R, BOZORG M. Blackouts risk evaluation by
Monte Carlo simulation regarding cascading outages and system protection. Electric
Power Systems Research. 2020;187:106492.

[25] INTERNATIONAL ELECTROTECHNICAL COMMISSION. IEC 61850
communication networks and systems for power utility automation: technical
updates and implementation guidance. Geneva: IEC, 2021.

[26] CIGRE WORKING GROUP. Digital substations and distribution automation:
implementation, testing and lifecycle management. Paris: CIGRE, 2022.

[27] IEEE POWER AND ENERGY SOCIETY. IEEE guide for electric power
distribution reliability indices and smart grid performance metrics. New York:
IEEE, 2022.

[28] INTERNATIONAL ENERGY AGENCY. Electricity Grids and Secure Energy
Transitions. Paris: IEA, 2023.

[29] SAUDI ARABIA SMART GRID CONFERENCE. Conference themes on
automation, smart meters, grid codes, cybersecurity and localization. Riyadh:
SASG, 2024.

[30] REUTERS. Saudi Arabia renewable energy tenders and grid-support projects
under Vision 2030. London: Reuters Energy News, 2024.

_ Veredas do Direito, v.23, e237874— 2026




