Artigo original http://dx.doi.org/10.18623/rvd.v23.7833

HUMAN ERROR AND CLINICAL DATA SHARING

ERRO HUMANO E COMPARTILHAMENTO DE DADOS CLINICOS

Article received on: 3/30/2026
Article accepted on: 7/20/2026

Yassine Gounine*

*Faculty of Sciences, Mohammed V University (UMS5), Rabat, Morocco
Orecid: https://orcid.org/0009-0002-1814-5817

yassi.gou@gmail.com

Khalid Minaoui*

*Faculty of Sciences, Mohammed V University (UM5), Rabat, Morocco
Orcid: https://orcid.org/0000-0002-3918-8552
khalid.minaoui@umb.ac.ma

Mohamed Elaroussi**

**Ecole Hassania des Travaux Publics (EHTP), Casablanca, Morocco
Orcid: https://orcid.org/0000-0001-6334-4546
mohamedelaroussi4@gmail.com

The authors declare that there is no conflict of interest

Abstract

Computer security issues have a widespread
impact across all sectors and are increasingly
influencing the healthcare industry. Since 2019,
several reported attacks have been specifically
aimed at exploiting vulnerabilities in medical
network protocols like 'DICOM' and 'HL7," as
well as file formats, particularly those related to
digital imaging and medical communications.
While numerous articles delve into subjects such
as security and blockchain, they often disregard
the significant role that human errors play in
compromising security. Human errors within
hospital computer systems can lead to substantial
implications for both patient care and data
security. This article delves into the various
forms of human errors that can occur within such
systems and  assesses their  potential
consequences on the overall effectiveness and
security of healthcare information management.
The study underscores the necessity of effective
mitigation strategies to reduce the associated
risks of these errors and enhance the
dependability of hospital computer systems.
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Resumo

As questdes de seguranca informatica tém um
impacto generalizado em todos 0s setores e
estdo influenciando cada vez mais o setor de
salde. Desde 2019, varios ataques relatados tém
como objetivo especifico explorar
vulnerabilidades em protocolos de rede
médicos, como “DICOM” e “HL7”, bem como
em formatos de arquivo, particularmente
aqueles relacionados a imagens digitais e
comunicacfes médicas. Embora inGmeros
artigos abordem temas como seguranga €
blockchain, eles frequentemente desconsideram
0 papel significativo que os erros humanos
desempenham no  comprometimento da
seguranca. Erros humanos nos sistemas de
informatica hospitalares podem acarretar
implicagbes substanciais tanto para o
atendimento ao paciente quanto para a
seguranca dos dados. Este artigo analisa as
diversas formas de erros humanos que podem
ocorrer nesses sistemas e avalia suas possiveis
consequéncias sobre a eficacia geral e a
seguranca da gestdo de informacdes na area da
saude. O estudo ressalta a necessidade de
estratégias eficazes de mitigacéo para reduzir os
riscos associados a esses erros e aumentar a
confiabilidade dos sistemas de informatica
hospitalares.

Palavras-chave: Compartilhamento de Dados 1.
Erro Humano 2. DICOM 3. HL7 4. Dados
Clinicos 5.
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HUMAN ERROR AND CLINICAL DATA SHARING

1 INTRODUCTION

The concept of clinical data sharing revolves around a continuous flow of patient
information among authorized healthcare professionals and organizations. Through
interconnected Electronic Health Record (EHR) systems and health information
exchanges, data sharing enables practicing physicians to access crucial patient data
across various contexts, transcending geographical barriers and streamlining care
processes.

In the realm of healthcare and information management, the transparent exchange
of clinical data assumes a central role in ensuring effective and efficient patient care. As
technology continues to reshape the healthcare landscape, electronic systems and digital
platforms have become fundamental tools for storing, retrieving, and disseminating
critical medical information. However, amidst these technological advancements, the
potential impact of human error on the security and accuracy of clinical data sharing
cannot be underestimated. This article delves into the intricate relationship between
human fallibility and the sharing of vital clinical data, exploring the types of errors that
can arise and the implications they pose for patient outcomes and data integrity. By
recognizing and understanding the challenges posed by human errors, we can devise
strategies to mitigate risks and foster a safer and more dependable environment for
clinical data sharing.

The consequences of human errors in clinical data sharing extend beyond
immediate security concerns. Patient outcomes may be adversely affected due to
compromised data accuracy, delayed access to critical information, or even unauthorized
modifications of medical records.

Data integrity, a cornerstone of reliable healthcare information, is at risk when
human errors occur. Inaccurate or incomplete data can lead to misinformed medical
decisions, potential harm to patients, and challenges in maintaining trust within the
healthcare ecosystem.

In the subsequent sections, we will delve into specific instances of human errors
in clinical cybersecurity, examining their real-world impact and proposing proactive
measures to mitigate risks. By understanding the intricate interplay between human

actions and the security of clinical data sharing, we can pave the way for resilient
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solutions that prioritize patient welfare and data integrity in our digitally-driven
healthcare landscape.

2 THE MOST FREQUENTLY OCCURRING HUMAN MISTAKES
INFORMATIONS IN MEDICAL

Human errors can jeopardize the security of your business in myriad ways, but
certain types of mistakes stand out due to their high frequency. Let's explore some of

these notably common errors.
2.1 Undervalued human factors and their impact on healthcare information security

Human factors are consistently underestimated and neglected, constituting
crucial elements that impact the information security hygiene of a clinic or health service.
The challenge stems from the diversity of human errors that ultimately grant unauthorized
access to sensitive information and other corporate assets, leading to significant data
breaches and security lapses. Employee errors pose a risk within the clinic. In fact, the
rise and severity of reported security issues in recent years suggest that organizations are
more vulnerable than ever.

The principle of confidentiality includes individuals safeguarding others by
restricting the sharing of personal or sensitive information without explicit authorization.

The third and final principle safeguards and promotes system functionality by
ensuring that data is always available to authorized users. [14][16][12].
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Figure 1
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2.2 Deficiency in education and awareness

User Awareness: Establishing a coherent organizational policy for employee
training and education in cybersecurity best practices is of paramount importance. This
training not only shields individuals from hackers but also bolsters the organization's
overall protection. Equipping users with relevant knowledge is imperative to prevent
them from becoming vulnerabilities. Research conducted by [organization name, if
available] highlights the impact of security awareness on employee behavior and its role
in influencing compliance with best practices. The lack of awareness and knowledge can
lead to breaches of security policy [2][21].

User Habits: User habits play a central role. Education is pivotal in altering
online behavior. Educating users on appropriate online conduct can thwart hackers from
tracking their patterns. For instance, users should be educated not to comply with requests
for account verification but, instead, to contact the organization directly to authenticate
such requests. Discouraging practices like clicking hyperlinks is critical, as hackers can
manipulate them for deceptive purposes. Users should be encouraged to directly input
an organization's correct web address into the browser's address bar to evade phishing
risks [2].

Password Management: Insufficient understanding of computer operations,

particularly in areas such as password management, is underscored. Education remains
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paramount. User training should concentrate on conveying best practices in password
credential management. Effective password management involves:
« Avoiding writing down passwords.
« Changing passwords every three months.
 Refraining from using personal words or phrases.
« Employing unique passwords for each account.
 Using passwords of a minimum of eight characters.
 Incorporating a combination of uppercase and lowercase letters, numbers, and
special characters.
 Avoiding default passwords.
Users should acknowledge their vulnerability and comprehend that hackers
invest time in tracking, monitoring, and exploiting vulnerabilities. Awareness of these

practices can discourage hackers from breaching security [15][18].
2.3 Misconfiguration during system setup

Configuring systems to mitigate vulnerabilities to cybersecurity threats marks the
initial step in the security process. When setting up a device, establishing a solid
foundation is paramount. If the device's initial setup lacks security, subsequent password

usage or training efforts become less effective. [6].

2.4 Varied scenarios of hacking and it incidents: impact on protected health

information

Breaches classified as hacking or IT incidents (HITi) encompass various
scenarios, such as instances where a foreign IP address accesses a Covered Entity's (CE)
website containing a database of clients' Protected Health Information (PHI) or when an
unidentified attacker linked to a foreign IP address attempts to breach the security
mechanisms of a computer server owned by a former third-party administrator and
Business Associate (BA). These breaches impact numerous individuals. The
compromised servers contained PHI of CE participants, including names, addresses,

social security numbers, clinical data, and healthcare provider information.
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Another case involves breaches where file servers at entity offices are
compromised, allowing unauthorized access and potentially exposing prescription
records of thousands of individuals via electronic transmission, resulting in a HITi
classification. The exposed PHI includes names, addresses, diagnostic codes, prescribed
medication names, costs, and certain social security numbers. Instances involving
computer malware detected within unencrypted billing software programs used by the
CE are also categorized as HITi. In these situations, the entry point of the malware into
the system remained unknown. Thousands of individuals were potentially impacted by
this malware. The compromised PHI includes demographic, financial (claims data), and
clinical information (diagnoses, medications, lab results, and other treatment details).

Lastly, cases where external and unidentified individuals breach database web
servers containing electronic Protected Health Information (ePHI) for use as game
servers are considered HITi. The breached ePHI on these database web servers includes
names, birthdates, types of x-rays, and corresponding dates. [12][8].

3STRATEGIES UNDER CONSIDERATION TO REDUCE HUMAN ERRORS IN
THE FIELDS OF RADIOLOGY AND DATA SHARING

This discussion delves into the strategies currently under consideration aimed at
mitigating human errors in the realms of radiology and data sharing. The exploration of
these approaches underscores the importance of addressing potential pitfalls to enhance

accuracy and efficiency in these critical domains.

3.1 Enhancing traditional workflow for digital transformation in the field of

radiology

n the landscape of digital transformation in radiology, addressing human errors
extends beyond the clinical aspects to encompass the intricacies of data interoperability,
where standards like HL7 (Health Level Seven) and DICOM (Digital Imaging and
Communications in Medicine) play a pivotal role. These standards are fundamental to
the seamless exchange and integration of medical information, ensuring consistency and

accuracy throughout the radiological workflow.
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The integration of HL7 facilitates the standardized exchange of clinical and
administrative data among disparate healthcare systems, reducing the risk of errors
associated with inconsistent data formats. Similarly, DICOM, specifically tailored for
medical imaging, standardizes the communication of images and accompanying
information across different devices and platforms. This integration not only enhances
interoperability but also contributes significantly to reducing errors related to
miscommunication or misinterpretation of medical images.

As radiology undergoes digital transformation, the synergy between HL7 and
DICOM not only streamlines data sharing but also acts as a robust mechanism for
addressing human errors associated with data integration and communication within the
radiological ecosystem. In optimizing traditional workflows for digital transformation,
the harmonious incorporation of these standards emerges as a linchpin, ensuring
accuracy, consistency, and integrity in the exchange of medical information while
mitigating potential errors arising from data incompatibility or misalignment. [9][3].

Figure 2
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3.2 DICOM data sharing

DICOM, or Digital Imaging and Communications in Medicine, is a standardized
framework for the exchange of biomedical images and related information in the field of

medical imaging. It provides a comprehensive set of specifications, including a data
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interchange protocol and digital image format, with the primary goal of ensuring
seamless interoperability across various medical imaging systems.

DICOM addresses five main application areas, such as network image
management and offline storage media management, offering a detailed specification for
achieving automatic interoperability in biomedical imaging computer systems. This
standard goes beyond defining physical connections and serves as a guide for the
information structures and procedures governing data input and output in medical
imaging systems [20].

In the context of sharing DICOM images, the potential for human errors becomes
acritical consideration. Human errors in the sharing process can lead to a variety of issues,
ranging from data inaccuracies to compromised patient care. These errors may manifest
during the selection of images for sharing, the transfer process itself, or even in the
interpretation of received images. Miscommunication, misinterpretation, or oversight
during image sharing could result in incorrect diagnoses or treatment plans. Therefore,
it is imperative to implement robust protocols, training, and technological solutions to
minimize the risk of human errors in the sharing of DICOM images, ensuring the
integrity and accuracy of medical information exchanged among healthcare
professionals.

Figure 3

Sharing of radiological images using the DICOM protocol
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3.3 HL7 data sharing

HL7, or Health Level Seven, is a set of international standards for the exchange,
integration, sharing, and retrieval of electronic health information. It provides a
framework for the seamless communication and interoperability of healthcare systems
and applications. HL7 standards define the format and structure of messages, ensuring
that health information is accurately and consistently exchanged between different
healthcare IT systems [1].

Despite the security measures provided by HL7 standards in the electronic
exchange of medical information, human errors continue to pose a challenge. While HL7
establishes rigorous protocols for the secure transmission of health data, persistent risks
associated with human errors can compromise the integrity and confidentiality of this
information. Trust in these systems relies not only on the robustness of the protocols set
by HL7 but also on the vigilance and compliance of users with security procedures. It
remains essential to raise awareness and provide training for healthcare professionals and
stakeholders involved in the use of HL7 standards to minimize the risks of human errors

and enhance the overall security of electronic medical information sharing.

Figure 4

Sharing patient information using the HL7 protocol
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3.4 Vulnerability of DICOM and HL7 protocols due to user actions

The susceptibility of DICOM and HL7 protocols is a significant concern, largely
stemming from user actions in healthcare environments. Despite robust security
measures incorporated into these protocols, the risk landscape is heavily influenced by
user behavior. Human errors, such as misconfigurations, insufficient training, and lapses
in adherence to security protocols, can expose vulnerabilities in both DICOM and HL7
frameworks.

Users, comprising healthcare professionals and system administrators, play a
crucial role in upholding the integrity and confidentiality of medical information
exchanged through these protocols. Given that these standards rely on responsible and
knowledgeable usage by individuals, there is an urgent need to prioritize continuous
training, awareness initiatives, and strict adherence to security best practices to mitigate
potential risks arising from user actions.

The intersection of advanced protocols with human factors underscores the vital
necessity for a comprehensive cybersecurity approach in healthcare settings,

emphasizing both technological resilience and user-centric security practices. [11][4].

4 CYBERSECURITY WITH INTEGRATING THE HUMAN FACTOR

Despite the thorough examination of cybersecurity measures within healthcare
IT, the article inadvertently overlooks a critical factor that significantly influences the
effectiveness of these strategies — human error. While the content adeptly delves into the
intricacies of physical and technical layers of security, it fails to explicitly address the
considerable impact of human actions on the overall cybersecurity landscape.

The emphasis on standards, regulations, and best practices rightly recognizes the
importance of a structured approach, yet the article falls short in underscoring the
susceptibility of these measures to errors stemming from human factors. Whether it be
misconfigurations, lapses in compliance with security protocols, or inadequate training,
human errors remain a persistent challenge that can expose vulnerabilities in even the

most robust cybersecurity frameworks.
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Integrating a discussion on mitigating human errors, perhaps through enhanced
training programs and user awareness initiatives, would fortify the article's
comprehensive examination of healthcare IT cybersecurity, ensuring a more holistic and
resilient defense against evolving threats. [10][17][7][19].

S THE INTEGRITY OF SHARED MEDICAL DATA AND HUMAN ERRORS

Critiquing articles on the integrity of shared medical data and human errors
reveals a nuanced landscape where the balance between technological advancements and
human fallibility is carefully navigated. While many articles rightfully emphasize the
critical importance of securing medical data through advanced protocols, encryption, and
access controls, there is often a tendency to oversimplify the role of human errors in
compromising data integrity.

Some articles tend to categorize human errors as mere lapses in judgment or
awareness without delving into the complex contextual factors that contribute to such
mistakes. Negligence is portrayed as a standalone issue rather than a systemic challenge
influenced by factors such as the intensity of healthcare workflows, time constraints, and
the evolving nature of cyber threats.

Moreover, the critique extends to the limited exploration of the socio-cultural
aspects within healthcare organizations. Organizational culture, leadership commitment
to cybersecurity, and the availability of resources for continuous education and training
play pivotal roles in shaping how effectively healthcare professionals adhere to security
protocols. Articles often fall short in providing a holistic understanding of the
organizational dynamics that contribute to or mitigate human errors.

Furthermore, there is a notable gap in some articles regarding the long-term
impact of human errors on patient outcomes and data integrity. While acknowledging the
occurrence of errors, there is a lack of in-depth analysis of the consequences of
compromised medical data for patient safety and trust in healthcare systems.

In conclusion, while the emphasis on technological safeguards is crucial, a more
nuanced and holistic approach is warranted in articles discussing the integrity of shared
medical data and human errors. Addressing the systemic issues contributing to

negligence, considering the organizational context, and exploring the broader
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implications of human errors are essential for developing comprehensive strategies that
truly enhance the security and integrity of shared medical information. [13].

6 CONCLUSION

The prevalence of computer security issues has expanded across all sectors,
notably impacting the healthcare industry. there has been a surge in targeted attacks
exploiting vulnerabilities in medical network protocols such as "DICOM" and "HL7,"
as well as file formats related to digital imaging and medical communications.

Despite extensive discussions on security and blockchain, a critical aspect often
overlooked is the substantial role played by human errors in compromising security . This
is particularly relevant within hospital computer systems, where such errors can have
significant repercussions on both patient care and data security.

This article has explored various forms of human errors inherent in these systems,
evaluating their potential consequences on the overall effectiveness and security of
healthcare information management. The study underscores the imperative need for
effective mitigation strategies to reduce associated risks, thereby enhancing the
reliability of hospital computer systems. Recognizing and addressing human errors
becomes paramount in fortifying the security of healthcare information systems,
ultimately contributing to the safeguarding of patient data and the overall integrity of
healthcare services.

As we navigate the convergence of DICOM, HL7, and cybersecurity in clinical
data sharing, it becomes evident that addressing human errors is integral to achieving a
truly secure and interoperable healthcare ecosystem. Beyond technological
advancements, a comprehensive approach must include ongoing education and training
for healthcare professionals, emphasizing the critical role they play in maintaining the
security and integrity of clinical data exchanges. By acknowledging and mitigating the
impact of human errors, the healthcare industry can foster a resilient environment that

upholds the principles of patient privacy, data security, and seamless interoperability.
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