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Abstract 

Industrial diversification, localization and 

sustainability have become central themes of 

Saudi Vision 2030 and industrial transformation 

initiatives. Within this setting, smart 

manufacturing is not just an issue of 

technological enhancement but a business model 

for running plants in which machines, people, 

materials and decision making connect with 

trustworthy data. This review explores how IIoT 

architectural design contributes to productivity, 

quality and sustainability of Saudi plants. Instead 

of traditional reviews of technology in which 

sensors, edge computing, cloud platform, 

artificial intelligence and digital twin are 

considered separately, this review treats all of 

these as components of one path from data 

signals to factory performance. The structured 

narrative review technique was used for literature 

and policy analysis between 2020 and 2025. The 

findings show that productivity comes from real-

time data visualization, overall equipment 

effectiveness tracking, identification of 

bottlenecks, scheduling adaptation and 

predictive maintenance. Quality gains come from 

traceability, machine vision, statistical process 

control, process capability analysis and fast root-

cause analysis. Sustainability is realized by 

means of operational measurement of energy, 

water, waste and carbon footprint indicators and 

their linking to processes of continuous 

improvement. At the same time, a set of barriers 

is found such as legacy equipment, cybersecurity 

risks, weak data governance, fragmented 

vendors, workforce skill gaps and different levels 

of digital maturity of small and medium-sized 

factories. Finally, this paper suggests phased 

roadmap for implementation of IIoT architecture 

in Saudi Arabia starting with readiness 

assessment and pilot projects. The key value of 

 Resumo 

A diversificação industrial, a localização e a 

sustentabilidade tornaram-se temas centrais da 

Visão Saudita 2030 e das iniciativas de 

transformação industrial. Nesse contexto, a 

manufatura inteligente não é apenas uma 

questão de aprimoramento tecnológico, mas um 

modelo de negócios para a operação de fábricas 

nas quais máquinas, pessoas, materiais e a 

tomada de decisões se conectam por meio de 

dados confiáveis. Esta revisão explora como o 

projeto arquitetônico da IIoT contribui para a 

produtividade, a qualidade e a sustentabilidade 

das fábricas sauditas. Ao invés das revisões 

tradicionais sobre tecnologia, nas quais 

sensores, computação de borda, plataforma em 

nuvem, inteligência artificial e gêmeo digital são 

considerados separadamente, esta revisão trata 

todos esses elementos como componentes de um 

único caminho, desde os sinais de dados até o 

desempenho da fábrica. A técnica de revisão 

narrativa estruturada foi utilizada para a 

análise da literatura e das políticas entre 2020 e 

2025. Os resultados mostram que a 

produtividade decorre da visualização de dados 

em tempo real, do acompanhamento da eficácia 

geral do equipamento, da identificação de 

gargalos, da adaptação do planejamento e da 

manutenção preditiva. Os ganhos de qualidade 

decorrem da rastreabilidade, da visão 

computacional, do controle estatístico de 

processos, da análise da capacidade de 

processo e da análise rápida das causas-raíz. A 

sustentabilidade é alcançada por meio da 

medição operacional de indicadores de energia, 

água, resíduos e pegada de carbono e de sua 

integração aos processos de melhoria contínua. 

Ao mesmo tempo, foi identificado um conjunto 

de barreiras, tais como equipamentos legados, 

riscos de cibersegurança, governança de dados 
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this paper is in the developed review framework 

for linking IIoT architecture with productivity, 

quality and sustainability of Saudi Arabia plants. 

 

Keywords: Smart Manufacturing. Industrial 

Internet of Things. Industry 4.0. Saudi Factories. 
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deficiente, fragmentação de fornecedores, 

lacunas nas competências da força de trabalho 

e diferentes níveis de maturidade digital em 

fábricas de pequeno e médio porte. Por fim, este 

artigo sugere um roteiro em fases para a 

implementação da arquitetura da IIoT na Arábia 

Saudita, começando com a avaliação de 

prontidão e projetos-piloto. O principal valor 

deste artigo reside na estrutura de análise 

desenvolvida para vincular a arquitetura da 

IIoT à produtividade, qualidade e 

sustentabilidade das fábricas da Arábia Saudita. 

 

Palavras-chave: Fabricação Inteligente. 

Internet das Coisas Industrial. Indústria 4.0. 

Fábricas Sauditas. Produtividade. Gestão da 

Qualidade. Sustentabilidade. Visão 2030. 

Gêmeos Digitais. Análise Industrial. 

 

 

1 INTRODUCTION  

 

Saudi Arabia plans a new era in the industrial sector which will be characterized 

by diversification and technological advancements. Vision 2030, the National Industrial 

Strategy and factory transformation initiatives prioritize competitive industries, 

localization, innovation and sustainable production. To achieve such goals, the factories 

have to go beyond manual reporting, delayed inspection and maintenance activities. The 

new goals require sensing and interpreting factory evidences and decision-making in 

relation to production, maintenance, quality, energy and supply chain functions (Vision 

2030, 2023; Ministry of Industry and Mineral Resources, 2024). Technologies of 

Industrial Internet of Things play an important role in this process since they enable the 

transformation of factory signals into intelligence. There are different devices, such as 

sensors, programmable controllers, cameras, smart meters and identification of products, 

which provide information regarding vibrations, temperature, cycle time, status of the 

machinery, pressure, energy use, defects and movement of materials. Edge devices filter 

and interpret information at proximity to the machine. Cloud or hybrid platform collects 

historical information, analyzes it and supports cross-line benchmarking. AI algorithms, 

digital twins and dashboards transform the information into notifications, work orders, 

process improvement actions and strategies (Afrin et al., 2025; Verma et al., 2024). In 

traditional production systems, the inspections might be carried out regularly and 
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production reports might be developed after the shift. In case of low complexity and stable 

processes, this practice might be efficient. However, in factories operating under high 

delivery pressure, quality requirements, volatility of prices of inputs and sustainability 

expectations, such approach is insufficient. In contrast, the smart manufacturing enabled 

by IIoT technologies can uncover the losses hidden before. For instance, a stoppage, 

which used to be seen as just a general delay, can now be linked with the status of the 

machine, operator's action, the machine maintenance history, the batch of materials or the 

process settings. The evidences facilitate targeted improvement efforts and help the 

managers to distribute resources based on facts, rather than assumptions. The purpose of 

this paper is to analyze how IIoT technologies can enhance productivity, quality and 

sustainability in Saudi Arabian factories. Four objectives guide the literature review. 

Firstly, the paper explains the components of IIoT infrastructure required for development 

of smart manufacturing, namely sensors, industrial network, edge computing, analytics 

platform, digital twins and integration with manufacturing execution systems. Secondly, 

it evaluates productivity paths such as monitoring of equipment, measurement of OEE, 

predictive maintenance and adaptive scheduling. Thirdly, it discusses quality paths 

including traceability, process capability, defect prediction and closed-loop correction. 

Fourthly, it evaluates sustainability paths associated with energy management, waste 

reduction, material efficiency and environmental performance measures. The reason why 

this literature review is necessary lies in the fact that the adoption of technology alone 

does not necessarily bring the manufacturing value. It does not create smart 

manufacturing to adopt a robot, a dashboard or a sensor, unless the data obtained from 

them becomes part of everyday routine, decision making, governance and capability of 

workforce. The recent research on adoption of Industry 4.0 emphasizes the importance of 

integration, interoperability, cybersecurity, leadership commitment and employees' 

readiness (Sony & Naik, 2020; Ikpe, 2025). 

 

2 Literature Review  

 

Research conducted between 2020 and 2025 characterizes smart manufacturing 

as the integration of cyber-physical systems, IoT, cloud computing, artificial intelligence, 

robotics, additive manufacturing technologies, digital twin modeling, and industrial 
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analytics. IoT offers the continuous operational data required by those technologies. 

Machine learning algorithms require evidence from sensors, digital twins require reliable 

data to represent the factory operations, and enterprise planning systems require accurate 

data from the shop floor (Ghobakhloo et al., 2021; Qi et al., 2021). IIoT architecture 

usually starts with the perception layer composed of sensors, machine controllers, 

cameras, smart meters, and identification devices. The network layer transmits data 

through the industrial Ethernet, 5G, Wi-Fi, fieldbus, or low-power network according to 

the requirements of latency, reliability, and connectivity of the particular factory. Edge 

layer executes data filtering and preprocessing and carries out inference tasks where 

immediate actions are required. Long-term storage, machine learning, digital twin 

modeling, data visualization, and benchmarking take place on the cloud or hybrid 

platforms. Such a layered structure is appropriate for the needs of Saudi factories since it 

allows staged modernization rather than requiring that each factory immediately adopts a 

package of the technologies of a smart factory (SIDF, 2023; Ministry of Industry and 

Mineral Resources, 2024). Increased productivity is one of the most popular effects 

mentioned in the literature on smart manufacturing. IIoT increases productivity through 

minimizing uncertainty of production processes. Real-time monitoring makes it possible 

to know about the machine condition, number of cycles, idle time, micro-stoppages, and 

bottlenecks. Predictive maintenance algorithms can spot unusual operation patterns and 

prevent the failure of the machines. Scheduling system can adapt priorities considering 

that a certain machine is not available, a certain batch of materials was delayed, or the 

demand was changed. The above-listed tools can enhance the efficiency and utilization 

of the equipment without expanding the factory (Deloitte, 2025; Lee et al., 2020). 

Connected manufacturing transforms the approach to quality management. In an 

inspection-based quality control defects are usually discovered only after the product is 

manufactured. With IIoT quality management system, the abnormal conditions of the 

processes could be spotted earlier with the help of sensors, machine vision, torque, 

temperature, or pressure measurements. Traceability systems link the products and 

batches with machines, operators, materials, and process parameters. When a defect 

happens, engineers can investigate the conditions which resulted in it rather than just rely 

on their memory or paper documentation (Aljuaid et al., 2024; Khan et al., 2023). 

Sustainability is a topic of numerous studies in the field of Industry 4.0. Energy 
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consumption, water consumption, material waste, and emissions have become not only 

reporting but also the operational control variables. Smart meters and sensors can spot 

idle consumption of energy, leaks of the compressed air, abnormal process settings, and 

waste generation. Digital twins can model changes in the process and their consequences 

without disturbing the real production. Studies on sustainability indicate that Industry 4.0 

technologies positively influence the environment if they are linked to measuring criteria, 

governance routines, and circular economy goals (Bai et al., 2020; Javaid et al., 2022). 

The Saudi context in manufacturing industry is characterized by some particularities. The 

government programs, industrial cities, logistics corridors, and production targets provide 

strong institutional support for the modernization of the industry. However, different 

factories have different maturity levels. The large manufacturers might already use ERP 

systems, advanced control rooms, and automated maintenance platforms, while many 

small factories continue to use manual logs and stand-alone equipment. Therefore, Saudi 

factories require a gradual and flexible pathway of their maturity in order to reach the 

level of smart manufacturing. 

 

3 METHODOLOGY  

 

In this paper, a structured narrative review methodology will be used. A narrative 

review is applicable to this topic because it includes technology architecture, operations 

management, quality system, sustainability, and national industrial policy. The purpose 

of the review is not to quantify any statistical effect size but to provide a practical model 

using the latest evidence. For this reason, the search was based on peer-reviewed articles, 

review papers, professional reports, and industrial policy sources published between 2020 

to 2025. The keywords for the search include Industrial Internet of Things, smart 

manufacturing, Industry 4.0, Saudi Arabia factories, predictive maintenance, digital twin, 

quality analytics, sustainable manufacturing, energy monitoring, manufacturing 

execution system, cyber-physical systems, and factory digitalization. A source is 

considered relevant if it touches on manufacturing, industrial digitalization, IIoT 

architecture, performance measurement, quality improvement, sustainability, or 

transformation of Saudi Arabian industry. However, a source is considered irrelevant if it 

only focuses on consumer IoT, theoretical algorithms without manufacturing application, 
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or outdated discussion of Industry 4.0. For the synthesis of the sources, an input-process-

output review approach is used. The inputs in the case are IIoT technologies such as 

sensors, edge gateway, industrial connectivity, cloud platforms, security layer, and 

analysis tools. The processes in this case involve the conversion of information into 

monitoring, diagnostics, predictions, optimization, escalation, and improvement. Some of 

the outputs include factory outcomes that are related to increased throughput, decreased 

downtime, improved quality, reduced scrap, energy efficiency, and sustainability 

reporting. 

 

Figure 1 

IIoT architecture for smart Saudi factories, linking connected machines, edge 

intelligence, secure networks, cloud platforms, AI analytics and enterprise integration. 

 
 

4 FINDINGS AND DISCUSSION  

 

According to the literature review, IIoT produces the highest added value when it 

is tied to specific issues in the factory. Projects starting with a broad digital branding are 

less likely to produce sustainable gains than projects targeting downtime, scrap, energy 

intensity, rework, delay of delivery or production variations. The key message from this 

section is that data leads to actions. The dashboard will provide benefits to the company 
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only if a supervisor, maintenance planner, quality engineer or manager uses it to make 

changes in decision-making and practices. Improvement of productivity starts from 

collecting data accurately. Machines have to be connected via sensors, controllers or 

retrofitted devices to collect such data as cycle counts, machine state, alarms, stops and 

causes of downtime. The second stage is contextualization. Machine event is meaningless 

until it is associated with such factors as type of products, work order, shift, operator, tool 

condition, material batch and production goal. Data analytics turns the contextualized 

data into such metrics as OEE, bottleneck location, expected cycle time, failure 

probability and utilization rate. The final stage is actions of operational teams in the form 

of rescheduling, maintenance planning, spare parts preparation or operator assistance. 

The path of improvement of quality starts from prevention. Instead of end-of-the-line 

testing, connected factories get the opportunity to monitor the process of production. 

Machine vision detects surface defects, missing elements, package damage or 

dimensioning errors. Sensors detect if such parameters as pressure, torque, temperature, 

vibration or humidity fall within the process limits. The traceability data helps to detect 

which material batch, condition of machine and process settings caused a defect. Such 

monitoring allows quicker root cause analysis and minimizes the chances of repeating the 

defect in several batches. Sustainability improvements are possible when the usage of 

resources gets the same degree of visibility as production results and quality. Energy 

consumption can be measured per machine, per line, per shift or per product family. Water 

and chemical consumption can be measured in such sectors as food, metals, plastics and 

chemistry. Waste generation can be traced back to process settings, variation of raw 

materials, maintenance state and operator's practices. Such carbon reporting gets more 

credibility thanks to operational data instead of broad estimations. But the sustainability 

benefit is not inevitable either. It needs to be discussed in production meetings, 

improvement projects and investments. Main drivers for adopting IIoT are management 

commitment, clear business case, reliable connectivity, cybersecurity, data 

standardization and employee engagement. Employees have to know that the smart 

manufacturing is not only the mechanism of monitoring but also a tool of making their 

job safer, more effective and data-driven. Operators have to receive practical training in 

alerts and escalations. Maintenance teams have to be capable in condition monitoring and 

sensors calibration. Quality teams have to be capable in machine vision outputs, 
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traceability and process capability analytics. Managers have to know how to measure 

return on investment and sustainability metrics. Among challenges are non-connected 

legacy equipment, fragmentation among vendors, data quality, cybersecurity risk, 

shortage of analytics capabilities and unclear return on investment. Besides, small and 

medium-size factories face difficulties due to lack of internal engineering capabilities and 

experience of platform selection. All these challenges prove the necessity of phased 

implementation strategy. Factories in Saudi Arabia should not try to digitalize all 

processes at once. It is better to start with focused pilot project related to one critical asset 

or production line. 

 

Figure 2 

Productivity, quality and sustainability value pathway showing how IIoT signals become 

analytics, actions, performance improvement and strategic value under Vision 2030. 

 
 

Table 1 

Operational comparison between conventional factory practice and IIoT-enabled smart 

manufacturing. 

Operational 

dimension 

Conventional factory 

practice 

IIoT-enabled smart 

manufacturing 

practice 

Expected factory 

impact 

Production visibility 

Manual shift reports 

and delayed machine 

status reviews 

Live machine status, 

cycle counts, alarms and 

utilization dashboards 

Faster decisions and 

reduced hidden losses 
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Maintenance 

Time-based 

maintenance or repair 

after breakdown 

Condition monitoring, 

anomaly detection and 

predictive work orders 

Lower unplanned 

downtime and better 

asset reliability 

Scheduling 

Static schedules 

adjusted after 

disruption 

Adaptive schedules 

informed by machine 

health, materials and 

demand 

Higher throughput and 

better resource 

allocation 

Quality control 

End-of-line inspection 

and paper-based defect 

logs 

Sensor, vision and 

traceability data linked 

to process parameters 

Earlier defect 

prevention and faster 

root-cause analysis 

Energy management 
Monthly utility bills 

and broad estimates 

Machine-level energy 

monitoring and intensity 

benchmarking 

Reduced idle energy 

use and stronger 

sustainability reporting 

Decision support 

Experience-based 

decisions with limited 

evidence 

Integrated dashboards 

for supervisors, 

engineers and 

executives 

Data-driven 

continuous 

improvement routines 

 

Table 2 

Implementation risks and mitigation strategies for IIoT adoption in Saudi factories. 

Implementation risk 
Why it matters in Saudi 

factories 
Mitigation strategy 

Legacy equipment integration 
Older machines may not 

provide digital data interfaces 

Use retrofit sensors, edge 

gateways and phased asset 

prioritization 

Cybersecurity exposure 

Connected machines increase 

operational technology attack 

surfaces 

Apply network segmentation, 

identity control, encrypted 

telemetry and monitoring 

Data quality problems 

Incorrect sensor placement or 

missing context weakens 

analytics 

Create data standards, validation 

rules and ownership 

responsibilities 

Vendor fragmentation 
Multiple platforms can create 

data silos and lock-in 

Prefer interoperable 

architectures, APIs and open 

industrial protocols 

Skills shortage 
Operators and technicians may 

not trust or use analytics 

Provide role-based training and 

involve workers in pilot design 

Unclear return on investment 
Executives may hesitate if 

benefits are not measurable 

Link pilots to downtime, scrap, 

energy, quality or output 

indicators 

Sustainability not embedded 
Energy data may be collected 

but ignored operationally 

Assign environmental KPIs and 

connect them to production 

reviews 

 

5 IMPLEMENTATION ROADMAP FOR SAUDI FACTORIES  

 

A proper roadmap could consist of five phases. The first one is a digital readiness 

assessment. It should consider critical assets, information gaps, the state of the network, 

maintenance pain points, quality losses, energy hotspots, skill requirements and 

cybersecurity needs. This will help the organization choose the problem that could be 
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measured instead of adopting technologies without any purpose. The second phase is pilot 

implementation. Pilots should not span all production lines, asset families and processes 

but only one of those. It should solve a concrete measurable problem like downtime, 

scrap, energy losses or process variations. Pilots should have defined baselines before 

implementing a solution in order to assess improvement later on. The third phase consists 

of integration with maintenance, manufacturing execution systems, enterprise resource 

planning and quality management solutions. This is necessary because analytics should 

trigger the creation of work orders, production changes and management decisions and 

not stay separate in a dashboard. The fourth phase is scaling and advanced analytics. Once 

the proof of concept has been validated by reliable evidence, the factory should extend 

sensors, dashboards and models to additional lines. Now predictive maintenance, digital 

twins, machine vision and energy analytics could be built. Finally, the fifth phase is 

continuous optimization. Evidence provided by IIoT should now be integrated into lean 

manufacturing, quality management, sustainability reporting and capital investments 

planning. In this way, the factory moves from being a technology project to become a 

digital operating system. Governance reviews should be conducted quarterly in order to 

assess achievements versus baselines. Managers should compare actual results with 

baselines and check alert accuracy, corrective actions completed, downtime types, scrap 

rate evolution, energy intensity and sustainability metrics. This will keep dashboards 

active and create the evidence base for the next stages of development. When capabilities 

grow, factories should consider adopting digital twin simulations, optimizations, supplier 

integration and carbon accounting while preserving original purpose. 

 

6 MANAGERIAL AND POLICY IMPLICATIONS  

 

The starting point for managers of Saudi plants should not be the platform to 

acquire but rather the operational loss to address. A plant may start with downtime, 

rework, scrap, energy inefficiency, maintenance costs or late delivery as the issue to 

address. The decision of what to focus on will determine sensor placement, dashboard 

configuration, data modeling, alert settings and escalation protocols. Such an approach 

will make investments relevant and allow finance teams to evaluate benefits compared to 

current performance. IIoT technology must also be integrated into existing management 
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frameworks. Smart manufacturing is not meant to replace lean manufacturing, quality 

management or maintenance planning; it complements those approaches through more 

evidence. Daily production meetings can discuss real-time OEE and downtime numbers. 

Quality teams can utilize process trends and traceability data during root cause analysis. 

Maintenance planners can incorporate likelihood of failure and importance of the asset. 

Sustainability teams can leverage energy and waste indicators in their production 

decisions. Thus, digital technologies would become just another tool of everyday factory 

management. Policy makers and industrial organizations can facilitate adoption of IIoT 

by developing tools of maturity assessment, establishing demonstration factories, 

providing vendor recommendations, helping with cybersecurity, as well as implementing 

trainings. There might be a lot of small and medium-sized factories that have understood 

the importance of IIoT technologies but are hesitant about them due to financial and 

technical challenges. Public and private partnerships could remove barriers of uncertainty 

through pilot funding, common technical standards and industry-wide benchmarking. 

Industrial clusters can also help factories learn from one another while preserving 

confidentiality. Sustainability governance will be a policy and managerial implication. 

Environmental performance should not be seen as merely a post-production task for 

reporting purposes. IIoT allows integrating energy efficiency, water consumption, waste 

generation and carbon footprint into operational control system. Production teams will be 

able to understand how changes in the process settings affect energy and scrap generation. 

Maintenance teams will be able to understand how equipment condition impacts resource 

efficiency. Top management will be able to connect sustainability dashboards to budgets, 

KPIs and improvement projects. 

 

7 Limitations and Future Research 

 

There are limitations to this review. The sources used for this review involve 

various countries and sectors; therefore, results have to be extrapolated to specific 

conditions in Saudi Arabian factories. Also, some of the benefits found in professional 

surveys may apply to digitally advanced companies only and will not be relevant for 

small-scale factories right away. Moreover, this review is based on literature analysis and 

not actual measurements in the field. 
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For future research, empirical work has to be carried out within Saudi Arabian 

factories through productivity, quality, and sustainability indicator measurements before 

and after implementation of the IIoT solutions. More research has to be done regarding 

each sector separately including food processing, petrochemical industry, metals, plastics, 

building materials, and automotive parts industry. There is a possibility for research in 

vendor selection process, cybersecurity management, training of employees, and ROI 

calculation for smart manufacturing in Saudi Arabia. 

 

8 CONCLUSION  

 

The use of IIoT in smart manufacturing offers a feasible path to increase 

productivity, quality and sustainability of Saudi factories. Productivity can be increased 

using real-time visibility, OEE measurement, predictive maintenance, bottleneck 

detection and adaptive scheduling. Quality can be improved through process data, 

traceability, machine vision, SPC analysis and root-cause investigation of defects. 

Sustainability will improve as long as energy, water, waste and carbon performance 

indicators can be measured at an operational level and integrated into continuous 

improvement routines. The literature review proves that technological factors alone are 

not sufficient for successful application of IIoT in a factory. Phased introduction, 

cybersecurity, interoperability, data governance and employee competencies are key 

success factors for IIoT adoption in a factory. To implement IIoT technology in Saudi 

factories, it is advisable to start from operational problems that can be solved through a 

pilot project. Such an approach will allow to achieve the goals of the Industrial Strategy 

and Vision 2030 through integration of innovative technologies into competitive 

factories, local supply chain and sustainable growth with skilled industrial workforce. 

Finally, the control model should include checks for cybersecurity and data governance. 

Interconnected operations increase a risk for operation technology threats. Each addition 

of a sensor, gateway or cloud-based solution should be considered with respect to access 

controls, network segmentation, encryption standards, responsibility for software 

patching and incident response. Data governance checks should establish naming 

convention, ownership and validation procedures. Even though they may look 

administrative in nature, these measures are needed to ensure reliability of the system of 
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smart manufacturing. A factory cannot be based on the use of analytics without consistent, 

secure and properly managed data. The evaluation model should also be based on 

maturity stages. In the initial stage, the factory may be interested in reliable data collection 

and visual management tools. In the intermediate stage, it can introduce predictive 

alerting, traceability and automated reports. In the advanced stage, the factory can make 

use of digital twins, optimization models and cross-factory benchmarking. This logic of 

increasing maturity stage is particularly relevant to Saudi industrial environment due to 

the diversity of the factories' starting point. The objective is not to force all factories to 

adopt the same technology at once, but to develop a realistic path from evidence gathering 

to intelligent decision making. Dashboards should be developed for different types of 

users. Operators need simple and immediate signals that can help them to act during a 

shift. Production supervisors need production line-level status and causes of downtime 

with comparison to production targets. Maintenance teams need patterns of failures, 

importance of the assets and priorities for the work orders. Factory executives need trend-

level indicators that would prove or disprove improvement of the costs, reliability, quality 

and sustainability due to digitalization efforts. A single dashboard cannot satisfy everyone 

equally well. Role-based visualization is more likely to be adopted as it ensures that a 

user receives information needed to support his or her decision-making responsibilities. 

Similar approach is valid for quality analytics. If machine vision detects repetitive defects, 

the quality engineer needs not only to document them, but also to link defects with process 

data, batches of materials used and equipment maintenance status. Once the patterns are 

confirmed, the actions to correct the problem can be integrated into process control limits, 

instructions for the operators or quality control plan. Thus, IIoT becomes a part of 

preventive quality management. This approach also helps to provide assurance to 

customers that a factory has a reliable system of traceability, corrective actions and 

evidence-based control rather than manual explanations. The control model should link 

each metric with a data source, responsible owner, decision routine and corrective actions. 

For instance, an increase in the energy intensity of a machine should be identified together 

with the affected production line, family of products, shift and operating conditions. Then 

the problem should be addressed by production supervisor, maintenance engineer and 

energy owner. In case of idle running, the correction may require implementation of 

shutting down rules. In case of poor equipment condition, the response may be 
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maintenance of the machine. In case of product mix, the response may include planning 

or investment analysis. Responsibility is crucial for data-driven improvement because 

data itself does not lead to improvement without accountability. It is recommended to 

evaluate the implementation of IIoT through a set of metrics. Productivity metrics can 

include OEE, availability, performance rate, cycle time variability, changeover duration, 

schedule adherence, production throughput per labor hour and downtime by reason codes. 

Quality metrics can include first pass yield, scrap rate, rework rate, defect parts per 

million, process capability indices, customer complaints and audit findings. Sustainability 

metrics can include energy intensity per unit, water intensity, waste per batch, loss of 

compressed air, material yield and carbon intensity. These indicators should be chosen 

based on the factory sector and maturity level. 

 

9 PRACTICAL EVALUATION METRICS AND CONTROL MODEL  

 

It will also assist in the formulation of a better empirical study. Future studies on 

the same pathway can test its validity through an experiment where a particular factory 

line will be chosen; baseline performance will be measured; IIoT will be implemented on 

the line and management routines related to IIoT use will be introduced and measured. 

These studies will be richer compared to those which only report technology adoption. 

The best future studies in terms of academic, policy and practical contributions will be 

those which make connections between IIoT, decision-making and performance metrics. 

Such studies can be published in journals and used for learning and practice at the same 

time. The practical contribution of this paper is the proposed pathway of signals – 

analytics – actions – performance – strategic value. Many factories collect information 

but are unable to translate it into routines. It is important to realize that signals of 

vibration, cycle time, temperature, defect images and energy meter readings have to be 

transformed into analytics of OEE dashboard, anomaly detection, process capability 

analysis, and root cause mining. Analytics have to become actions of predictive work 

orders, adaptive control, quality containment and operator guidance. Only after actions 

are performed the factory will have high throughput, low scrap rate, low downtime, 

quality stability and minimal energy wastage. From the point of view of Saudi industrial 

transformation the above approach is especially relevant since the country cannot simply 
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invest in automation to improve its competitiveness. Competitiveness is dependent on 

many other factors, including reliability, quality, resource efficiency and job creation. 

IIoT can help Saudi factories to build the reputation of reliability among large clients and 

supply chains. It can help to ensure sustainability of processes by making energy usage 

and wastage measurable at the operational level. And finally, it can help to create demand 

for technicians, data analysts, automation engineers, quality specialists and digital 

operations managers. Thus, smart manufacturing has to be viewed as industrial capability 

building rather than equipment upgrade. The theoretical contribution of the review is the 

combination of three performance outcomes which are usually separated in research 

literature. Productivity studies typically focus on OEE, asset performance and scheduling. 

Quality studies typically focus on inspection, traceability and defect prediction. 

Sustainability studies focus on energy usage and emissions. In reality these performance 

outcomes interact. Machine malfunctions affect all of these outcomes at once. Production 

scheduling that increases output but neglects process stability will increase rework and 

waste. IIoT framework is needed to uncover these interactions and prevent managers from 

optimizing locally. 

 

10 CONTRIBUTION OF THE REVIEW  

 

This review contributes to the literature on smart manufacturing by making a 

connection between IIoT architecture and performance measures of the factory within the 

Saudi context. Many Industry 4.0 literature sources mention sensors, cloud systems, 

artificial intelligence, digital twins and dashboards as separate technologies. This review 

combines them into one operational path in which data from machines becomes analytics, 

actions based on analytics become business actions, which in turn are measured through 

indicators of productivity, quality and sustainability. Secondly, the review contributes by 

introducing a Saudi perspective of IIoT adoption. The review links smart manufacturing 

with the concepts of Vision 2030, National Industrial Strategy and Factories of the Future 

direction in such a way that it shows how digitalization of the factory supports localized 

production, competitiveness, employment of skilled people and environmental 

performance. This makes the review applicable not only as a technological one but also 

as a framework that helps the manufacturers to make necessary changes and meet the 
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national transformation needs at the same time. Thirdly, the contribution comes from the 

integration of the three performance dimensions that were traditionally studied 

independently. Productivity is supported by the real-time visibility, OEE tracking, 

predictive maintenance and adaptive scheduling. Quality is supported by traceability, 

machine vision, process capability analytics and closed-loop feedback. Sustainability is 

achieved by monitoring energy consumption of machines, reducing waste, being resource 

efficient and generating reliable carbon footprint data. In other words, the review presents 

the dimensions in one picture showing that the value of IIoT becomes obvious when 

operational, quality and environmental decisions are based on the same data. The practical 

value of the review is in suggesting a phased roadmap for IIoT adoption for plant 

managers. It starts from assessing readiness and doing pilot projects and finishes with 

moving to enterprise integration and creating digital twins. Another practical value is for 

policymakers and industrial development organizations – they have to develop tools for 

assessing the maturity level of the company, providing cybersecurity help, training 

workers and implementing interoperable standards. Future research could include 

empirical studies using the reviewed framework in Saudi factories. 
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