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Abstract 

Data privacy and its safeguarding have become a 

critical concern for individuals, corporations, and 

governments worldwide in the swiftly advancing 

digital era. The concept of negligence has 

emerged as an important determinant of liability 

in data breach cases, yet it is disproportionately 

defined across jurisdictions. This paper 

undertakes a comparative doctrinal analysis of 

neg-ligence under the European Union’s General 

Data Protection Regulation (GDPR), 

California’s Consumer Privacy Act (CCPA), and 

Saudi Arabia’s Personal Data Protection Law 

(PDPL). By examining statutory texts and legal 

commentary, the study explores how each 

regime frames the core elements of negligence in 

tort law (duty of care, accountability, and 

foreseeability). The research finds that while the 

GDPR and CCPA incorporate implicit 

negligence standards through accountability and 

reasonable security measures, and private rights 

of action, the PDPL remains underdeveloped 

both procedurally and doctrinally; It lacks key 

mechanisms such as private rights of action, an 

enforcement mechanism, and interpretive 

guidance. The study uniquely contextualises 

Saudi’s PDPL within its Sharia-based legal 

tradition, arguing for a culturally rooted 

reconstruction of negligence arising from moral 

principles of amanah (trust) and la darar wa la 

dirar (no harm, no reciprocation of harm). The 

paper recommends statutory amendments, the 

formation of an autonomous supervisory body, 

and the amalgamation of culturally echoed 

standards of care to enhance legal accountability 

and data governance in the Kingdom. 

 

Keyword: Data Protection Governance. 

Negligence Standard. Saudi Arabia. GDPR. 

CCPA. 

 Resumo 

A privacidade de dados e sua proteção 

tornaram-se uma preocupação crítica para 

indivíduos, empresas e governos em todo o 

mundo na era digital em rápido avanço. O 

conceito de negligência emergiu como um 

importante determinante da responsabilidade em 

casos de violação de dados, embora seja definido 

de forma desproporcional entre as jurisdições. 

Este artigo realiza uma análise doutrinária 

comparativa da negligência sob o Regulamento 

Geral de Proteção de Dados (GDPR) da União 

Europeia, a Lei de Privacidade do Consumidor 

da Califórnia (CCPA) e a Lei de Proteção de 

Dados Pessoais (PDPL) da Arábia Saudita. 

Examinando textos estatutários e comentários 

jurídicos, o estudo explora como cada regime 

enquadra os elementos centrais da negligência 

no direito civil (dever de cuidado, 

responsabilização e previsibilidade). A pesquisa 

conclui que, embora o GDPR e o CCPA 

incorporem padrões implícitos de negligência 

por meio de responsabilização e medidas de 

segurança razoáveis, e direitos privados de 

ação, o PDPL permanece subdesenvolvido tanto 

processual quanto doutri-nariamente; carece de 

mecanismos-chave, como direitos privados de 

ação, um mecanismo de execução e ori-entação 

interpretativa. O estudo contextualiza de forma 

única a Lei de Proteção de Dados Pessoais 

(PDPL) da Arábia Saudita dentro de sua 

tradição jurídica baseada na Sharia, defendendo 

uma reconstrução culturalmente enraizada da 

negligência, decorrente dos princípios morais de 

amanah (confiança) e la darar wa la dirar (sem 

dano, sem reciprocidade de dano). O artigo 

recomenda emendas estatutárias, a formação de 

um órgão de supervisão autônomo e a fusão de 

padrões de cuidado culturalmente ecoados para 

aprimorar a responsabilização jurídica e a 

governança de dados no Reino. 

mailto:hananalnasser97@gmail.com
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1 INTRODUCTION 

 

Information privacy is among the most esteemed human rights in today’s digital 

ecosystem. In the current digital landscape, privacy has emerged as a significant concern, 

as individuals increasingly share their personal data with internet platforms and services. 

Technological innovations offer unparalleled ease and connectivity, yet they also present 

complex challenges related to data security, surveillance, and user permissions. 

Reconciling the advantages of digital innovation with the imperative to protect individual 

privacy has emerged as a fundamental concern for governments, technologists, and 

society as a whole. The interconnection between technological innovation and 

institutional accountability is equally evident in the financial sector, where digitalisation 

and financial technology (FinTech) have redefined operational efficiency, profitability, 

and regulatory risk. Empirical findings from Jordanian commercial banks show that 

FinTech adoption significantly improves performance while simultaneously intensifying 

the need for robust governance and compliance systems to mitigate data-related 

vulnerabilities (Alshehadeh et al., 2022). This insight parallels the broader argument of 

this paper that legal systems must evolve to balance innovation with accountability, 

embedding negligence standards within digital governance frameworks. 

In a data-centric environment, a significant percentage of business operations are 

carried out online, utilising personal data. Personal data has emerged as a cornerstone of 

contemporary governance, commerce, and public administration (Dąbrowska et al., 

2022). Presently, while cyberspace is extensively used for the creation and management 

of online accounts, it also entails other legal challenges, such as identity theft, intellectual 

property violations, data breaches, and jurisdictional uncertainty; The convergence of 

physical and digital identities increasingly challenges legal frameworks, which often fail 

to adapt to the complexities of online interactions, underscoring the necessity for resilient 

and flexible legislation (Islam, 2022; Mirshekari et al., 2020). Information privacy has 

emerged as a significant problem on the worldwide political agenda (Islam, 2018). Within 

such an environment, ordinary citizens, as private individuals or customers, seek 
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sufficient protection. As a result, the global discourse on privacy issues has become 

evident. Organisations which mishandle personal information, due to “negligence”, i.e., 

failure to exercise “reasonable care” in data governance, thus expose individuals to 

“harms” ranging from identity theft to unlawful surveillance (Filler et al., 2022; Tschider, 

2024). 

In response to data privacy concerns, global legal regimes, such as the European 

Union’s General Data Protection Regulation (GDPR) and the California Consumer 

Privacy Act (CCPA), have responded by implementing principles of transparency, 

accountability, and liability into statutory directives, together with devices that associate 

deficient data management with legal negligence. Nevertheless, jurisdictions such as 

Saudi Arabia are still in the nascent phases of legislative development in the field of data 

privacy (Abobaker, 2024a; Kanojia, 2023). The Saudi Personal Data Protection Law 

(PDPL) represents an introductory step toward proclaiming data control and user 

protection. Nonetheless, the legislation has numerous substantive and procedural 

shortcomings. The issues encompass ambiguous definitions of critical categories, such as 

“personal data” and “sensitive data,” insufficient guidance on data subject rights, and a 

lack of clarity concerning the extent of extraterritorial applicability. Furthermore, the 

PDPL lacks an autonomous supervisory authority, which raises concerns regarding 

enforcement and accountability. In contrast to the extensive data protection frameworks 

in Western jurisdictions, such as the EU’s General Data Protection Regulation (GDPR), 

the PDPL's doctrinal clarity, implementation strategies, and interpretive guidance are 

underdeveloped, indicating a need for further legislative refinement and institutional 

support. (Sarabdeen & Mohamed Ishak, 2025). 

The GDPR is widely acknowledged for its intricate legal framework, highlighting 

responsibility, data minimisation, breach notification, and privacy by design (Pimenta 

Rodrigues et al., 2024; Quinn & Malgieri, 2021). Although the GDPR does not explicitly 

mention the term "negligence," researchers concur that its compliance mandates 

effectively implement a legal norm similar to negligence by necessitating firms to address 

risks proactively (Filler et al., 2022). The CCPA, although less comprehensive, offers a 

consumer-centric framework that prioritises user empowerment and transparency. It 

significantly establishes statutory damages and reduces evidentiary burdens for plaintiffs, 

hence improving private enforcement alternatives (Williams, 2020). Notwithstanding 

these advancements, the literature indicates significant deficiencies in data privacy and 
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protection. The normative and theological aspects of negligence are inadequately 

established; Discussions predominantly concentrate on technological compliance or 

organisational vulnerability, neglecting the circumstances under which legal liability 

emerges from inadequate data governance (Masur, 2020; Zhao et al., 2023). In the context 

of Saudi Arabia, researchers like Kanojia (2023) and Alhejaili (2024) recognise the 

constraints of the PDPL, which include stringent restrictions on cross-border data 

transfers and a pronounced focus on data localisation, hindering multinational operations. 

But do not theorise how negligence might be construed through Sharia law and 

contemporary data governance concepts. 

The literature increasingly characterises organisational data mishandling not a 

separate technical failure, but as a systematic legal concern stemming from incompetence 

and insufficient accountability; Scholars advocate for legal reforms that establish a duty 

to safeguard personal data and include frameworks for negligence and restitution, so 

providing preventive measures and appropriate compensation for victims of data misuse 

(Bunyamin, 2021; Chandler, 2007; Claudia & Gunadi, 2023; Jun & Kim, 2024; Pemuli 

& Barkatullah, 2024; Setyawan et al., 2024; Sinaga, 2023; Weitzman, 2023). However, 

mainly due to the lack of explicit standards, the research also indicates persistent 

uncertainty in legal criteria for organisational negligence regarding data breaches 

(Teichmann & Wittmann, 2023; Thomas et al., 2022). Although negligence liability 

serves as a crucial deterrent against irresponsible activities, delineating "reasonable" 

security poses significant challenges. Major data breaches are frequently attributable to 

systemic organisational problems rather than single incidents, highlighting the need for 

legislative and regulatory mechanisms that can resolve the aim of successful deterrence 

against such data breaches and risk management (Juma’h & Alnsour, 2020; Jun & Kim, 

2024; Khan et al., 2022; Schlackl et al., 2022). 

Comparative studies of data protection regulations across jurisdictions (e.g., 

Malaysia, EU, Singapore, China) indicate that non-Western legal systems frequently do 

not meet international standards, especially regarding preventive and remedial actions for 

data breaches (Ikram, 2024; Sarabdeen & Mohamed Ishak, 2025). Although limited 

studies explicitly focus on data protection in Saudi Arabia, the existing literature 

predominantly emphasises the formulation and execution of data protection measures 

(Alkhamsi & Alqahtani, 2024; Kanojia, 2023; Nusairat, 2024). To the best of the author's 

knowledge, the extant scholarship appears to be deficient in terms of legal reasoning and 
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negligence liability from the lens of moral or religious “duties,” rather than the duty 

prescribed under common or civil law systems. Therefore, this study attempts to relate to 

Saudi Arabia’s legal system, which is rooted in alternative normative traditions, i.e., 

Sharia-based civil law. Since the intersection of legal negligence with cultural and 

spiritual factors remains insufficiently explored, the Saudi Arab’s legal principles, 

grounded in fiqh al-muamalat and ethical precepts such as la darar wa la dirar (no harm, 

no reciprocation of damage), establish a unique normative framework for alleviating 

avoidable injury. Contrary to the Western legal systems, which characteristically explain 

the “negligence concept” through common law theories such as the “reasonable person” 

standard, Sharia-based principles emphasise the “moral duty” to prevent harm and to 

promote public interest. In this perspective, negligence liability arises not merely from 

breached legal duties but from failing to uphold ethical obligations that preserve the 

welfare (maslahah) of individuals and the community. These principles offer that harm 

arising from data breaches, where there is/was foreseeability or preventability, may 

establish an actionable negligence even in the absence of precise statutory language. 

Therefore, this study argues that the concept of individual or organisational 

negligence in data protection can be re-explained within Saudi Arabia’s Sharia-based 

legal framework, which requires moral and ethical duties such as the duty to prevent harm 

and maintain public welfare instead of relying exclusively on statutory standards. 

The organisation of this article is as follows: The initial section delineates the 

research gap, objectives, and methodological framework, underscoring the importance of 

neglect in the context of data protection discourse. The second portion offers a 

comprehensive doctrinal examination of the formulation and implementation of 

negligence under the GDPR, CCPA, and Saudi Arabia’s PDPL. A comparative review 

follows, highlighting convergences and divergences among the three legal systems, with 

an emphasis on duty of care, liability standards, and enforcement mechanisms. The fourth 

section rigorously analyses the normative and cultural aspects of the PDPL, emphasising 

the lack of interpretive guidance and the possible incorporation of Islamic legal ideas. 

The last section integrates the findings to recommend practical legal improvements for 

the Saudi data protection system, ending in a conclusion that emphasises the necessity for 

a strong, contextually relevant negligence rule. 

This paper has three objectives: Analyses the legislative texts, judicial precedents, 

and regulatory structures in each country to comprehend the conception and enforcement 
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of negligence within the realm of data protection; Conducts a comparative legal analysis 

of the treatment of “carelessness” as a violation of data protection requirements under the 

GDPR (General Data Protection Regulation), the CCPA (California Consumer Privacy 

Act), and the Saudi Arabian Personal Data Protection Law (PDPL); and assess the 

efficacy of negligence-based enforcement methods in protecting personal data rights. 

 

2 LITERATURE REVIEW 

 

2.1 Theoretical foundations of negligence in data protection 

 

“Negligence” in classical tort theory is liability for breaching a duty of care that 

causes harm, measured against what a “reasonable person” would do in similar 

circumstances. In digital environments, this standard has evolved to guide the conduct of 

data controllers and processors as breach risks rise (Jun & Kim, 2024). 

This study adopts a conceptual model in which the standard of care functions as the 

independent variable (IV), capturing diligence in safeguarding personal data; harm/injury 

(financial loss, reputational damage, privacy violations) is the dependent variable (DV); 

and organizational safeguards (policies, risk awareness, institutional practices, technical 

controls) operate as intervening variables that strengthen or weaken the IV→DV pathway 

(Hylton, 2014). The economic rationale is consistent with Posner (2004): negligence 

reflects failure to implement cost-justified precautions against foreseeable risks. 

Because data subjects entrust organisations with intimate information, the relationship is 

often framed through fiduciary duty, trust, and vulnerability (Balkin, 2016; 2020; Ke & 

Sudhir, 2023). Negligence in data governance thus straddles tort theory 

(duty/breach/causation/damage) and regulatory compliance, connecting trust violations 

to legal culpability. 

 

2.2 From physical injury to non-physical harms 

 

Digital harms extend beyond bodily or purely pecuniary injury to include privacy 

invasion, loss of autonomy, emotional distress, and time/monitoring costs (Kesan & 

Hayes, 2018; Morrow & Fitzpatrick, 2020; Vaka, 2020). Contemporary regimes 

increasingly recognise that failure to perform routine duties may ground negligence even 
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absent easily quantifiable loss (Hamon et al., 2022). This underpins the policy shift from 

reactive enforcement to proactive risk mitigation. 

 

2.3 From duty of care to compliance: GDPR and CCPA 

 

Although the GDPR does not use the word “negligence,” it embeds its core 

elements: 

Accountability (Art. 5(2)) and appropriate technical and organisational measures 

(Art. 32) operationalise reasonableness and foreseeability (Hamdani et al., 2021; 

Kaminski & Malgieri, 2020). DPIAs institutionalise anticipatory risk management, 

aligning with modern negligence theory. Non-implementation of adequate measures 

maps onto breach, with Art. 82 (compensation) and Art. 83 (fines) provide remedies and 

deterrence (Rogers, 2010; Terry, 2012; Voigt & Von dem Bussche, 2017; Giliker, 2010; 

Lim & Oh, 2025). 

The CCPA/CPRA takes a consumer-centric route: 

Transparency and control (Cal. Civ. Code §§1798.100-.150) resemble a duty to 

inform and protect; 

A private right of action for breaches of non-encrypted/non-redacted data ties 

inadequate security to liability, translating “reasonable security” into a justiciable 

standard (Solove & Hartzog, 2014; Tene & Polonetsky, 2013). 

Together these frameworks support a hybrid accountability model, where regulatory 

lapses can evidence breach in civil suits and where proactive governance mitigates 

negligence exposure (Pernot-Leplay, 2020; Labadie & Legner, 2022; Wong et al., 2023). 

 

2.4 From compliance to culpability 

 

Both GDPR and CCPA/CPRA press beyond box-ticking: accountability requires 

verifiable compliance; weak risk assessments or poor minimisation can approach culpable 

negligence (Comandè & Schneider, 2021; Kaminski & Malgieri, 2020). The CPRA’s 

risk-based enhancements (minimisation, purpose limitation, assessments) further raise the 

expected standard of care (Krishnamurthy, 2020; Stallings, 2020). In short, negligence is 

increasingly viewed as a form of continuous governance, grounded in proportionality and 

risk mitigation (Bankins et al., 2023; Dorton et al., 2023). 
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2.5 Cultural norms and Islamic legal principles 

 

In Saudi Arabia, Islamic jurisprudence provides normative anchors for 

negligence, emphasising amanah (trust) and la darar wa la dirar (no harm, no harm 

reciprocated). These principles underscore moral duty and public welfare (maslahah) 

across various legal domains (Herijanto, 2022). These principles can translate into 

fiduciary-like obligations for data custodians. Current scholarship, however, notes that 

PDPL has yet to juridify these ethical norms into enforceable standards, leaving gaps in 

doctrinal precision and sectoral guidance (Abobaker, 2024a; Kanojia, 2023; Voss, 2021; 

Stallings, 2020). 

 

3 METHODS 

 

This study employs a doctrinal and comparative legal research methodology, 

combining qualitative analysis of primary and secondary legal sources to examine how 

negligence is conceptualized and enforced within three major data protection regimes: the 

European Union’s General Data Protection Regulation (GDPR), the California Consumer 

Privacy Act (CCPA/CPRA), and the Saudi Arabian Personal Data Protection Law 

(PDPL). 

 

3.1 Research design and method 

 

The doctrinal approach focuses on analysing existing legal instruments, judicial 

interpretations, and regulatory mechanisms to understand the principles governing 

negligence in data protection law. The comparative component systematically contrasts 

the substantive and procedural elements of negligence—such as duty of care, 

foreseeability, accountability, and enforcement—across the three jurisdictions. The 

analysis draws on interpretive reasoning and analogical comparison to identify both 

convergences and divergences among these legal systems. 
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3.2 Jurisdictional selection 

 

The jurisdictions were selected on the basis of their representativeness and 

analytical complementarity: 

The GDPR serves as the global benchmark for data protection, known for its 

comprehensive regulatory architecture, strong enforcement mechanisms, and implicit 

negligence standards embedded in accountability and data security provisions. 

The CCPA/CPRA represents a consumer-centric, market-oriented model of data 

protection within a common-law context, emphasising transparency, reasonable security 

measures, and private rights of action. 

The PDPL exemplifies an emerging framework in a non-Western, Sharia-based 

legal system, where concepts of trust (amanah) and harm prevention (la darar wa la dirar) 

provide potential normative foundations for developing a culturally grounded doctrine of 

negligence. 

 

3.3 Sources of data 

 

The study relies on both primary and secondary sources: 

Primary sources include statutory instruments (GDPR 2016/679; CCPA 

2018/CPRA 2020; PDPL 2021 and its Implementing Regulations), case law (notably 

GDPR enforcement cases by the European Data Protection Board and the Court of Justice 

of the European Union), and official regulatory guidance (e.g., California Privacy 

Protection Agency, SDAIA/NDMO implementation guidelines). 

- Secondary sources encompass scholarly articles, legal commentaries, policy 

papers, and comparative analyses published in reputable journals and institutional 

repositories. These sources provide interpretive depth and contextual understanding of 

negligence, accountability, and liability in digital governance. 

 

3.4 Analytical procedure 

 

The research proceeds through three analytical stages: 

Doctrinal interpretation of how negligence-related obligations are expressed in 

legislative texts and interpreted by regulatory or judicial authorities. 
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Comparative evaluation to assess how different legal traditions (civil law, 

common law, and Sharia-based systems) conceptualise the duty of care, foreseeability, 

and liability in data protection. 

Normative synthesis that integrates the findings to propose how Saudi Arabia’s 

PDPL can evolve by incorporating both international best practices and Islamic legal 

principles. 

 

3.5 Limitations 

 

The study acknowledges several limitations. First, Saudi jurisprudence and case 

law on data protection remain scarce, which constrains empirical verification of doctrinal 

propositions. Second, the analysis relies on statutory interpretation and secondary 

literature rather than extensive field data or stakeholder interviews. Finally, given that the 

PDPL is in a nascent stage of implementation, its interpretive guidance and enforcement 

practice are still developing; therefore, the findings should be read as a forward-looking 

theoretical and policy analysis rather than a fully empirical evaluation. 

 

4 FINDINGS 

 

4.1 Global regimes (GDPR and CCPA/CPRA): operationalising negligence 

 

Standard of care & foreseeability. GDPR Article 32 and the CCPA’s “reasonable 

security” provision serve as statutory proxies for negligence standards; DPIAs, breach 

notifications, and vendor oversight demonstrate proactive diligence. 

Accountability to liability. GDPR’s Art. 5(2), plus Arts. 82–83, and CCPA’s 

private right of action shifts the system from compliance to enforceable culpability. Non-

trivial governance failures (weak risk assessment, missing safeguards) increasingly 

satisfy breach and causation elements where harms are foreseeable (Acquah et al., 2024; 

Morrow & Fitzpatrick, 2020; Ke & Sudhir, 2022; Ou, 2025). 

Practical upshot. Organisations must show continuous, risk-based governance; 

proactive controls (privacy-by-design, training, third-party risk management) operate 

both as compliance duties and defences in negligence claims. 
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4.2 Saudi Arabia’s PDPL: doctrinal underdevelopment 

 

Statutory silence and scope. PDPL adopts broad, GDPR-like definitions and an 

extraterritorial reach but omits explicit negligence language and lacks clear tiers for 

sensitive data, thereby weakening risk-based enforcement (Memish et al., 2021; 

Sarabdeen & Mohamed Ishak, 2025). Legal bases and consent. Heavy reliance on 

consent—without GDPR-style legitimate interest or contractual necessity—risks 

“consent fatigue” and blurs the evaluation of foreseeability and reasonableness (Voigt & 

Von dem Bussche, 2017; Kaminski & Malgieri, 2020)—particularly in cross-border 

transfers. Adequacy concepts exist, but the absence of SCCs/BCRs-like tools undermines 

the practical enforceability of security and breach notification across borders (Greenleaf, 

2021). PDPL requires safeguards and notifications but lacks explicit timelines or severity 

thresholds—contrasting GDPR’s 72-hour rule—leading to ambiguity that hampers 

deterrence. Data subject rights and remedies. Rights of access, correction, and erasure are 

provided, but there are no provisions for portability, objection to processing, or private 

right of action and compensation—marking a sharp contrast to GDPR Art. 82 and CCPA 

§1798.150. This diminishes bottom-up accountability (Alhazmi & Daghistani, 2024; 

Filler et al., 2022). 

Controller/processor duties. PDPL establishes high-level responsibilities but lacks 

detailed processor-contract provisions, audit rights, and breach protocols, which limits 

enforceability (Abobaker, 2024b; Kanojia, 2023). Regulatory authority and sanctions. 

Oversight by SDAIA/NDMO lacks independence, procedural clarity, and jurisprudential 

output typical of EU DPAs or the California agency; penalty tiers and interpretive 

guidance are sparse, reducing predictability and deterrence (Amoo et al., 2024). 

Technology and sector gaps. PDPL does not include DPIA-like mechanisms for high-risk 

technology (AI, biometrics, ADM) and lacks sector-specific protocols for 

fintech/health/telecom; this creates liability grey zones as Saudi digitisation accelerates 

(Alqarni et al., 2023; Alzahrani, 2024; Yang et al., 2020). Cultural and legal integration. 

Islamic principles (amanah, la darar wa la dirar) are not yet codified into enforceable care 

standards (e.g., fiduciary duties, restorative remedies), missing an opportunity to develop 

a culturally coherent negligence doctrine and enhance public legitimacy. 
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4.3 Comparative negligence architecture across GDPR, CCPA/CPRA, and PDPL 

 

To contextualise the discussion of negligence as a regulatory principle, Table 1 

presents a comparative synthesis of the GDPR, CCPA/CPRA, and PDPL. The 

comparison highlights how Western legal systems have transformed negligence into a 

legally enforceable duty of compliance. In contrast, the PDPL remains largely 

administrative, offering valuable insights for normative and institutional reform within 

the Saudi context. 

 

Table 1  

Comparative negligence framework across GDPR, CCPA/CPRA, and PDPL  

Dimension GDPR (EU) 
CCPA/CPRA 

(California) 
PDPL (Saudi Arabia) 

Standard of 

care/security duty 

“Appropriate 

technical and 

organisational 

measures” (risk-

based) under Art. 32; 

accountability under 

Art. 5(2). 

(Legislation.gov.uk) 

Requires “reasonable 

security procedures and 

practices”; detailed in 

statute + regs; consumer-

facing rights drive 

governance. (California 

DOJ) 

Controllers must 

implement “organisational, 

administrative, and 

technical measures” (Art. 

19 of PDPL). (SDAIA) 

Breach 

notification 

Notify supervisory 

authority within 72 

hours (Art. 33); 

notify data subjects 

when high risk (Art. 

34). 

(Legislation.gov.uk) 

Breach notification 

governed by CA data-

breach laws; CCPA ties 

security lapses to private 

action for certain data 

types. (California DOJ) 

Implementing 

Regulations/official 

guidance: notify SDAIA 

within 72 hours; notify data 

subjects without undue 

delay (guidance/regs). 

(DLA Piper) 

Private right of 

action 

Yes—Art. 82 grants 

right to compensation 

for material & non-

material damage. 

(EUR-Lex) 

Yes—Cal. Civ. Code 

§1798.150 allows statutory 

damages ($100–$750 per 

consumer per incident) or 

actual damages after 

certain breaches. (Justia 

Law) 

No general private right of 

action; enforcement is 

administrative. (SDAIA) 

Administrative 

fines / penalties 

Tiered fines up to 

€20M or 4% global 

turnover (Art. 83). 

(EUR-Lex) 

Civil penalties by 

AG/CPPA; private 

statutory damages per 

§1798.150. (California 

DOJ) 

Sanctions provided in 

PDPL/Implementing Regs; 

details primarily 

administrative (no statutory 

damages to individuals). 

(SDAIA) 

Extraterritorial 

scope 

Applies to offering 

goods/services to, or 

monitoring behavior 

of, people in the EU 

(Art. 3). (EUR-Lex) 

Applies to businesses 

meeting CA 

nexus/thresholds handling 

CA residents’ data. 

(California DOJ) 

Applies to processing of 

personal data of individuals 

in KSA, including 

extraterritorial processing 

(Art. 2 PDPL). (SDAIA) 

Supervisory 

authority / 

independence 

Independent DPAs + 

EDPB coordination 

(Arts. 51–63). (EUR-

Lex) 

California Privacy 

Protection Agency (CPPA) 

+ CA Attorney General. 

(California DOJ) 

SDAIA/NDMO administer; 

independence and detailed 

powers outlined via 

https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://www.dlapiper.com/en/insights/publications/2024/02/saudi-arabias-new-personal-data-protection-law-in-force?utm_source=chatgpt.com
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A32016R0679&utm_source=chatgpt.com
https://law.justia.com/codes/california/code-civ/division-3/part-4/title-1-81-5/section-1798-150/?utm_source=chatgpt.com
https://law.justia.com/codes/california/code-civ/division-3/part-4/title-1-81-5/section-1798-150/?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A32016R0679&utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?utm_source=chatgpt.com
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
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law/regs & guidance. 

(SDAIA) 

Sensitive data 

Special protection for 

special categories 

(Art. 9). 

(Legislation.gov.uk) 

“Sensitive personal 

information” defined; 

added duties/limits 

(CPRA). (California DOJ) 

PDPL defines personal data 

broadly; sensitive category 

treatment addressed by 

regs/guidance (less 

granular than 

GDPR/CPRA). (SDAIA) 

DPIA / risk 

assessment 

DPIA required for 

high-risk processing 

(Art. 35). 

(Legislation.gov.uk) 

Risk-assessment/PIA-style 

obligations via CPRA regs 

and sectoral guidance. 

(California DOJ) 

Implementing Regulation 

and SDAIA guides set 

breach-response and 

governance expectations; 

no GDPR-style DPIA 

mandate articulated as 

such. (SDAIA) 

Processor 

obligations & 

contracts 

Detailed 

controller/processor 

duties & contracts 

(Arts. 28–30). 

(Legislation.gov.uk) 

Service-provider/contractor 

restrictions and contractual 

requirements. (California 

DOJ) 

Controller obligations 

specified; processor 

obligations emerging via 

Implementing Regulation 

templates/guidance. 

(SDAIA) 

Cross-border 

transfers 

Adequacy, SCCs, 

BCRs (Arts. 45–49). 

(Legislation.gov.uk) 

No direct transfer regime; 

disclosures and contractual 

governance dominate. 

(California DOJ) 

Adequacy-style approach; 

SDAIA has issued evolving 

transfer guidance/SCCs. 

(Clyde & Co) 

Negligence hooks 

(foreseeability → 

accountability) 

Accountability (Art. 

5(2)) + security (Art. 

32) + compensation 

(Art. 82) 

operationalize 

negligence-like 

standards. (GDPR) 

“Reasonable security” + 

§1798.150 private action 

make failure to prevent 

foreseeable breaches 

legally actionable. 

(FindLaw Codes) 

Duty to protect data and 

notify; no private claims—

liability runs through 

regulator, with growing 

guidance (72-hour rule). 

(DLA Piper) 

Note: This table summarises the principal legal dimensions of negligence-relevant provisions within three 

major data protection frameworks: 

– GDPR (European Union): General Data Protection Regulation (EU) 2016/679 (Legislation.gov.uk, EUR-

Lex) 

– CCPA/CPRA (California): California Consumer Privacy Act and California Privacy Rights Act 

(California Department of Justice, California Civil Code §1798.150) 

– PDPL (Saudi Arabia): Personal Data Protection Law (Royal Decree M/19 of 2021) and Implementing 

Regulations (Saudi Data and Artificial Intelligence Authority (SDAIA), Implementing Regulations PDF). 

Supplementary interpretive sources include DLA Piper (2024), Clyde & Co (2024), and FindLaw (2024). 

All URLs were accessed in October 2025. 

 

5 RECOMMENDATIONS 

 

This paper advocates for several specific legislative and regulatory amendments 

to enhance Saudi Arabia’s PDPL, based on doctrinal and comparative analysis. There is 

an immediate need to explicitly incorporate a negligence standard into the PDPL, either 

through legislative amendment or interpretive regulatory guidance, to clarify the duty of 

care required of data controllers and processors. This must include clearly expressed 

procedural and administrative measures, along with routine risk assessments and sector-

specific rules of business based on best practices, as described under Articles 28 to 30 of 

https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/ImplementingRegulation.pdf?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/ImplementingRegulation.pdf?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://www.clydeco.com/en/insights/2024/09/saudi-arabia-s-personal-data-protection-law-become?utm_source=chatgpt.com
https://gdpr-info.eu/art-5-gdpr/?utm_source=chatgpt.com
https://codes.findlaw.com/ca/civil-code/civ-sect-1798-150/?utm_source=chatgpt.com
https://www.dlapiper.com/en/insights/publications/2024/02/saudi-arabias-new-personal-data-protection-law-in-force?utm_source=chatgpt.com
https://www.legislation.gov.uk/eur/2016/679/contents?utm_source=chatgpt.com
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?utm_source=chatgpt.com
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?utm_source=chatgpt.com
https://oag.ca.gov/privacy/ccpa?utm_source=chatgpt.com
https://law.justia.com/codes/california/code-civ/division-3/part-4/title-1-81-5/section-1798-150/?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf?utm_source=chatgpt.com
https://sdaia.gov.sa/en/SDAIA/about/Documents/ImplementingRegulation.pdf?utm_source=chatgpt.com
https://www.dlapiper.com/en/insights/publications/2024/02/saudi-arabias-new-personal-data-protection-law-in-force?utm_source=chatgpt.com
https://www.clydeco.com/en/insights/2024/09/saudi-arabia-s-personal-data-protection-law-become?utm_source=chatgpt.com
https://codes.findlaw.com/ca/civil-code/civ-sect-1798-150/?utm_source=chatgpt.com
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the GDPR. Second, the legislation must establish a private right of action as a remedy for 

data breaches, allowing individuals to pursue compensation for material and non-material 

damages, as outlined in GDPR under Article 82 and the statutory damage requirements 

under the CCPA. Third, the scope of application can be strengthened by establishing an 

independent supervisory or regulatory authority endowed with extensive fact-finding and 

sanctioning powers to ensure adequate supervision and accountability following incidents 

of negligence or data breaches. Fourth, to promote consistency in application, the PDPL 

can be improved by incorporating supervisory or regulatory advice, DPIA, and standard 

contractual clauses (SCCs), addressing the current lack of compliance tools. Saudi 

Arabia’s data protection regime must incorporate culturally significant legal principles of 

trust (Amanah) and non-harm (la darar wa la dirar), to create a normative framework 

aligned with global standards while respecting local legal principles. These suggestions 

aim to transform the PDPL regime into a robust, enforceable instrument that guarantees 

“care” within a data-driven society. 

 

6 CONCLUSION 

 

The development of “negligence” in data protection legislation across Europe, the 

United States, and Saudi Arabia reveals evolving gaps in legal maturity and enforcement 

mechanisms. The GDPR and CCPA provide solid frameworks based on compliance 

standards, safety measures, and individual remedies; however, the PDPL in Saudi Arabia 

remains in its early stages in terms of normative and operational features. The lack of an 

explicitly defined “standard of care,” the absence of breach reporting requirements, and 

the inability to establish a framework for individual compensation highlight doctrinal and 

practical gaps that hinder the prevention of data breaches within Saudi Arabia’s digital 

governance. Moreover, the concept of negligence in the PDPL is notably absent, either 

as a regulatory principle or as an actionable provision, which diminishes its capacity to 

address complex emerging risks such as biometric surveillance and algorithmic threats. 

These deficiencies are further compounded by the lack of interpretive guidance from 

supervisory and regulatory bodies such as NDMO and SDAIA, as well as the absence of 

an autonomous entity with jurisdictional authority to enforce data rights. Significantly, 

Saudi Arabia upholds normative principles rooted in Islamic law, such as amanah (trust) 

and la darar wa la dirar (no harm), which can be invoked to establish a traditionally unified 
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and legally binding “standard of care” in data management. Embedding these cultural 

principles of “trust” and “non-harm” has the potential to strengthen the PDPL by 

promoting “accountability” in data handling, sector-specific protections, and individual 

rights of action. Such integration could support Saudi Arabia’s Vision 2030 in fostering 

a robust and ethically grounded digital ecosystem. 
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